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Here it is assumed that the client has the system installed (system installation is detailed in the Installation
Manual).

BS-Client™ has a customizable menu, so all descriptions of menu items correspond to the menu set-up of the system
installation disc.

Since it is the bank that specifies the types and formats of documents and directories in the client part, all the
instructions on particular types and formats are those of the system installation disc.

Introduction

The present manual will describe the main system features for a client part administrator. As all the
settings are pre-defined at the bank during generation of the installation disc, we will mainly consider
various BS-Client settings that allow for optimum client workplace configuration and processing of
incoming documents.

Users Rights System Setup
Sessions Distribution
Tip: Information in this chapter may be of use to you in the following two cases only:

1. you are working with a database other than Access;
2. you are customizing user rights different from those supplied.

In the other cases the present chapter will be of informative character and to be used as reference
material only.

BS-Client works with a database in the multi-session mode. By session here we mean a session of
connection between the application and the database.

BS-Client uses Base Manager to distribute sessions. In the general (initial) case sessions are distributed
as follows:

e The main session, Default, is used directly by the application kernel,
*  Scheduler's session
e Transport subsystem's session,

* Additional session for the transport subsystem.

Thus, the RBS system uses at least 4 sessions provided that the transport subsystem and scheduler are
running.

The number of sessions is open to increase during operation.

The transport subsystem and scheduler are the most active system elements. Hence, they might take
additional sessions.

The number of sessions being used by the scheduler is defined by the number of simultaneously running
auto-procedures. For instance, the auto-procedure exporting a document into the bank part and the one
requesting an account statement from the bank part can run simultaneously. Each of them will use an
additional session. Thus, the highest possible quantity of sessions used by the scheduler will be limited by
the highest possible quantity of parallel auto-procedures + one scheduler's "personal” session. Theoretically
this is the total number of created auto-procedures + 1.

The number of sessions occupied by the transport subsystem is governed by the relevant RBS interface
settings.

[ Select Tools » Transport = Options.
= The Transport Options dialog box appears.
[ Go to the General tab.



Transport Options ﬂ

—Time slice
Send non-acknowledged packages after [days) ISEI—
Aftempts to receive seszion IEDEI—
Time to hold session, ms. IW
|nterval bebween attempts to receive zeszion, ms. I'IEIEI—
—Uze zession
N
b awiruim quantity of sezsions for tranzport IEI
b amirnurn quantity of sessions for application I'l—

—Emoneous package

Save eroneols packages Yes b

—Jv Save enoneous packages to DB

M awirmumn zpace for bad packages, Mb |2EI
—Iv Save enoneous packages bo file

b @i folder zize, Wb |2|:|
Save to folder C:hbemp |

Save | Cloze |
Maximum quantity of sessions
for transport can be more or equal to zero;
Maximum quantity of sessions
for application must be more or equal to 1.

Greater number of main and additional sessions noticeably affects the transport system's performance in
case it has bulky workload (exchange of documents).

The total number of sessions the transport subsystem can take is therefore equal to the sum of these two
parameters + 1 for transport subsystem's main session.

Additional sessions can be taken by procedures started manually from the RBS interface. For example,
when you start to export a document to the ABS from the Payment Orders scroller.

The total quantity of sessions the Base Manager can make available for all subsystems is defined in
users' profiles.

[ Select Tools > Service & System of Rights = Assign Rights (go to the Profiles tab and select a
profile).

[ Click on Settings for the database.
= The Settings for the database dialog box appears.



Settings for the database

Finimum number of sessions

0

haxirmum nurmber of sessions

1

Wait for a session, msec

kooooo

Keep connection without requests, msec

300000

Transaction (access) timeout. msec

E0000

Table prefix

Ok Cance

I Help

Maximum number of sessions

Zero will mean unlimited number of BaseManager sessions.
Any other value will imply that the total number of BS-Client's
sessions cannot exceed the specified value. With this setup,
in case the number of occupied sessions reaches the
maximum and one of the subsystems requests an additional
one, an error message appears and the subsystem waits for a
session to free;

the default value is 5, it can be lowered for tellers;

the default value will only do for relatively small banks using
Sybase;

Fill-in gquidelines:

Access - 1, PERFORMANCE CRITICAL;

MSSQL - 255, CRITICAL; a smaller number is allowed, but no
less than 20;

Oracle - 10 (tentative value); can be made bigger or smaller;
be careful, however, not to exceed the number of licenses;
Sybase - 10 (tentative value); can be made bigger or smaller;
be careful, however, not to exceed the number of licenses.

Tip: For details on Settings for the database see User Profiles Setup.

Thus, when this parameter is not zero, the following inequality holds:

“Maximum no. of DB sessions" >= "Default session (1)" + "Scheduler's session (1)" + "Parallel auto-
procedures (N)" + "Main transport session (1)" + "Number of additional transport sessions (M)" +
"Number of transport sessions for application needs (K)" + "Number of sessions occupied by auto-

procedures started from RBS interface (L).”

It should be noted that Maximum number of database sessions is associated with a profile. In its turn,
a profile is associated with a system user. Therefore, we are considering the quantity of database sessions
occupied by a RBS instance, started by a certain user associated with this profile.
Tip: For details on profile setups see User Profiles Setup under Users Rights System.



Users Rights System

General Description

The system of rights comprises the levels of privileges, roles, and profiles:

Enabling (or vice versa, disabling) an action. System
privleges are predefined and non-editable. Each one
defines an action strictly. For example, the privilege
VIEW_ANY_USER_TABLE will enable a user to view any
non-system tables. A privilege can be defined by one or
more parameters. Thus, for instance, the privilege
EDIT_TABLE_RECORD has two associated parameters (a
table name and filter). A user can insert new privileges into
the list. Added privileges will not be processed. However,
external modules will be informed if the current user has
rights to such a privilege and will cope with insufficient

Set of privileges. A role is defined by a set of privileges
(with parameters) and a set of roles it comprises.
Associated privileges can be granted and revoked. All the
privileges within embedded roles are deemed associated
with the master role. The revoked priviege status
dominates the granted one. Roles are editable and

Set of rules governing a password lifecycle (expiry
date/time, time constraints, etc.) and system options (main
screen form, language, etc.) etc.). A composition of
parameters will remain invariant. Their values can be
changed. The system allows for several profiles.

System user. Each user will have his/her own login and
password. A user can be assigned only one profile and
one or more roles and even separate privileges.

Privilege
rights, etc.
Note: For the description of system privileges see List of Builtln Privileges.
Role
customizable.
Profile
User
Note: Rules for naming roles, profiles, users, privileges:

The first character must be Latin, the

List of BuiltIn Privileges

others may be Latin characters, digits, or an underline.

Privileges define access type and rights to database objects. Currently, the system has a set of main
privileges defining rights to modify, create, handle database objects.

Tables
VIEW_ANY_SYSTEM_TABLE

access privileges
Right to view contents of any system table.

EDIT_ANY_SYSTEM_TABLE

Right to modify contents of any system table.

VIEW_ANY_USER_TABLE

Right to view contents of any user (not system) table.

EDIT_ANY_USER_TABLE

Right to modify contents of any user (not system) table.

EDIT_TABLE_RECORD
(Attributes: TableName, Filter)

Right to edit TableName records fitting the Filter

VIEW_TABLE_RECORD
(TableName, Filter)

Right to view TableName records fitting the Filter

APPEND_TABLE_RECORD (TableName,
Filter)

Right to insert a record fitting the Filter into TableName.

DELETE_TABLE_RECORD (TableName,
Filter)

Right to delete TableName records fitting the Filter

VIEW_ANY_QUERY

Right to execute any SQL queries of the SELECT type.

EXECUTE_ANY_QUERY
System
DROP_ANY_TABLE

Right to execute any SQL queries
structures access
Delete any user table

CREATE_ANY_TABLE

Create any table

~



VIEW_ANY_DSP_STRUCTURE

Right to view any DSP structure

VIEW_DSP_STRUCTURE_OF_TYPE

Right to view DSP structures of specified types.

VIEW_DSP_STRUCTURE

Right to view a specified DSP structure.

MODIFY_ANY_DSP_STRUCTURE

Right to modify any DSP structure.

MODIFY_DSP_STRUCTURE_OF_TYPE

Right to modify DSP structures of specified types.

MODIFY_DSP_STRUCTURE

Right to modify a specified DSP structure.

DELETE_ANY_DSP_STRUCTURE

Right to delete any DSP structure.

DELETE_DSP_STRUCTURE_OF_TYPE

Right to delete DSP structures of specified types.

APPEND_ANY_DSP_STRUCTURE

Right to insert any DSP structure

APPEND_DSP_STRUCTURE_OF_TYPE

Right to insert DSP structures of specified types.

EDIT_USER_LOCALIZED_RESOURCES

Right to modify user localized resources.

EDIT_ALL_ILLOCALIZED_RESOURCES

VIEW_ANY_USER

Right to modify any localized resources.

Rights to administer user part

Right to view users, the list of roles, profiles, and
privileges.

CHANGE_ANY_USER

Right to modify rights of a user's profile and password
(as well as modify roles, profiles, and privileges).

BLOCK_ANY_USER
Rights to
CONNECT

Right to block any user.
work in the system
Right to log in

START_TRANSPORT

Right to start transport

STOP_TRANSPORT

Right to stop transport

START_SHEDULER

Right to start scheduler

STOP_SHEDULER
Rights to
EXECUTE_ANY_OPERATION

Right to stop scheduler
execute operations
Right to start any operation

EXECUTE_SCHEME

Right to start any scheme operation

EXECUTE_OPERATION

Right to start any specified operation

EXECUTE_TABLE_OPERATION

Right to start a table or documentary operation fitting a
filter.

System Rights Setup

0 To customize the system of rights, go to the Administer Users Rights window, available at Tools
-> Service > System of Rights - Assign Rights.

(o]



. 2 Administer Users Rights

_|ol x|
Uszers |F'ru:ufiles| Ruoles I F'rivilegesl
|Jzer | Statusz | Prafile | Roles | Frivileges | Add
Drefault ADMIMISTRATOR
OPERATOR Default ADMIMISTRATOR Delete
SYSDBA Default ADMIMISTRATOR
Edit
Dizable
[Carfirm

Cloze | Help |

There are four tabs on this form: Users, Profiles, Roles, and Privileges (see General Description).

[ To modify a user's rights, go to the Editing user's rights window. To open it, double click on a
user or select it and click on Edit.

Editing user's rights window

X
Ilzer name
||_|5E|:g [~ Change the pazsword at
the nest lagin
[~ Dizable
Fazzword
I"“ Clear pazswords histan |
Confirm pagzwaord Profile

Ixxx

Roles Avwailable roles
IJSER ADMINISTRATOR
E=PLORER
-(—l SECURITY_MAMAGER
STSTEM
DESIGHER
Frivileges

&dd

Delete

Edit

Ok, Cancel Help

You can set up the following user options in the appeared window: Password, Profile, Roles, and
Privileges.



[ The following check-boxes are available for Password setup:
Change the password at the next login at the next attempt to log in, the system will display a
password expiry message and will prompt the user to
change it, followed by entering the old one;

Disable the option will block the system for the given user: at the
next attempt to log in, a system blocking notification will
appear.

Attention! When you insert a new User with a password or when you change passwords of registered users, the

system will not capture these passwords in the history. Therefore, a User will be able to change a
current password to the same one once, should it differ from the first registered password. To
overcome the problem, create Users with blank passwords and check the Change password option
at the next log-in. Thus, at the next log-in the User will enter a password that will be captured in the
history and should s/he need to change the password, the system will react adequately.

[ To set up the Profile, click on ' next to the field and select a value on the drop-down list.

[ To set up Roles, use '~ and ' to insert required roles from the list of available ones or to
remove unneeded ones. To add a new privilege, delete or edit registered ones, use the relevant
buttons.

Tip: For details on roles, privileges, and profiles, see General Description and List of Builtin Privileges.

User Profiles Setup

Profiles is an authority level of primary importance. Profiles define such options as whether or not to
start scheduler and transport at startup if logged in by a user owing the profile. Main startup form is also
indicated in profiles. Main startup form, usually MainCbankForm, will define overall system
functionality. In creating unique startup forms, you can remove or add some functionality by modifying the
main form's menu and icon toolbar. Main form can be modified in the 'Dictman' application program.

[ Select Tools-> Service-> System of Rights=> Assign Rights.
[ Go to the Profiles tab.

. 2 Administer Users Rights =101 x|

Jzers  Profiles |Fh:ules I F'rivilegesl

Lizt of profiles |
Default Add

[elete

Edit

Cloze Help

If will contain a couple of buttons.

Add - insert a new profile;
Delete - delete a profile;
Edit - modify profile options.

[ Click on Add to insert a new profile.
= A dialog box appears.
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Profile name

=10l x|

IUsa

Cancel

o ]

Enter a profile name.
 Click Ok.

= The Editing an account dialog box appears.

Editing an account |

Prafile name
|U 3=
—Startup option: —Paszwaord option:
[v Start transport [~ Cannaot change password
v Allow zsimple pazswaords
Simple passwords
[ Start scheduler [~ Profile is disabled
Scheduler scheme at startup
|DefauItCIient j Masirmurm number of attempts
[0 B
Main startup form Minirurm pazzward length
IM ainCBankForm j ID j
Date of pazzword expiny Time glices
Seftings for the databasze | I J 00:00.00-24:00:00
Pazsword expires in [days]
[~ The server operating rode IU j
™ Weritying CRIC files at startup Time to store passwaords history
0 Edi |
[~ Werifying CRC files at loading them I j
Ok | Cancel Help |

Editing an account will have the following fields:

Profile name

Start transport

Start scheduler

Scheduler scheme at startup

Main startup form

The server operating mode

Verifying CRC files at startup
Verifying CRC files at loading them
Cannot change password

Allow simple passwords

Simple passwords

- name of the profile. The field is inactive;

- check the option to start transport at login;

- check the option to start scheduler at login;

- name of the startup scheduler scheme. Field Start

scheduler, statement scheduler procedures (auto-
procedures;

- name of the main form to launch (by default it's
MainCBankForm);

- use a special memory manager; server mode will speed
up system operation though requiring more of ram; it is
only recommended to check the option if there is enough
ram;

- reserved field;

- reserved field;

if checked, the user will fail to change the password;

if checked, simple passwords are allowed; Simple
passwords are those with characters from less than 3 of 4
main groups: uppercase letters, lowercase letter, digits,
special characters.

- list of illegal passwords.

11



Note: The Simple passwords parameter is applied irrespective of the fact whether Allow simple
passwords is checked. Thus, even if you allow simple passwords, the user will fail to use a password
from the list of Simple passwords.

Profile is disabled if checked, a user will fail to start the system under this
profile;

Maximum number of attempts - maximum number of attempts to enter a password at
login; with this number exceeded, the user that failed is
blocked;

Zero stands for unlimited attempts.

Minimum password length - minimal password length;

Date of password expiry - date of expiry of the password; after this date the user
will be blocked;

Password expires in (days) - number of days of password validity;

Zero stands for unlimited password validity.
Time to store passwords history - number of days to store passwords history. All passwords

a user has entered are stored in a history of passwords;
the passwords that the administrator has entered aren't
stored in a history.

Zero stands for unlimited time to store the history of
passwords.

[ Click on Settings for the database to set up database options.
= The Settings for the database dialog box appears.

Settings for the database x|

Finimum number of sessions

’ e

Maxirmum nurmber of sessions
1 =

YWalt for a session, msec

E00000 =
Keep connection without requests, msec
300000 2

Transaction (access) timeout. msec

50000 j

Tahble prefix

Ol Cancel Help

Minimum number of sessions - minimal number of database sessions that BS-Client will
constantly keep opened; with the inactivity period,
specified in Keep connection without requests, msec.,
expired, BS-Client will ignore all the sessions exceeding
the above number;
the default value is zero;

Fill-in quidelines:
Access - 0 or 1; if you enter zero, after long inactivity the
database file will be released and as such will be opened

12



Maximum number of sessions

Wait for a session, msec.

Keep connection without
requests, msec.

Transaction (access) timeout, msec.

for editing/deleting; if you enter 1, the database file will be
blocked for editing and deleting;

MSSQL — 0, PERFORMANCE CRITICAL; sessions with
MSSQL must always be zeroed;

Oracle - 0, not critical, though recommended,;

if other applications queue for establishing a connection
ahead of it, specify the 'Maximum number of sessions’
value;

Sybase network - 0, again you can specify the Maximum
number of sessions value, should other applications
queue for establishing a connection ahead of it;

Sybase local — 0 or 1; specify 1 to avoid restarting each
time after long inactivity;

specify zero if Sybase starts as a service or the 'Shutdown
database after last disconnect' alias option is un-
checked,;

- highest possible number of sessions to the database;
when the number of occupied sessions reaches the
maximum and one of the subsystems requests an
additional session, an error message appears and the
subsystem will have to wait for a session to free;

the default value is 5, it can be lowered for tellers;

the default value will only do for relatively small banks
using Sybase;

Fill-in guidelines:

Access — 1, PERFORMANCE CRITICAL;

MSSQL - 255, CRITICAL; a smaller number is allowed,
but no less than 20;

Oracle - 10 (tentative value); can be made bigger or
smaller; be careful, however, not to exceed the number of
licenses;

Sybase - 10 (tentative value); can be made bigger or
smaller; be careful, however, not to exceed the number of
licenses;

maximum time for a subsystem to wait for a database
session to free; 300,000 (5 min) by default; it is not
recommended to change the default value;

minimal time for a connection to the database to hold
without any requests;

when a connection is unused for a specified period and the
current number of sessions exceeds the minimal one
(Minimum number of sessions), the connection is
dropped,;

300,000 (5 min) by default; the default value will fit in
almost any case;

maximum time for a subsystem to wait for a free session to
execute a transaction; if upon expiry there are no free
sessions, the operations to be executed inside the
transaction will be executed outside it;

60,000 (1 min) by default; it is not recommended to change
the default value;

you can specify a longer period for customers with bulky
workflow.

[ Click on Edit to specify periods when the profile is enabled and disabled.
= The Changing time slices dialog box appears.

13
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Account
ILlser
0 Q0 0024 0 00 Sl e
[12:18:59 =
Finizhing time
[12.21:22 —
Enable
Dizable
Enable all
Dizable all
Ok, Cancel Help

Changing time slices has the following fields:

Account - name of the profile. The field isn’'t subject to editing;

Starting time - starting time of a period when the password is valid or
invalid;

Finishing time - final time of a period when the password is valid or
invalid.

Changing time slices has the following buttons:

Enable all click on it to enable the profile 24 hours a day;

Enable use it to enable the profile within the period defined by
Starting time and Finishing time;

Disable use it to disable the profile within the period defined by
Starting time and Finishing time;

Disable all click on it to disable the profile 24 hours a day.

Changing Password

[ To change the logged in user's password, select Tools = Service > System of Rights > Change
Password.

= The Change Password window appears.
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Change Password

User

|DEA

Pagsword

Ixxx

MNew paszwornd

Ixxxx

Confirm new pazswond

Ixxxx

Ok Cancel

All its three fields are mandatory:

Password
New password
Confirm new password

Audit

System Messages Log

the current password;
new password;

re-type the new password (to confirm).

The system has tools for journalizing and analyzing user actions so that to be able to detect unauthorized

ones.

There is a Table of System Messages meant for logging user actions.

[ Select Tools = Service = Table of System Messages.

. 2System Messages Table

wve @ |9

=101 %]

Type ILIser IDD::umentar_l,l schemeITabIe

; 3 11 DB,
04 130321 12 DEA
04 12:09:27 11 DEA
04 13:09:43 41 DEA
04 13:09:43 31 DB,

FreeClientDioc

0
0
0
FREECLIENTDO 9107 3153414. 0
FREECLIENTDO SI0I7 3153414 0

ID::u:ument IDIHEference I.-“-‘-.u:h:l. infarmation \ﬂ
MonesoEaTens Sa

MonesoEaTENE BRI
MNanezoEaTens Faln
HokyraeHT gotasne
Januce goGaEneHa I
-

Cloze |

The journalizing procedure has protection against unauthorized shut-offs or modifications in

journalizing parameters. It is security administrator only that is authorized to make such modifications.

The table of system messages has protection against unauthorized modifications in stored data.

The following user actions go to the System Messages Table:

» all the changes in documentary statuses;

* all the changes in static data (including acceptance of the changes);

¢ all the changes in the set of system users;

 all the changes in rights of system users;
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* log-ins and log-outs.

Deleting System Messages

[ To clear the system messages table, select Tools <> Service> Deleting System Messages Options
= The System Messages Table Clearing Setup window appears.

Systemn Messages Table Clearing Setup il
Mumber of days to go to the list I-_"'

Help | 0k | Cancel |

[ Specify the period (the number of days) for storing messages in the system messages table and click
Ok.
= Once a day an ad hoc auto-procedure will clear 'outdated' messages from the table of system
messages.

Directories Setup

The main purpose of directories is to facilitate the process of populating dialogs, as it proves to be much
safer and easier to export data from a directory into a field (if available) rather than to type it in.
Furthermore, numerous fields (the so-called linked fields) are frequently populated as a group.

The system supports two types of indexes: Internal Corporate.

Internal Directories These are the client part's directories and indexes. They
represent your "property.” You can choose to enlarge them
with any data or leave them blank. Most of the Internal
directories and indexes are available for an operator to edit
and enlarge. The Companies and the Personnel
directories are the only exceptions. You must have
administrator rights to edit these directories.

Corporate Directories These are the bank part's directories and indexes. You
are not authorized to edit them. It is the bank that corrects
their data and provides for its accuracy. You can only use
them in your work, viz. to view them and export their data
into dialog fields, if necessary.

Tip: For details on how to update directories see Processing Directory Replications (under Audit).

Personnel Directory

The Personnel Directory can be modified and enlarged by a BS-Client RWS administrator only as the
directory stores internal data on a BS-Client workplace.

[ To input a new operator, select Directories = Internal > Personnel.
= The Personnel dialog box appears.
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kg (ol x|
IDaave @2

Full narne Phane number |
1020309

[ Press Ins to input a new employee.
= The Personnel window appears.

x

Mame [Fuszian) IT':I‘-IKMH Cepref Buraneesuy
Marme [Englizh] ITLIEH kIM SERGEY “ITALIEVICH
Pzt # Dutie tel. ffaw
| 1020909
| 1020307
Ok Cancel

[ Enter data and click Ok.

RBS Journal

RBS Journal will keep you informed as to time constraints for certain document types (separately
specified for each currency type), which depend on a day of the week and/or a calendar day. The journal is
the basis for closing a trading day and posting documents from clients that the bank part receives after the
trading day is finished on the next trading day.

It is the Bank that creates and updates the journal. Your serving bank sends you directory updates as
replications of the CALENDAR table. For details on replications see Processing Directory Replications .

In the client part it is accessible in the view mode only, without the right to alter its data.

[ To view the RBS Journal, select Directories = Internal = RBS Journal.
= The RBS Journal window appears with at least one row for each day of the year.
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_ioix
#|v |50 7|

Starts at | Finizhes at | Day tupe | Documnent | Currency code |

14:00:00 CokpaleHHe sD
23:53:53 B eroaHon 5D

i

Cloze |

Each date description in RBS Journal is assigned a day type (workday, holiday, shortened working day,
plus user-defined types). Each day type has a working period (starting and final time of a trading day).

Document Status Indices Directory

It is the Bank that creates and edits the Indices of Document Status directory. In the client part you can
only view its data without changing it. The client part's directory is updated through replications.

[ To view the directory, select Directories - Corporate > Indices of Document Status.
= The Indices of Document Status scroller appears.

_ioix
[aveiio|9

Index description |

He ykaskbieaTe

M Hanoronnarenewme, [MNarensi [y, coopog)

KIS &

Cloze |

Payment Details Indices Directory

It is the Bank that creates and edits the Indices of Payment Details directory. In the client part you can
only view its data without changing it. The client part's directory is updated through replications.

[ To view the directory, select Directories = Corporate > Indices of Payment Details.

= The Indices of Payment Details scroller appears. The corresponding dialog has the following
fields:

_iofx
[a vl @2

Index description |

Mnaresu TerYwero roda
ﬂDﬁpDBDJ’IbHDE NoraweHHe 3300 MNHEHHOCTH N0 HCTEKLWKM H3Noro

Cloze |
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Taxable Period Indices Directory

It is the Bank that creates and edits the Indices of Taxable Period directory. In the client part you can
only view its data without changing it. The client part's directory is updated through replications.

[ To view the directory, select Directories = Corporate = Indices of Payment Details.

= The Indices of Taxable Period scroller appears.

. 2Indices of Taxable Period =10 x|

EXAAGES

|ndex description

JINE nnares a8 NEpEYD OEKA0Y MECALS
N2 nnatex sa BTOPYK AEKA0Y MECALA

Cloze

Payment Type Indices Directory

It is the Bank that creates and edits the Indices of Payment Type directory. In the client part you can
only view its data without changing it. The client part's directory is updated through replications.

[l To view the directory, select Directories = Corporate = Indices of Payment Type.

= The Indices of Payment Type scroller appears.

. 2Indices of Payment Type - |I:I|1|

EXENEN

Index description

31 Hrinara Hanora Wnd chopa

AR dnnara aeaHca 1AM Npeqonnara (B Tor YMCne 4ekanHEIS NASTEHM)]

Cloze |

Budget Classification Codes Directory

It is the Bank that creates and edits the Codes of Budget Classification directory. In the client part you
can only view its data without changing it. The client part's directory is updated through replications.

[ To view the directory, select Directories = Corporate - Codes of Budget Classification.

= The Codes of Budget Classification scroller appears.

. 2 Codes of Budget Classification

LRS- E

=10l |

|ndex description

- (IS HANOMOBLIE A0%0 06
1010000 HANOTA HA MPHMERINE
10710200 Hanor Ha gososl PUSHYECKME N,

KIS
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Processing Directory Replications

A user can only view corporate directories and extract values. All modifications and amendments of
such directories are performed by the serving bank. The bank part sends updates of directories as
replications.

The client part will receive replications from the bank together with statements and other incoming
documents at transport subsystem startup. Replications are received and processed automatically.

[ To view the list of incoming replications, select Incoming - Replications.
= The Update Corporate Directories window appears.

[=IE
ERET I YR

Tirne: | Received | T able | Status |
3 14.01.2004 155224 14.01.2004 15:51:38  |BANKACCOUMT Implemented +
27.09.2004 11:3803 27092004 11:33:20 | BAMKRUTYPE Implemented +
KI 0

All the replications must be Implemented +. Should there be any replications with other statuses, it will
indicate that there must have been a processing failure. BS-Client will proceed with processing at the next
startup.

A user can process a replication manually without restarting the system:

[ If you find an Identified document, pop up the menu and run Verify signature.
= With the process successfully complete, the replication will become valid EDS.

[ If you find a valid EDS document, pop up the menu and run Process documents.

= The processed replication will become Implemented. The system will send an
acknowledgement on replication processing to the bank and the document will become
Implemented +.

Attention! If replications would not become Implemented, contact the BS-Client technical support team for your
bank.

BS-Client and Accounting Systems Interoperation

BS-Client supports data exchange with the accounting systems (ASs) 1C, Parus, INFIN. Documents
interchange with other ASs is also supported, provided that an AS supports export of documents in the text
format, e.g., with BEST-4.

The error log for import of documents is stored in the table accessible at AS Session = Import
Results. Each document to import passes verifications set up in the system. If a document passes them, it is
imported and saved to a corresponding database as New. If a document fails, it becomes Imported.

All errors detected during import are displayed in the field Bank's message of a document.

Note: For successful import it is essential that date and number formats of documents to import correspond
to those specified in the Regional Settings of your operating system.

Exchanging Documents in Text Format

Attention! For the text link to work properly, you need XML OM for Win32 not later than v.2.0 installed on your
workstation.

Text File Link Options

[ To set up the Text File Link, select AS Session=> Link Setup: Text File.

= The Link Setup: Text File window appears.
20



Link Setup: Text File |

il Comespondents I

Documentary settings I Folders | Delete documents | Incoming streamn setings |

¥ Make a document 'new' should there be no control erars

—Populate with impart file data
[~ Payer's details

[~ Payer's bank details
[~ Bernefician's bank details

[~ Payment pattern

[+ Impart should mandatory fields be blank

[T Comect a docurment nuriber

Help |

Apply Ok Cancel

0 Go to the Documentary settings sub-tab on the Import tab to set up

Make a document ‘new’ should there be no
control errors

Populate with import file data
Payer's name

Payer's bank name

Beneficiary's bank hame

Payment pattern
Import should mandatory fields be blank

Correct a document number

check the option to allow status change of imported
documents;

- the option is checked

Should imported documents pass the format verification,
but fail "required"” input verifications, they are imported into
BS-Client's database as Imported;

Should documents pass both the format verification and
"required" or "optional" input verifications, they are
imported into BS-Client's database as New.

- the option is un-checked

Should imported documents pass the formats verification,
they are imported into BS-Client's database as Imported
irrespective of which input verifications are set up,
"optional" or "required," and whether the documents pass
them or not;

if checked, a payer's name will be taken from the import
file, if un-checked - from the system directory;

if checked, details of a payer's bank will be taken from the
import file, if un-checked - from the system directory;

if checked, details of a beneficiary's bank will be taken
from the import file, if un-checked - from the system
directory;

if checked, a payment pattern will be taken from the import
file, if un-checked - from the system directory.

if you check the option, the system will import documents
even if the mandatory fields are blank.

if checked, cut a document number to three digits so that
the bank can send the document the RKZ without
changing its number; if un-checked, no corrections take
place.
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| Comespondents I

Irmpaort [incaming)

Link Setup: Text File |

Documentary settings  Folders I Delete documents | Ihcoming stream settings |

I.‘ZBSSH ootEhSubSpshLink TTh R

Ermor-free files

|ZBSSF|DDtZ'\SubSys\LinkTHt\Hec

Erroneous filez

IXBSSH oot SubSpshLink Txt\Em

Folder far temparary files

IZBSSF! ootz SubSpshLink T=tATmp

tazk of impart file name

Ixx

Help |

Apply Ok Cancel

[  Go to the Folders sub-tab on the Import tab to set up

Import (incoming)
Error-free files

Erroneous files

Folder for temporary files

Mask of import file name

the folder storing the file to be imported. The default folder
is %BSSR00t%\SUBSY S\LinkTXT\IN;

the folder to transfer the processed import file to;

default folder: %BSSR00t%\SUBSY S\LIinkTXT\REC,;

the folder for erroneous files (here, files with errors
detected during import are transferred);

default folder: %BSSR00t%\SUBSY S\LINkTXT\ERR;

the folder for files being processed; default folder:
%BSSR00t%\SUBSY S\LINKTXT\TMP;

the file to import can have a fixed name; e.g., import.txt.
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Link Setup: Text File

Impart | Conespandentsl

Documentany settings | Folders Delete documents I Incoming stream settings |

[~ Enable document duplication contral
Document type II'InaTencHoe MOPYYEHHE j v Documents arly
r—List of figlds to remove r—List of fields for rejectiorn
Field name | Dezcrption A Figld name I Dezcription ﬂ
[ DestClient CHcTerHBIR HomMep agpecate= (| [T DestClent CUCTEMHEIN HOMED SOPECATS
[+ DestCustiD MpanLD - noAyyaTens aokyk [ DestCustD K pauuo - nonyyaTens aokye
[T SendeDfficials OTEETCTEEHHBIR HENONHWTES [ SenderOfficialz OTEETCTEEHHEIR MCNONHUTES
[T AcceptDate Hara npuetda okYHEHTE K 1 [ AcceptDate Tata npuerda QokYHEHTE K L
[T WalueDate [ara BanoTUpOEaHUA [T WalueDate TaTa BanTpoBaHIHA
[~ DocRef FedepeHs gokyrHeHTa [ DocRef PepepeHc qokymeHTa
[T SavedDocRef Pedgepenc gokyrerTa uz ot |7 SavedDocRef PedepeHc nokyMeHTa W3 CT0
4| 3 1| | 3
Table PayDOCRY Save | Restore |
Help | Apply | Ok | Cancel

[  Go to the Delete documents sub-tab on the Import tab to set up

Enable document duplication control

Document type

List of fields to remove

List of fields for rejection

check this option to enable/disable the procedure checking
for documents' duplicates; if un-checked, the procedure is
disabled; the other tab options are not set up;

title of target documents; with Documents only checked,
the list only displays payment documents; you can set up
this for a few or all document types.

check-list with fields of the documentary table for the
Document type selected. It is used to compare fields and
delete duplicating documents;

check-list with fields of the documentary table for the
Document type selected. It is used to compare fields and
reject duplicating documents.

System settings that were not visualized in the dialog but that are applied during import

Purpose Sub-section Name Type Default value
End-of-document attribute EndOfSection | Str ;END
Names of fields that cannot be NMSA_TABJINLBI | ExcludeDelete | Str DateCreate; TimeCreate
listed among fields used to (table_name) DupFields ;Tableldent;Status;Date
compare documents and delete TimeReceive;Service;S
duplicating ones. Also, fields of ignUID1;CryptoLibID
the type “BLOB Table” and 1;SignUID2;CryptoLib
“Long binary" cannot be used”. ID2;NoteFromBank; Vi
(The setting use is ewFlags;ReceiverOffic
RESTRICTED to a private ials;DocumentNumber
library setup dialog, when you Auto;Client;Custld
visually compile a list of fields
used to compare documents and
delete duplicating ones.)
List of statuses used when | UMSA_TABJIMLBI | AllowedDelete | Str 1001,1011,32100,3210
comparing and deleting | (table_name) DupStatuses 1
duplicating documents

23



With the procedure for duplications control enabled and the settings being correct, the system will
delete imported documents with duplicating fields from the list of fields to remove and CustID. Also,
document status must be one from the AllowedDeleteDupStatuses list. Should there be no such documents,
the system will check if there are duplications among processed documents that are not subject to deleting.
The check will run against fields from the list of fields for rejection, CustID, and statuses from the
14.Controls.PAYDOCRU.StatusesForCheckSaldo setting. Should any fitting documents be found, the
imported document will be rejected and comments will be provided.

Link Setup: Text File x|

Import | Eorrespondentsl

Documentary settings I Folders I Delete documents  Incoming stream settings I

—Coding
&
 Windows

Document format line

Token Iﬂ

D elimiter ||

—Carrect symbaolz in incoming strean

[T Comrect symbols in an incorming streamm
Rules for comrecting symbals in incoming stream

|Nf:N

Check that eymbolz in incoming stream are comect

Line of carmect symbals

[T Check that characters in an incoming stream are comect

|1 234567230-=% qwertyuiop[lasdighikl'2xcvbnm, A~ EEE S8 _HDWERTYUIOPOASDFGHIKL: "ZECVB MM <3 7 Buyk eHr W b g

[~ Use one-string remarks that begin with 2

Laongest pozsible line |255
Help | Apply Ok Cancel
Note: Here, Incoming stream is a string, file, or a set of properly filtered files that are processed within one

import session.

[ Go to the Incoming stream settings sub-tab on the Import tab to set up

Coding
Token

Delimiter

Correct symbols in incoming stream

Rules for correcting symbols

in incoming stream

Check that symbols in incoming
stream are correct

Line of correct symbols

Select coding for data to be imported (DOS, Windows);
System line token in headers;

by default: #;

First line of each document must have a format name
specified:

#|FormatName or #N|FormatName,

where N is a document sequence number within the file; |
is the delimiter (# is the system line token in the header);
by default: |;

Enable/disable the procedure for correcting symbols in
incoming streams, following the rules set in the section
ChangelncomingSymbols.RulesOfChange

Ne:N - Ne is replaced with N;

Enable the procedure for checking symbols after they are
corrected in the incoming stream. It applies the rules set in
the section ChangelncomingSymbols.RulesOfChange

list of allowed characters;
1234567890-=\"~!@#$%"&*()_+|./qwertyuiop[lasdfghjkl;"
zxcvbnm,QWERTYUIOP{}ASDFGHJKL:"ZXCVBNM<>?
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VILyKeHrLLE3X bgbIBANPONIKIAUCMUTLOEN LY KEHTLLLL,
3XBbObIBAMNPONIKIAYCMUTLEIOE
Use one-string remarks that begin with // With the option un-checked, you can use one-line remarks
in your import file; each remark line must begin with //;
Longest possible line longest possible line in incoming stream, with remarks
deleted; if zero is specified, line length is not checked.

Lk senuptecrie ﬂ

Impart  Corespondents |
Import correspondents
|#BSSRoctzASUBSYSATO_ABSACORR =
—Figlds displacement —Fields length

MHame arne

0 160

INM [MM

f162 [13

BIC BIC

f176 E

Cor. a/c Cor. alc

154 |20

Account Account

f207 D

Help | Apply Ok Cancel

0 TImport settings for correspondents directory are set on the Correspondents tab. It is not

recommended to change the settings.
Import correspondents the folder with the correspondents import file;
default folder: %BSSR00t%\SUBSYS\TO_ABS\CORR.

Import Formats

BS-Client supports import of documents from Accounting Systems (ASs). The accounting system must
support export of documents in the text format (*.txt)

0 To see the set import formats, select AS Session > Document Import Formats.

"> Document import Formats NN R I=1E
IDave @2

Femarks \ﬂ
[ PayDocFiu MnaTexHoE NOpYYEHHE

PayDocRusE MnarexHoe NopYYEHHE [PACUMPEHHEIR $OpHaT] .
<] | _>I_I
Cloge |
Note: If there are no import formats in the window, contact the company maintaining your BS-Client v.3.

[ Select a format in the window that opens and press Enter.
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= The Document Import Format window appears.

+ ®Document Import Format = |EI|5|
Farmat name Remark:
IPayDDDRu IHﬂamEKHDE NoOpYYEHUE

Irpart farmat description

DocumentDate Date; -
DocumnentNunber ‘String:
CurrCode ‘String:
FPavericcount String;
FeceiverBIC ‘String:
Feceivericcount String; =
4] »
Actionz description
FPAYDOCEU. XDATECEEATE = XDate; -
PAYDOCEU. XTIMECEEATE = ¥Time;
PAYDOCEU. XTAELEIDENT = 1:
FAYDOCET. CLIENT = XGETCLIENT:

<  PAYDOCRU . %CLIENT = S0L: =elect Client from :
FPAYDOCRT . STATUS 1032101;
FPAYDOCRT . CUSTID HGETCUSTOMER ;

S« PAYDOCRU. CUSTID = S0L: =elect CustId from
FAYDOCRT . SERVICE 1:

-
1| | »

Ok, | Cancel |

The window has three panes. There are Format name and Remark on the upper pane.

Import format description will display descriptions of fields to import and their types. Descriptions
layout:

Field name: Field type.

Model list of fields for the format PayDocRuXE:

Field name Field type Mi':xr:gmtam Composition
DocumentDate Date 10 Creation date
DocumentNumber String 15 Document number
CurrCode String 3 Currency code
PayerAccount String 25 Payer's alc
ReceiverBIC String 9 Beneficiary's BIC
ReceiverAccount String 25 Beneficiary's alc
Receiver String 160 Beneficiary's name
ReceiverINN String 14 Beneficiary's INN
Amount Money 15 Amount
Ground String 255 Details of payment
PaymentUrgent String 2 Payment Queue
PayUntil Date 10 Due date
OperType String 2 Transaction type
SendType String 15 Payment pattern
NDS Money VAT
Stat1256 String 2 Status index (101)

PayerKPP String 9 Payer's KPP (102)
ReceiverKPP String 9 Beneficiary's KPP (103)
CBCcode String 20 Budget classification code (104)
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OKATOcode String 11 OKATO code (105)

PayGrndParam String 2 Payment details index (106)

TaxPeriodParam: Taxable period index (107)

TaxPeriodParam1 String 2 TaxPeriodParaml + '.' + TaxPeriodParam2 + "' +
TaxPeriodParam2 String 2 TaxPeriodParam3

TaxPeriodParam3 String 4

DocNumParam: Document number index (108)

DocNumParaml1 String 2

DocNumParam?2 String 15

DocDateParam: Document date index (109)

DocDateParaml String 2 DocDateParaml (dd), DocDateParam2 (mm),
DocDateParam?2 String 2 DocDateParam3 (yyyy)

DocDateParam3 String 4

PayTypeParam String 2 Payment type index (110)

Actions description will describe how data is transferred from an import file into the system database.
Actions description has the following layout:
Table Name. Field Name = Value;

TableName name of the table where the system inserts a record;

Field name of the field to populate; If it begins with %, the field is
mandatory (NotNull);

Value the value to go to the field.

Value can be a macro, constant, field name, or parameter. There can be symbol % or AA before a value:

% Macro;

AN Attribute. Attribute is an internal variable of an import
format.

Value can be a variable from the import file. In this case its name is after =. SQL: means that an SQL
query value will go to the field. If Value is an expression of the type %CONCATE(N1,N2), it means: write
value N1, line feed, write value N2. An expression of the type %COLLATE(N1,N2) means that values N1
and N2 are written space-delimited. The following macros are used as Value:

%Data displays the current date;

%Time displays the current time;

%GETCLIENT number of the current client;

%GETCUSTOMER Number of the legal person (used in the bank part for
Internet-Client's import format);

%GETSchemelD writes 'New' to the status field.

Attention! Each format description line must end with a semicolon ;"

[ To create and new import format, open the index of formats (Document Import Formats) and
press Ins.

= The Document Import Format window appears with blank input fields.

[ If you want to introduce a new documents import scheme, populate all the fields in the Document
Import Format dialog. Specify which data to import and how to insert it into the system database
(i.e., tables, fields, field types, and other system information).

Import File Layout

When installed, the system has pre-defined import formats: PayDocRu (Payment Order),
PayDocRuAE (Payment Order - advanced format), and PayDocRuXE (Payment Order with regard to
CBR's Instruction No.1256-Y (rus) of 3 March 2003.
Also, you can create new import formats.
For each document you should specify:
first line format name: #|FormatName or #N|FormatName, where N
is the document's sequence number in the file, then the
fields delimiter (# is the message line signature in the
header);

last line ;end.
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Attention! Lines between the first and the last ones must include values in the order described in the field Import

format description of the dialog Document Import Format. Otherwise, when importing into BS-
Client, errors will occur and the document will fail import or will be imported with corrupted data.

An import file may include data of any number of any documents that have their import formats
described.

[ You can delete unused formats. To delete a format, select it and press Delete.

Attention! You cannot delete the import format PayDocRu!

0 By default, model text files PayDocRuAE and PayDocRu are stored in %BSSRoot
%\SubSys\Import\Rec. To import them successfully, replace accounts with those registered in the
system.

Importing Data into Nested Tables

The current system version supports data import into embedded tables in the text format. Use the
following procedure:

1. Go to the import format description to declare nested table variables as
<nested_table_name.field_name>, where nested_table_name will be the name of
the field with the nested table, field_name — an arbitrary literal that can differ from actual field
names in the nested table. Declarations for one nested table must go one after another.

Descriptions of actions may contain the order of populating of fields in the nested table. Here,
names of the nested table and its fields must coincide with actual field names.
To identify the nested table section in an incoming stream, the following system lines are used:

;NestedTable Declares the beginning of the nested table section. After this the incoming
stream transfers the first field of the first record in the nested table.

End of nested table record. After this the incoming stream transfers the first
field of the next record in the nested table.

End of nested table section. After this the incoming stream transfers the

field of the main document.

There can be any number of nested table records. Should there be no data to import into a nested table,
specify an empty nested table section.

The example below shows a model format of variables list and a model list of actions. It is not
obligatory to specify types of variables in import format descriptions as it is of informative nature only.
The system does not process variable types. Values range check runs while populating record fields.

Model:

Import format description
DocumentDate  :Date;
DocumentNumber :String;
GroundReceiptsBlob.DocType;
GroundReceiptsBlob.DocNumber;
GroundReceiptsBlob.DocDate;
GroundReceiptsBlob.Amount;
ExpenceGroundBlob.DocumentType;
ExpenceGroundBlob.DocumentNumber;
ExpenceGroundBlob.DocumentDate;
ExpenceGroundBlob.Amount;

:EndNestedTableRow

:EndNestedTable

CurrCode :String;

Amount :Float;
MANDATORYCURRSELL. %DOCUMENTDATE = DocumentDate;
MANDATORYCURRSELL. %DOCUMENTNUMBER = DocumentNumber;
MANDATORYCURRSELL. GROUNDRECEIPTSBLOB.DOCUMENTTYPE = GroundReceiptsBlob.DocType;
MANDATORYCURRSELL. GROUNDRECEIPTSBLOB.DOCUMENTNUMBER = GroundReceiptsBlob.DocNumber;
MANDATORYCURRSELL. GROUNDRECEIPTSBLOB.DOCUMENTDATE = GroundReceiptsBlob.DocDate;
MANDATORYCURRSELL. GROUNDRECEIPTSBLOB.AMOUNT = GroundReceiptsBlob.Amount;
MANDATORYCURRSELL. EXPENCEGROUNDBLOB.DOCUMENTTYPE = ExpenceGroundBlob.DocumentType;
MANDATORYCURRSELL. EXPENCEGROUNDBLOB.DOCUMENTNUMBER = ExpenceGroundBlob.DocumentNumber;
MANDATORYCURRSELL. EXPENCEGROUNDBLOB.DOCUMENTDATE = ExpenceGroundBlob.DocumentDate;
MANDATORYCURRSELL. EXPENCEGROUNDBLOB.AMOUNT = ExpenceGroundBlob.Amount;
MANDATORYCURRSELL. CURRCODE = CurrCode;
MANDATORYCURRSELL. AMOUNTREST = Amount;
MANDATORYCURRSELL. IncomingDetails = %CONCATE( Amount, SQL: select ISOCode from Currencies where

(Code="CurrCode"), (SQL: select BankRu.Name from BankRu,Account where (Account.Account="40100810200050000550")
and (Account.BIC=BankRu.BIC)));
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Incoming file models

#1|MandatoryCurrSell
1 29.02.2004

215

:NestedTable

Typel

1

01.01.2001

1.01
;EndNestedTableRow
Type2

2

02.01.2001

2.02
;EndNestedTableRow
Type3

3

03.01.2001

3.03
;EndNestedTable
;NestedTable

Typed
4

04.01.2001

4.04
;EndNestedTable
840

10000.3

;end

#1|MandatoryCurrSell
2 29.02.2004

215

;NestedTable

Typel

1

01.01.2001

1.01
;EndNestedTableRow
Type2

2

02.01.2001

2.02
;EndNestedTableRow
Type3

3

03.01.2001

3.03
;EndNestedTable
;NestedTable
;EndNestedTable

840

10000.3

;end

Remarks:
1. In the second example no data will go into the nested table EXPENCEGROUNDBLOB.

2. When populating nested table fields, the system will take values of variables from the current line
in the nested table being imported as well as from the main record variables. Values of variables in
the other lines and values of fields from the other nested tables cannot be taken here.

Statements Export Setup
You can import statements received from the bank into your accounting system in a way similar to
import of payment documents from an AS. BS-Client will export data into a text file of the pre-defined
format. After that you will have to set up your AS to export the data from the text file.
Depending on your settings, statements can be exported into one or more files.
[ To export statements in the text format, select AS Session = Export Statements to AS.
= The Export Statement dialog box appears.
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Export Statement 5[

Date range:  from |3|111.2nu4 to |3|111.2nn4

Accounts I ﬂ
4010021 0300000000081

|| 40700510500000000052
|| 51000240200000000000
|| 520005401 00000000000
40101332300000000000
|| 40807230600003333333
|| 40101332600003333333
|| 40101573600003333333
|| 40101378300003333334
|| 40101575200003333335

| »

=

Help | Export Cancel |

The window has two tabs Export and Advanced.
Go to Export to set up:

Date range by default, the system exports today's statements of all the
accounts;

Accounts The system will export statements of all or selected
accounts.

Export Statement 5[

Export tupe Coding

{* Statement = DOS

™ Balances only " windows
™ Documents only " KOI-3

Expaort into folder
IE:HBSSystemSHSUBSYSHEXPDHTH B

Fields delirmiter

[ Export transit requistes

[v E=zpart staterment in the old fomnat

[~ Exzpart to one file

Help | Ex=port Cancel

Go to Advanced to set up:

Export type select a format of the export file,
Select a coding for data to be exported (DOS, Windows, KOI-8);
Export into folder Select the folder to export data to (the default folder is

SUBSYS\ EXPORT in the root directory);
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Fields delimiter specify a delimiter for statement fields; the default value is
ll;l

Export transit requisites when checked, transit requisites of statements are
exported (p/o fields): digits 1343 — 1713 in the line of the
document section DOCUMENTS; Statement Export File
Format see below;

Export statement in the old format when checked, statements are exported without regard for
CBR's instruction No0.1256-Y (Russian spelling) of 3 March
2003.

Export statements into one file when checked, the system exports statements into one file;

when un-checked — into separate files.

Statement Export File Format

The file consists of two sections: balances and documents. The balances section begins with RESTS,
the documents section - with DOCUMENTS. All the data is transferred in its fields of certain lengths;
fields are delimited by a space.

Tip: You can specify any other delimiter; by default one space is used.

Statements can be exported in the three modes:

* balances only,
e documents only,

¢ balances + documents.

The balances section (RESTS) contains line of the following formats:

Posi?ion in Length Export Remarks
line modes
1 | Currency code [account 1 5 RA
statements][account
statements
<CurrCode>
2 | Account number 7 36 R,A
<Account>
3 | Statement date 44 10 R,A It is exported in the
<StatementDate> currently used format of
date.
4 | Open book balance 55 20 R,A
<OpeningBalance>
5 | Debit totals 76 20 R
<DebitTurnover>
6 | Credit totals 97 20 R
<CreditTurnOver>
7 | Close book balance 118 20 R
<ClosingBalance>
8 | Planned balance 139 20 R Reserved; always 0,00
9 | Planned balance 160 20 A
<ClosingAvailableBalance>
Tip: Export mode symbols: R - balances only, A - balances + documents.

Following CBR's instruction No0.1256-Y (Russian spelling) of 3 March 2003 and the RF Ministry of
taxation's order No.bI'-3-10/98/197/22u (Russian spelling), formats of some documents in DOCUMENTS
were modified. Each line in the section will correspond to one document to be exported into the AS. All the
fields must begin from the left limit of their line portions and have trailing spaces to match their lengths.

Tip: You can specify any other delimiter; by default one space is used.
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The documents section (DOCUMENTS) contains lines of the following formats:

Code 2-IT Position

N Length Remarks
rus in line
1 | Document type 1 1 Always zero
2 | Statement account(Account) 3 36
3 | Statement date 40 10 In the current format of
(StatementDate) date
4 | Document creation date 51 10 In the current format of
(DocumentDate) date
5 | Currency code (CurrCode) 62 5
6 | Transaction type (OperType) 68 2
7 | Document number 71 16
(DocumentNumber)
8 | Payer's a/c (PayerAccount) 88 36
9 | Payer's name (Payer) 125 160
10 | Payer's INN (PayerINN) 286 13
11 | Payer's bank BIC (PayerBIC) 300 12
12 | Cor. a/c of the payer's bank 313 36
(PayerCorrAccount)
13 | Payer's bank name 350 80
(PayerBankName)
14 | Beneficiary's a/c 431 36
(ReceiverAccount)
15 | Beneficiary's name (Receiver) 468 160
16 | Beneficiary's INN 629 13
(ReceiverINN)
17 | Beneficiary's bank BIC 643 12
(ReceiverBIC)
18 | Cor. a/c of beneficiary's bank 656 36
(ReceiverCorrAccount)
19 | Beneficiary's bank name 693 80
(ReceiverBankName)
20 | Amount in roubles (Amount) 774 20
21 | Due date (PayUntil) 795 10 In the currently used
format of date
22 | Payment queue 806 3
(PaymentUrgent)
23 | Details of payment (Ground) 810 254
24 | Reserved 1065 1 Always 3
25 | Reserved 1067 254 Always blank
26 | Reserved 1322 20 Always blank
ported if UnloadOrders = 1)
27 | Payer's a/c 1343 25 Blank if UnloadOrders=0
(OrderPayerA ccount)
28 | Payer's name (OrderPayer) 1368 160 Blank if UnloadOrders=0
29 | Beneficiary's a/c 1539 25 Blank if UnloadOrders=0
(OrderReceiverAccount)
30 | Beneficiary's name 1554 160 Blank if UnloadOrders=0
OrderReceiver
Fields added following Inst i 6 (exported if FmtBef1256 = 0)
31 | Payer's KPP (PayerKPP; 102 1714 9
NoteFromBank, tag 102)
32 | Beneficiary's KPP 103 1724 9
(ReceiverKPP;
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NoteFromBank, tag 103)

Code 2-IT Position

(rus)

in line

Length

Remarks

Status index
(Stat1256; NoteFromBank, tag
101)

101

1734

34

Budget classification code
(CBCcode; NoteFromBank,
tag 104)

104

1737

20

35

OKATO code
(OKATOcode;
NoteFromBank, tag 105)

105

1758

11

36

Payment details index
(PayGrndParam,;
NoteFromBank, tag 106)

106

1770

37

Taxable period index
(TaxPeriodParam1+ «.» +
TaxPeriodParam?2 + «.» +
TaxPeriodParama3;
NoteFromBank, tag 107)

107

1773

10

38

Document number index
(DocNumParam1+
DocNumParam2;
NoteFromBank, tag 108)

108

1783

15

39

Document date index
(DocDateParam1+«.»+DocDat
eParam2+«.»+DocDateParam3
; NoteFromBank, tag 109)

109

1800

10

40

Payment type index
(PayTypeParam;
NoteFromBank, tag 110)

110

1811

41

Date of accepting the
document for implementation
(AcceptDocDate;
NoteFromBank, tag 62)

62

1814

10

42

43

Date of debiting payer's a/c

Cash register symbol
(CashSymbol)

71

1825

1836

10

ValueDate)
Fields added for Instruction No.1256-Y (rus)

20

44

Entry amount in functional
currency (AmountNat)

1857

20

45

Trailing space

1878

1

Tip:

Field name are included for links with the release 015.

Tag names stored in Debet(Credit)Documents.NoteFromBank are included for links with releases

015.

The planned balance field can be used to transfer any additional parameter (an amount you are allowed
to withdraw, account balance with an allowance for unconfirmed amounts, planned turnovers, etc.). In the
client part you can view a planned balance in a statement and in the statements scroller.

Note: Specify a 4-digit year in all dates.

Interoperation with 1C

1C Link Options

[ Select AS Session = Link Setup: 1C.
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= The Link Setup: 1C window
Correspondents.

Link Setup: 1C |

appears. There are three tabs: Import, Export and

Impart IE:-:pl:nrtI Earrespandentsl

v Make a document 'new' should there be no control emaors

Dcu:umentarysettlngsl Falders | Delete documents | Incoming stream settings |

—Compound field

[~ Payer's compand name

[~ Delete NN from a payer's name

[~ Beneficiany's compound name

[~ Delete INM from a benefician's name

[~ Compound details of payrment

—Populate with import file data

[~ Payer's name
[ Payer's bank details
[~ Beneficiary's bank details

[~ Payment pattern

[~ Comect a document number

Help |

Apply Ok Cancel

[  Go to the Documentary settings sub-tab on the Import tab to set up

Make a document 'new' should there be no
control errors

Compound fields
Payer's compound name

Delete INN from a payer's hame

Beneficiary's compound name

check the option so that imported files' statuses can be
changed,;

- the option is checked

Should imported documents pass the format verification,
but fail 'required’ input verifications, they are imported into
BS-Client's database as Imported;

Should documents pass both the format verification and
'required’ or 'optional' input verifications, they are imported
into BS-Client's database as New.

- the option is un-checked

Should imported documents pass the formats verification,
they are imported into BS-Client's database as imported
irrespective of which input verifications are enabled,
‘optional' or 'required," and whether the documents pass
them or not;

with the option checked, a payer's name is full to involve
the payer's legal status, a/c, bank, and bank's city of
location.;

if it's un-checked, only a correspondent's name will appear
in the field.

if the option is checked, the system checks for the payer's
INN and deletes it, if any;

with the option checked, a beneficiary's name is full to
involve the legal status, settlement a/c, bank, and bank's
city of location;

if it's un-checked, only a correspondent's name will appear
in the field;
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Delete INN from a beneficiary's name

Compound details of payment

Populate with import file data

Payer's name
Payer's bank name

Beneficiary's bank name

Payment pattern

Correct a document number

Link Setup: 1C x|

if the option is checked, the system checks for the
beneficiary's INN and deletes it, if any;

If it's checked, payment details will contain a VAT
narrative;

if checked, a payer's name will be taken from the import
file, if un-checked - from the system directory;

if checked, details of a payer's bank will be taken from the
import file, if un-checked - from the system directory;

if checked, details of a beneficiary's bank will be taken
from the import file, if un-checked - from the system
directory;

if checked, a payment pattern will be taken from the import
file, if un-checked - from the system directory;

if checked, the system cuts a document number to three
digits so that the bank can send the document the RKZ
without changing its number; if un-checked, no corrections
take place.

Impart IE:-:|:u:urt| Eorrespundentsl

Documentary settings

Import (incoming)

I Delete documents I Incoming stream settings I

IZESS RoothSubSpsh 10N

Emor-free files

|ZBSS RoothSubSpsh1C\Rec

Erroneous files

I%BSS RootiENSubSweTCAEm

Folder for temparary files

I%BSS RootEzhSubSes\TC T mp

M azk of import file name

I'I c_to klbst

Help |

Apply Ok Cancel

[  Go to the Folders sub-tab on the Import tab to set up

Import (incoming)
Error-free files

Erroneous files

Folder for temporary files

Mask of import file name

the folder storing the file to be imported. default folder:
%BSSRo0t%\ SubSys\1C\ In ;

the folder to transfer the processed import file to; default
folder: %BSSRo0t%\ SubSys\1C\Rec;

the folder for erroneous files (here, files with errors
detected during import are transferred); default folder:
%BSSRo0t%\ SubSys\1C\ Err;

the folder for files being processed; default folder:
%BSSRo0t%\ SUBSYS\1C\ TMP;

The file to import must be 1C_to_KL.txt.
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Link Setup: 1C x|

Impart I Expart I Correspondents I
Documentary settings I Folders Delete documents | Incoming stream seftings I
[v Enable document duplication control
Diocument tupe II'Ina'remHue NOpY4EHIHE j v Documents only
r—List of fields to remaove r—List of fields for rejection
Figld name I Description 1| Field name I D escription ﬂ
[ DestClient CHeTerHEld Homep agpecats= ||[[T  DestClent CUCTEMHEIN HOMED SOPECET:
[ DestCustD HKpduo - noayyaTens gokyr [ DestCustiD M pkuo - nonyyatens gokyr
[T SenderQfficials OTEETCTEEHHEIN HCNONHMTES [T SenderQfficials CTEET CTEEHHBIE MCNOAHMTES
[T AcceptDate Hata npyera gokyreHTa kb [T AcceptDate Dara npuera gokyreHTa K ¢
[ “alueDate JaTa BaNoTHPOEAHUA [ “alueDate [l aTa BaMETHPOEAHMA
[ DocRef FPedepeHe qokyreHTa [T DocRef PedepeHs qokymeHTa
[T SavedDocRef Peweperc aokyserta ws cto (| SavedDocF et Pepepers AOKYMEHTA WS CTE
4] | i 4] | 4
Table PayDOCRU Save | Restore |
&I Apply | Ok | Cancel

[  Go to the Delete documents sub-tab on the Import tab to set up
Enable document duplication
control check this option to enable/disable the procedure checking
for documents' duplicates; if un-checked, the procedure is
disabled; the other tab options are not set up;

Document type title of target documents; here we consider a Payment
Order;

List of fields to remove check-list with PAYDOCRU fields. It is used to compare
fields and delete duplicates;

List of fields for rejection check-list with PAYDOCRU fields. It is used to compare

fields and reject duplicates.

System settings that were not visualized in the dialog but that are applied during import
Purpose Sub-section Name Type Default value
End-of-document attribute EndOfSection | Str | Koneu/lokymenTa (end
of document)

Names of fields that cannot be NMA_TABJINL | ExcludeDelete | Str | DateCreate;TimeCreate;

listed among fields used to bl (table_name) DupFields Tableldent;Status;DateT
compare documents and delete imeReceive;Service;Sig
duplicating ones. Also, fields of nUID1;CryptoLibID1;Si
the type “BLOB Table” and gnUID2;CryptoLibID2;
“Long binary" cannot be used”. NoteFromBank; ViewFla
(The setting use is gs;ReceiverOfficials; Do
RESTRICTED to a private cumentNumberAuto;Cli
library setup dialog when ent;Custld

visually compiling a list of
fields used to compare
documents and delete
duplicating ones.)

List of statuses used when NMSA_TABJINI AllowedDelete | Str 1001,1011,32100,32101
comparing and deleting bl (table_name) DupStatuses
duplicating documents
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With the procedure for duplication control enabled and the settings in PAYDOCRU being correct, the
system will delete imported documents with duplicating fields from the list of fields to remove and
CustID. Also, document status must be one from the AllowedDeleteDupStatuses list. Should there be no
such documents, the system will check if there are duplications among processed documents that are not
subject to deleting. The check will run against fields from the list of fields for rejection, CustID, and
statuses from the 14.Controls.PAYDOCRU.StatusesForCheckSaldo setting. Should any fitting documents
be found, the imported document will be rejected and comments will be provided.

Link Setup: 1C x|

Impart IE:-:|:u:urt| Eorrespundentsl

Documentary settings I Folders I Delete documents  Incoming stream settings I

r—Correcting incoming stream symbaol

[~ Comect symbals v an incorming strear

Rules for cormecting symbols in incoming stream

|N2:N

—Check that spmbols in incoming stream are comect

[~ Check that symbals in an incoming strearn are commect
Line of corect symbols
|1 234867890-=""qwertyuiop(Jasdighiklzscvbnm, A TEEEE 8 )_HIWERTYUIOPASDFGHIEL: "ZXCVEMR <3 7 Buyk eHrwi s#b g

[~ Use one-sting remarks that beain with '/

Longest pozzible line 255

Help | Apply Ok Cancel

Note: Here, Incoming stream is a string, file, or a set of properly filtered files that are processed within one
import session.

[ Go to the Incoming stream settings sub-tab on the Import tab to set up
Correct symbols in incoming stream Enable/disable the procedure for correcting symbols in
incoming streams, following the rules set in the section
ChangelncomingSymbols.RulesOfChange
Rules for correcting symbols

in incoming stream Ne:N -Ne is replaced with N;
Check that symbols in incoming stream
are correct Enable the procedure for checking symbols after they are

corrected in the incoming stream. It applies the rules set in
the section ChangelncomingSymbols.RulesOfChange

Line of correct symbols list of allowed characters;
1234567890-=\"~!@#$%"&*()_+|./qwertyuiop[lasdfghjkl;"
zxcvbnm,QWERTYUIOP{}ASDFGHJKL:"ZXCVBNM<>?
MLyKeHrLwL3xbghbiBanpoNMDKIAUCMUTLO0EVLLYKEHLLLL,
3XbPbIBAMNPONAKIAYCMUTBEBIOE

Use one-string remarks that begin with '/I'  With the option un-checked, you can use one-line remarks
in your import file; each remark line must begin with //;

Longest possible line Longest possible line in incoming stream, with remarks
deleted; if zero is specified, line length is not checked.
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Link Setup: 1C

Impart  Expart | Eorrespondentsl

[ Auto-export recerved statement

Outgaing files
| #BSSRaotz\SubSyshT C\Out =

Help | Apply Ok Cancel

0  Go to Export to set up

Auto-export received statement if the option is checked, the system will export a statement

received from the bank into the corresponding folder;

by default, statements are exported into %BSSRoot

%\SubSys\1C\ AutoOut\.

Link Setup: 1C

x|

|mp|:|[t| Export  Comespondents I

Path to comespondents directory file

| =

Fath to accounts directan file

| =

Help | Apply Ok, Cancel

[ Go to Correspondents to specify the full path to the folders with the settlement accounts directory

and the correspondents directory.
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Note:

Caution:

Their files must be:
For1Cv. 7.5

Sc46.dbf
Sc1183.dbf

ForiCv.7.7

Sc133.dbf
Sc174.dbf

file with the correspondents directory;
file with the checking accounts directory.

file with the correspondents directory;
file with the checking accounts directory.

The path to the folder: (1C installation folder)\1SBDB.

When you import correspondents from 1C for the new chart of accounts, it is essential that the 1C

correspondents' accounts directory SC174.DBF contain the banks directory files: SC72.dbf and
SC72.cdx. Otherwise, import will be incorrect.

Only with the above options set up can you proceed to importing. For more information, see Operator's

Manual (bsc_oper_eng.doc).

Statements Export Setup

[ To export statements in 1C format, select AS Session = Export Statements to 1C.
= The Export Statement dialog box appears.

Export Statement

it | Advanced I

X

Drate range: from |3EI.'I 1.2004

(s}

|3n.1 1.2004

Accounts

| »

4010031 0300000000031

|| 4070051 0500000000082

51000340300000000000

: 220002401 00000000000
|| 4011013532300000000000
|| 40807 230600003333353

40101332600003333333
40101978600003333333

: 40101373300003333334
|| 40101575200003333335
|| 4010051 0200050000550

R

=l

Help |

Export

Cancel |

This window has two panes: Export and Advanced.
Go to Export to set up:
Date range

Accounts

by default, the system exports today's statements of all the
accounts;
The system will export statements of all or selected
accounts.
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Export Statement

Ewpart into folder

IZBSSHDD':Z'\S ubSpsh1CAOuts

Folder for automatic expaort
of received statements

IZBSSHDDtZ"xS ubS e C AUty

[~ Export statement in the old farmat
v Usze fized name of expart file

[T Erport one statement per file

Help | Export

Cancel

Go to Advanced to set up:
Export into folder

Folder for automatic export
of received statements

Export statement in the old format
Use fixed name of export file

Export one statement per file

1C to BS-Client Data Transfer

specify a folder to export data into;;
default folder: %BSSRo00t%\SubSys\1C\Out\;

when received from the bank, statements are automatically
exported into the folder should you set the system
properly;

default folder: %BSSRo00t%\SubSys\1C\AutoOut);

When checked, statements are exported without regard for
CBR's instruction N0.1256-Y (rus) of 3 March 2003;

If it's checked, the statements export file is KL_to_1C.txt;
statements will be exported into one file;

if it's un-checked, statements are exported into one file.

if it's checked, statements are exported into separate files.

Data is transmitted from 1C into BS-Client in the two stages:
1. At the first stage a 1C user prepares data (payment documents) and uses the 1C data exchange

module to create a text file.

2. At the second stage BS-Client reads and processes the file. The processing result is sent to the bank
part through telecommunication channels.

When the 1C user starts the export module, s/he must indicate the following in the export setup dialog:

* Types of documents to export. The list of types is governed by 1C's and BS-Client's functionalities.

e The user can select settlement accounts to export payment documents for, as s/he can have several
settlement accounts and is free not export all of them (to reduce the data size to transmit at re-export, to
transfer documents per different accounts to different banks, etc.).

* The export period. The system will export all the payment documents of the selected types per
specified accounts within this period. The export period must be specified so that all the documents
entered (edited) since the last export be exported. If the period covers some documents exported earlier,

this is not an error.

e The export will result in a text file created. The file will store:

- Housekeeping information: file format data, creation date/time, etc.
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- The export period.
- The list of accounts the documents were exported for.
- The list of exported documents.

- Information about payment documents.

A BS-Client user will start importing from the text file created by 1C, using the following procedure. In
this case:

» If BS-Client doesn't support a given type of documents, the import procedure will notify of the fact.
e If an imported document already exists in BS-Client with the same data, it isn't processed.

e If an imported document already exists in BS-Client but with differing data, it is considered corrected;
if a document (according to the BS-Client logic) is editable (not signed, not sent to the bank, etc.), it
replaces its duplicate in the database.

e If there is no such a document in BS-Client, it is considered new; if a document (according to the BS-
Client logic) can be sent to the bank (not expired, etc.), it is inserted into the database.

e In the other cases (e.g., a document is present in BS-Client but with differing data, whereas the one
registered with BS-Client was already posted), documents are considered as unable to be processed and
the import procedure notifies the user of the occurrences.

*  Within the export period, all the documents present in BS-Client (when importing) but missing from
the exchange file (and thus not present in 1C) of the selected types of the specified accounts are
considered deleted from 1C. In this case:

- If a document (according to the BS-Client logic) can be deleted (not yet signed, not sent to the
bank, etc., it is deleted in the database.

- Otherwise, if a document cannot be deleted, the import procedure notifies the user of the
occurrence.
BS-Client data is thus synchronized by 1C data.

Use BS-Client to prepare documents for sending to the bank and to receive information from the bank
(processing results, account statements, etc.).

BS-Client to 1C Data Transfer

Data is transmitted from BS-Client into 1C in the two stages.
1. At the first stage a user starts data receipt from the bank part to create a text file.
2. At the second stage an ad hoc data exchange module for 1C will read and process the text file.

A BS-Client user starts exporting (statements of settlement accounts) into a file of the agreed format,
using the following procedure:

e The user can select settlement accounts to export statements for, as s’/he can have several settlement
accounts and is free not export all of them (to reduce the data size to transmit at re-export, to transfer
documents per different accounts to different banks, etc.)

e The user specifies the export period. The system will export all transactions per specified accounts
within this period. The export period must be specified so that all the data edited since the last export be
exported. If the period covers some transactions exported earlier, this is not an error.

*  The export will result in a text file created. The file will store:
e System information: file format data, creation date/time, etc.
e The list of accounts the statements were exported for.

*  The export period.

» Balances and turnovers of the accounts.

* Contents of fields per each document, the dates of posting through a/c.

A 1C user will start importing from the text file, using the following procedure:
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If an imported document already exists in 1C with the same data, it isn't processed.

If an imported document already exists in 1C but with differing data, it is considered corrected; the
import procedure will notify the user of the fact and will offer to edit the existing document.

If an imported document does not have a duplicate in 1C, it is considered new and is inserted into the
database.

Within the export period, all the statements that are present in 1C (when importing) but missing from
the exchange file (and thus not present in BS-Client) of the specified accounts are considered deleted
from BS-Client and thus will be deleted from 1C database as well.

1C data is thus synchronized by BS-Client data.

Data Communication Agreements

Go to the export and import setups to specify the file names. The default names are as follows:
- for export - 1c_to_kl.txt.

- for import - kl to_1lc.txt.

The files are in the text format.

Go to the export setup to specify the coding, DOS or Windows.

The first file line will contain a special character string - an internal attribute of the 1C - BS-Client data
exchange file.

It is followed by lines with the housekeeping information.
Those are followed by lines with document selection criteria (the period, accounts, document types).

The latter (when transferring from BS-Client into 1C) are followed by lines with balances and totals.
The order of sections with balances is arbitrary.

Each section will contain lines with a/c data. The order of sections is arbitrary.

These are followed by sections with information about documents. The order of sections is arbitrary.
Each section will include lines with document data. The order of lines within a section is arbitrary.
Each section starts and ends with a pre-defined line.

Each line (in a section or a housekeeping line) consists of two fields (parts):
<UpentudukatopPekBusura'='3HauennePekBusuTta™> (Russian for ‘ID of attribute’="value of
attribute’). The first field, 'MaentudukaropPekeusura' (Russian for ‘ID of attribute’), defines the
attribute contained in the line. The second field, '3nauennePekeu3suta’ (Russian for “’value of attribute’)
is the value of the attribute. ‘=" is the fields delimiter. The present standard defines a set of attribute IDs
to use.

IDs cannot contain spaces or other delimiters. There should be no spaces before an attribute, before and
after = (until the first significant character).

Attributes (and, hence, lines) can be mandatory and optional.

For the structure of exchange files see Data Communication File Structure.

Data Communication File Structure

data exchange process.

Below is the list of available system lines, section lines, their ids, their mandatory/optional presence in

Document
attribute,
system attribute
of file

Attribute Type,
identifier (in Russian max. Remarks

spelling) length

File header
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Internal attribute of
the file

1CClientBankExchange

. _Genera

Selection

criteria for data to be exc

Version number Y Y Bepcusdopmata string 1.01
Coding Y Y KoaunpoBska string Available:
DOS
Windows
Sending program Y N OTnpaBuTenb string
Receiving program N Y Monyyatesib string
Creation date N N JataCo3pgaHus dd.mm.yy
yy
Creation time N N BpemsCosgaHns hh:mm:ss

balances to transfer

pening sections

Starting date of the Y Y JaraHauana dd.mm.yy | This date range is
range vy applied to all existing
Final date of the Y Y JartaKoHua dd.mm.yy | documents
range yy
Checking a/c of the Y Y PacuCuert 20 The alc is
organization synchronized within
(several lines are the period specified
possible)
Document type N - JokymeHT string Available:
(several lines are Payment Order
possible) Letter of Credit (L/C
order)
Payment Request
Collection Order
- other
Checking a/c CekumaPacuCuet

Starting date of the - Y JartaHauana dd.mm.yy | This date range

range yy

Final date of the - N JataKoHua dd.mm.yy is applied to all

range vy existing documents

Checking a/c of the - Y PacuCuert 20

organization

Open book balance - Y HavanbHbInOcTaToK roubles[ko | These values are
pecks] used

Totals of incoming - N Bcerolloctynuno roubles[ko | to reconcile with

payments pecks] bookkeeping data

Totals of outgoing - N BceroCnucaHo roubles[ko | and to verily received

payments pecks]

Close book balance - N KoHeuHbInOcTaToK roubles[ko | documents of the
pecks] statement

Attribute finishing
sections

Attribute opening

[=)

KoHeuPacuCuer

CekuuaokymeHT=<Bug

Payment document section
yment document header

Available:

sections, [OKyMeHTa> Payment Order
contains the Letter of credit (L/C
document type order)
Payment Request
Collection Order
- other
Document number Y Y Howmep string
Document date Y Y [Jarta dd.mm.yy
yy
Amount of payment Y Y Cymma roubles[ko
pecks]
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Notice of receipt for payment document

Receipt creation - N KeutaHumaata dd.mm.yy | Receipts are only
date vy sent

Receipt creation - N KeutaHumaBpems hh:mm:ss | from Clientto 1C
time

Receipt - N KeutaHumaCopgepxaHue | string

composition
Payer's requisites

Payer's checking Y Y MnarenbwunkCuer 20 Payer's checking

alc account with the
bank, whether it
finances direct
settlements or not

Date of debiting the - Y JaraCnucaHo dd.mm.yy | Specified if the

checking a/c yy document is known to
be posted through the
payer's checking a/c

Payer Y N MnarenbLmk string Payer's name (and
name of the bank for
non-direct
settlements)

Payer's INN Y Y MnarenswmnkNHH 12 Specify the Payer's
INN

: Specify the Payer's
Payer's KPP N N MnaTtenswukKrin 9 KPP or zero
For non-direct settlements:

Payer's name, Y N Mnarenbwmkl string The payer's name

page 1

Payer's name, N N Mnarenbwuk2 string Payer's checking a/c

page 2

Payer's name, N N Mnarenbwuk3 string Payer's bank

page 3

Payer's name, N N Mnarenbwmkd string Locality of payer's

page 4 bank

Payer's checking Y N MnarenbwukPacuCuet 20 Payer's cor. a/c

alc

Payer's bank Y N MnatenbwmkbaHkl string Financial settlements
center for the payer's
bank

Locality of payer's Y N MnaTtenblmkbaHk2 string Locality of the

bank financial settlements
center for the payer's
bank

Payer's bank BIC Y N MnarenswmnkbNK 9 BIC of the financial
settlements center for
the payer's bank

Payer's cor. al/c Y N MnarensLmnkKopcueT 20 Cor. a/c of the

financial settlements
center for the payer's
bank

Beneficiary's Y Y MonyuyatensCuet 20 The beneficiary's

checking a/c checking a/c with the
bank, whether it has
direct settlements or
not

Date of crediting - Y [Jaraloctynuno dd.mm.yy | Specified if the

the checking a/c vy document is known to

be posted through the
beneficiary's checking
alc

44



Beneficiary Y N Monyyatenb string Beneficiary's name
(and name of the
bank for non-direct
settlement)

Beneficiary's INN Y Y MonyuvatrensHH 12 Specify the
beneficiary's INN

Beneficiary's KPP N N MonyyatensKr 9 Specify the
beneficiary's KPP or
zero

For non-direct settlements:

Beneficiary's name Y N Monyuyatensl string The beneficiary's
name

Beneficiary's name, N N Monyyatens?2 string The beneficiary's

page 2 settlement a/c

Beneficiary's name, N N Monyyatens3 string Beneficiary's bank

page 3

Beneficiary's name, N N Monyyatenbd string Locality of

page 4 beneficiary's bank

Beneficiary's Y N MonyyatensPacuCueTt 20 Cor. a/c of

checking a/c beneficiary's bank

Beneficiary's bank Y N MonyyatenbbaHkl string Financial settlements

center for the
beneficiary's bank
Locality of Y N MonyyatenbbaHk2 string Locality of the
beneficiary's bank financial settlements
center for the
beneficiary's bank

Beneficiary's bank Y N MonyyatensblK 9 BIC of the financial
BIC settlements center for
the beneficiary's bank
Cor. a/c of Y N MonyyatensKopcuet 20 Cor. a/c of the
beneficiary's bank financial settlements

center for the

beneficiary's bank
Payment requisites

Payment pattern Y N BuglNnatexa string Available:
nouToi (via post)
Tenerpadiom (via

cable)
3M1EKTPOHHO (via e-
means)

Transaction type Y N BuaOnnatsl 2

Status of person to N N CratycCocraButesns 2 Available:

execute payment 01,02,03,04,05,06,07,

document 08

Index of budget N N MokaszatensKBK 7 Code index according

classification code to RF budgets
revenues
classification

OKATO N N OKATO 11 An OKATO code
(OKATO - Russian
classification of
objects of
administrative
division) or zero

Index of tax N N MokasatensOcHOBaHUA 2 Available:

payment details Tn, 34, TP, PC, OT,
PT, BY, MNP, A, AP,
zero

Taxable period N N Mokasatensllepuoga 10
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index

Index of tax MokasatensHomepa String

document number

Index of tax MokasatenbaTsl dd.mm.yy

document date vy

Index of tax MokasaTenbTuna 2 Available:

payment type HC, AB, ME, Ny, CA,
AL, LW, zero

Due date (of L/C) CpoklnaTtexa dd.mm.yy | In a letter of credit:

yy L/C validity period

Payment queue QOuepefHoCTb 2 Not used

Details of payment HasHaueHuellnaTexa string Details of payment as
one row

Details of payment, HasHaueHunellnaTexal string Details of payment

page 1 split into lines

Details of payment, HasHaueHuellnaTexa?2 string by the user if

page 2

Details of payment, HasHaueHunellnaTexa3 string the sender program

page 3 allows to populate the
field as a multi-line
box

Details of payment, HasHaueHuellnaTtexad string text

page 4

Details of payment, HasHaueHuelnaTexab string

page 5

Details of payment, HasHaueHunelnaTexab string

page 6

ibutes for certain types of

documents

Acceptance period, CpokAkuenta number

the number of

workdays

L/C type BnaAkkpeantmea string

Term of payment, YcnosueOnnarbll string

page 1

Term of payment, YcnosueOnnarbl2 string

page 2

Term of payment, YcnosneOnnatbl3 string

page 3

Payment upon MnatexMolpeact string

presentation

Additional terms JononHycnosus string

Contractor's a/c HomepCueTallocTaBlumK | string Safe custody account
a (40901)

Date of sending JataOTcbinkmn4ok dd.mm.yy

documents yy

Attribute finishing KoHeuJokymeHTa

sections

Attribute finishing Koneudaiina

files

The 'TInarenemukCuet' (‘Payer's a/c') and 'TlonyuarensCuet' (‘Beneficiary's a/c') attributes always
contain a payer's and beneficiary's settlement accounts with the banks maintaining them for both direct and
non-direct settlements.
¢ A list of exported documents is only transmitted from 1C into BS-Client. 1C is not expected to support

all types of outgoing documents as well as BS-Client is not expected to support all types of outgoing

documents. All documents can be transmitted in another direction: BS-Client is assumed to conduct all
the operations with a settlement a/c whereas 1Cs is assumed to need them all.
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Sections with balances are only transmitted from BS-Client to 1C. The export procedure will reconcile
transmitted data with 1C's inventory data. Any balance calculation periods are acceptable; each
settlement a/c can have several sections transmitted (e.g., for each day of your export period).

In the direction from BS-Client to 1C you can insert a notice of receipt, i.e., additional information
(arbitrary line) about status - signed, sent, refused, etc.

In the direction from BS-Client to 1C a document must contain its posting date through the settlement
a/c - the date of debiting (for outgoing payments) or the date of crediting (for incoming payments). Both
dates are specified for internal transfers between settlement accounts; BS-Client will have just one
document exported into 1C for both transactions.

Documents are synchronized within periods, i.e., the system exports all the documents of certain types
with certain settlement a/c over a certain period. You will have to delete extra ones at re-import.

Documents are identified by their settlement a/c (the source), document type, date, and number. A
settlement a/c isn't assumed to cover several documents of the same type, date, and number. This is
mandatory for documents transmitted from 1C to BS-Client.

Interoperation with Parus

BS-Client can exchange data with all Parus 7xx. Link with Parus covers: import of rouble payment
documents, export of statements, export of the correspondents directory. Data is exchanges through *.dbf

files as intermediaries.

The correspondents directory file is referred to through the alias to be pre-created in ODBC.

Driver Microsoft dBase Driver (*.dbf);
Select directory 'path to the correspondents directory file;'
Version dBase IV.

When setting up the alias for the correspondents directory file, un-check Show Deleted Row.

Drata Source Mame: II:IE.-’-'-.SE Filez

Pl

Dezcription: I Cancel
— Database Help
Wersion: I dBaze IV j
Directony:
Select Mirectan... | Select [ndexes...

v Usze Cument Directony Optiorss

— Diriver

Collating Sequence: [ASCII <1 T Farlusive
Shaow Deleted B
Page Timeout: |5— [ Show Deleted Rows

[ Approsimate Fow Count

Parus Link Options

[ Select AS Session - Link Setup: Parus.

= The Link Setup: Parus window appears. There are three tabs: Import, Export and
Correspondents.
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Link Setup: Parus x|

Expart I Correspondents I

Documentary settings | Folders I Delete documents I Incoming stream settings I

v Make a document 'new’ should there be no control errors

—Populate with import file data

v Payer's details
[~ Paper's bank details
[~ Benefician's bank details

[~ Papment pattern

Default tranzaction type m

[+ Populate locality type and name for banks

[~ Comect a document nurnber

Help | Apply Ok Cancel

0 Go to the Documentary settings sub-tab on the Import tab to set up

Make a document 'new' should there be no

control errors check the option so that imported files' statuses can be
changed,;
- the option is checked
Should imported documents pass the format verification,
but fail 'required’ input verifications, they are imported into
BS-Client's database as Imported;
Should documents pass both the format verification and
'required’ or 'optional' input verifications, they are imported
into BS-Client's database as New.
- the option is un-checked
Should imported documents pass the formats verification,
they are imported into BS-Client's database as imported
irrespective of which input verifications are enabled,
‘optional' or 'required," and whether the documents pass

them or not;
Populate with import file data

Options payer's bank if checked, a payer's details will be taken from the import
file, if un-checked, from the system directory;

Payer's bank name if checked, details of a payer's bank will be taken from the
import file, if un-checked - from the system directory;

Beneficiary's bank name if checked, details of a beneficiary's bank will be taken
from the import file, if un-checked - from the system
directory;

Payment pattern if checked, a payment pattern will be taken from the import

file, if un-checked - from the system directory.

Default transaction type the default value is 01;

Populate locality type and name for banks check the option to enable population of locality type and
name from the banks directory, for both the payer's and
beneficiary's banks;

Correct a document number if checked, the system cuts a document number to three
digits so that the bank can send the document the RKZ
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without changing its number; if un-checked, no corrections
take place.

Link Setup: Parus x|

tI E=part I Corespondents I

Import [incoming)

Documentary settings  Folders I Delete documents I Incoming stream settings I

I%BSS RootEzhSubSes\Parusiin

Error-free filez

IZBSS RootzhSubSpshPashFec

Erroneous files

IZBSS RootzhSubSpshParushE

Folder for temporary files

IZBSS RookhSubSpshParushTmp

Import file name

|BnkDutSS.DBF

Help |

Apply Ok Cancel

[ Go to the Folders sub-tab on the Import tab to set up

Import (incoming)
Error-free files

Erroneous files

Folder for temporary files

Import file name

the folder storing the file to be imported; default folder:
%BSSRo0t%\ SubSys\ Parus\ In;

the folder to transfer the processed import file to; default
folder: %BSSRo0t%\ SubSys\ Parus\ Rec;

the folder for erroneous files (here, files with errors
detected during import are transferred); default folder:
%BSSRo0t%\ SubSys\ Parus\ Err;

the folder for files being processed; default folder:
%BSSRo00t%\ SUBSYS\ Parus\ Tmp;

the file to import must have a fixed name set for import
files; default name: BnkOutSS.dbf.
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Link Setup: Parus x|

Impart IE:-:|:u:|rt| Eorrespondentsl

Documentarny settings I Folders  Delete documents | Incoming stream settings I

[v Enable document duplication comtrof
Diocument tupe II'Ina'remHue NOpY4EHIHE j v Documents only
r—List of fields to remaove r—List of fields for rejection
Figld name I Description 1| Field name I D escription ﬂ
[ DestClient CHeTerHEld Homep agpecats= ||[[T  DestClent CUCTEMHEIN HOMED SOPECET:
[ DestCustD HKpduo - noayyaTens gokyr [ DestCustiD M pkuo - nonyyatens gokyr
[T SenderQfficials OTEETCTEEHHEIN HCNONHMTES [T SenderQfficials CTEET CTEEHHBIE MCNOAHMTES
[T AcceptDate Hata npyera gokyreHTa kb [T AcceptDate Dara npuera gokyreHTa K ¢
[ “alueDate JaTa BaNoTHPOEAHUA [ “alueDate [l aTa BaMETHPOEAHMA
[ DocRef FPedepeHe qokyreHTa [T DocRef PedepeHs qokymeHTa
[T SavedDocRef Peweperc aokyserta ws cto (| SavedDocF et Pepepers AOKYMEHTA WS CTE
4] | i 4] | 4
Table PayDOCRU Save | Restore |
Help | Apply | Ok | Cancel

[  Go to the Delete documents sub-tab on the Import tab to set up

Enable document duplication control

Document type

List of fields to remove

List of fields for rejection

check this option to enable/disable the procedure checking
for documents' duplicates; if un-checked, the procedure is
disabled; the other tab options are not set up;

title of target documents; here we consider a Payment
Order;

check-list with fields of the documentary table
PAYDOCRU. 1t is used to compare fields and delete
duplicates;

check-list with fields of the documentary table
PAYDOCRU. It is used to compare fields and reject
duplicates .

System settings that were not visualized in the dialog but that are applied during import

Purpose
Names of fields that cannot be listed
among fields used to compare
documents and delete duplicating
ones. Also, fields of the type “BLOB
Table” and “Long binary" cannot be
used”.
(The setting use is RESTRICTED to
a private library setup dialog when
visually compiling a list of fields used
to compare documents and delete
duplicating ones.)

Sub-section Name Type
UMSA_TABNLI
(table_name)

Default value
DateCreate;Time
Create;Tableldent
;Status;DateTime
Receive;Service;S
ignUID1;CryptoLib
ID1;SignUID2;Cry
ptoLiblD2;NoteFro
mBank;ViewFlags
;ReceiverOfficials;
DocumentNumber
Auto;Client;Custld

ExcludeDelet | Str
eDupFields

List of statuses used when
comparing and deleting duplicating
documents

NMA_TABNULIBI
(table_name)

AllowedDelet | Str 1001,1011,32100,
eDupStatuse 32101
S

With the procedure for duplication control enabled and the settings in PAYDOCRU being correct, the
system will delete imported documents with duplicating fields from the list of fields to remove and
CustID. Also, document status must be one from the AllowedDeleteDupStatuses list. Should there be no
such documents, the system will check if there are duplications among processed documents that are not
subject to deleting. The check will run against fields from the list of fields for rejection, CustID, and
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statuses from the 14.Controls. PAYDOCRU.StatusesForCheckSaldo setting. Should any fitting documents
be found, the imported document will be rejected and comments will be provided.

Link Setup: Parus x|

Import IE:-:|:u:urt| Correspundentsl

Documentary setings I Folders I Delete documents  Incoming stream settings I

—Caorrecting incaming stream symbol

[ Comect characters in an incoming strear

Rulez far comrecting symbolz in incoming stream

|N2:N

—Coding
{ DOS

+ \Windows

Help |

Apply Ok Cancel

Note: Here, Incoming stream is a string, file, or a set of properly filtered files that are processed within one

import session.

[ Go to the Incoming stream settings sub-tab on the Import tab to set up
Correct symbols in incoming stream Enable/disable the procedure for correcting symbols in

Rules for correcting symbols
in incoming stream

Coding

incoming streams, following the rules set in the section
ChangelncomingSymbols.RulesOfChange

Ne:N: Ne is replaced with N;
Select coding for data to be imported (DOS, Windows)
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Link Setup: Parus x|

Impart  Expart | Eorrespondentsl

E #port [outgoing)

|ZBSS RoothSubSpshParushOut

—Filez with template

To export statements

I%BSSHDDtZ\.S ubSyz\FarshTemplate\BrkinS 5. dbf

—File name

of statements export files

BrkIngs. dbf =
Help | Apply Ok Cancel

0  Go to Export to set up
Export (outgoing)

To export statements

(File names) of statements export files

Link Setup: Parus x|

the folder storing the file to be exported; default folder:
%BSSRo00t%\ SubSys\ Parus\ Out\ ;

name of and path to the template of the exported
statements file; by default, %BSSRoo0t%\ SubSys\ Parus\
Template\ BnkinSS.dbf;

this is the name of the export file for statements. The
default name is BnkInSS.dbf.

Impc.rtl Export Comespondents I

—Filez with template:

To export comrezpondents

ZBSS5RootEhSubSys \Parus\TemplatehOrginS S, dbf

—Default value

Aliaz of comespondents diectorny

—File name

of corespondents import file

[OrOuEss. dbf |

of corespondents export files
[Dralnss. dof |

Help |

Apply Ok Cancel
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[ Goto Correspondents to set up
To export correspondents name of and path to the template of the exported
correspondents file; by default, %BSSRo0t%\ SubSys\
Parus\ Template\ OrgInSS.dbf;

Alias of correspondents directory ODBC alias of the correspondents directory;

of correspondents import file name of the import file for the correspondents directory;
The default name is OrOutBSS.dbf;

of correspondents export file name of the export file for the correspondents directory;

The default name is OrgInSS.dbf.

Statements Export Setup

0 To export statements in the Parus format, select AS Session = Export Statements to Parus.
= The Export Statement dialog box appears.

Export Statement 5[

| Advanced I

Date range:  from |ns.n4.2n05 o |Ds.n4.2nna

Accounts I ﬂ
4070281 0600000000713

|| 4070251050000000021 3
|| 40702840800000000323
|| 407025340000001000423
|| 40513240800001 200523
|| 407025375200000000633
407023784 00001000733
|| 40702332100000000543
|| 4070251 0300000000714
|| 4070251050000000021 4

| »

=l

Help | Ex=port Cancel |

The window has two tabs: Export and Advanced.
Go to Export to set up:

Date range by default, the system exports today's statements of all the
accounts;

Accounts The system will export statements of all or selected
accounts.

Export Statement |

Export  Advanced |

Export into folder

ZBSSRoatzhSubSyshParushOut) J

Help | Export I Cancel |

Go to Advanced to set up:
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Export into folder specify a folder to export data into; default folder:
SubSys\Parus\Out in the main system directory;

Rouble Payment Documents Import

The system imports documents from a DBF file with a standard name. Name of and path to the file are
specified by the attributes (BnkOutSS.dbf and % BSSRoot%\SubSys\Parus\In, correspondingly). Should
there be no import file in the specified folder, a system notification appears.

For each document to import, the system verifies that the table of payment documents PayDocRu
doesn't contain any other payment documents with the same DocumentNumber, DocumentDate, and
PayerAccount. Should it find such a document, it checks the status. If the status allows to replace the
document (e.g., new or imported), the user will be asked whether to replace the existing document with the
new one or skip it. Statuses that allow replacement are specified in the attribute LinkBS.Parus.
ReplaceStatusList.

The system verifies a document before inserting it. Should Change status be checked and imported
documents pass the format verification, but fail "required" input verifications, they are imported into BS-
Client's database as Imported. Should Change status be checked and documents pass both the format
verification and "required" or "optional" input verifications, they are imported into BS-Client's database as
new. Should Change status be un-checked and imported documents pass the formats verification, they are
imported into BS-Client's database as Imported irrespective of which input verifications are set up,
"optional" or "required," and whether the documents pass them or not.

All import information is stored in the DocImport table. Should there occur any import or verification
errors, they go to the DocImport table as well (a table row number corresponds to a DBF file record
number). With the import complete, an import results notification appears (the number of imported records
and erroneous documents, etc.).

Should the import complete error-free, the import file goes to the processed files folder (the attribute
%BSSRo0t%\SubSys\Parus\Rec). Should it contain at least one erroneous document, the whole file goes
to the erroneous files folder (the attribute %BSSRo0t%\SubSys\Parus\Err).

Exporting Statements

Statements are exported into a DBF file. For export file fields description see File for Exporting
Documents to Parus: BankInSS. For export to be proper, the template file is used, i.e., a DBF file with a
pre-defined structure and blank fields. Path to and name of such a file are specified in the attribute
%BSSRo0t%\SubSys\Parus\Template\BankInSS.dbf. Before starting to export statements, the system
copies the template file to the export folder (the attribute %BSSRoo0t%\SubSys\Parus\Qut) and exports
statements into it.

For export of statements, the existing accounts and specified date ranges are checked and, if required,
the export folder.

With the export complete, an export results notification appears: the number of exported statements,
documents, and records.

All error messages go to the log file. Export result messages are also stored in this log file.

Correspondents Import

The system imports the correspondents directory from a DFB file. For the import file format see File for
Importing Correspondents from Parus: OrgOutSS. Name of and path to the import file are stored in
%BSSRoo0t%\SubSys\Parus\Template\OrgOutSS.dbf. If you only specified a name (and no path), the
path will be taken from %BSSRoot%\SubSys\Parus\In.

Data is imported into the directories Corresp and CorrAcoount.

With the import complete, the file goes to the processed or erroneous files folder depending on the
result (the folders are specified in %BSSRoot%\SubSys\Parus\Rec and %BSSRoot
% \SubSys\Parus\Err, accordingly. Also, an import result notification appears (the number of imported
records, clients, and accounts). The same data is saved to the log file.

Note: The correspondents directory file is called by the alias to be pre-created in ODBC. Refer to

Interoperation with Parus for alias settings. Until you properly set up a correspondents
directory alias, no data import can take place.
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Correspondents Export

The correspondents directory Corresp and the correspondents' accounts directory CorrAccount are
exported into a DBF. For the file format details see File for Exporting Correspondents to Parus: OrgInSS.
The system exports data using the template file stored in the setup %BSSRoot
% \SubSys\Parus\Templates\OrgInSS.dbf (name and path). Copy the template file to the export folder
(%BSSRoot%\SubSys\Parus\Out) and export all the correspondents and their accounts into it. The file
name is stored in the setup (OrgInSS.dbf).

With the export complete, a notification appears with the number of exported records, correspondents,
and accounts. The same data is saved to the log file.

Tip: The correspondents directory file is called by the alias to be pre-created in ODBC. Refer to
Interoperation with Parus for alias settings.

Parus - BS-Client v.3 Documents Correlation

In its standard suite BS-Client imports the following documents from Parus:
* Rouble Payment Order;
*  Correspondents Directory.

BS-Client exports the following documents into Parus:

e Account Statement;

e Correspondents Directory.

File for Exporting Documents to Parus: BankInSS

Field name Length Composition Remark/RBS field
1* TYP_DOC N(1,0) Record type 0 — document, 1- statement
2% NUM_DOC C(12) Document number
3* DATE_DOC Date Document date
4- ORG_FR C(15) Short code of Correspondent
From
5 ORG_FN C(255) | Name of Correspondent From | Payment From
6 ORG_FC C(3) Country code of Correspondent | ISO code
From. (643 for Russia)
7% ORG_FS C(25) Account of Correspondent For a statement - account of
From the statement
8 ORG_FI C(14) INN of Correspondent From
9%/ ORG_FB C(9) BIC of Correspondent From
10 ORG_FKS C(25) Cor. a/c of Correspondent
From
11 ORG_FBN C(80) Bank name of Correspondent
From
12 ORG_FBSN C(25) Locality name of
Correspondent From
13 OR_FBSNT C(5) Short name of the locality of
Correspondent From
14- ORG_TR C(15) Short code of Correspondent
To
15 ORG_TN C(255) | Name of Correspondent To Payment To
16 ORG_TC C(3) Country code of Correspondent
To.
17*/ | ORG_TS C(25) Account of Correspondent To
18 ORG_TI C(14) INN of Correspondent To
19*/ | ORG_TB C(9) BIC of Correspondent To
20 ORG_TKS C(25) Cor. a/c of Correspondent To

55



21 ORG_TBN C(40) Bank name of Correspondent
To
22 ORG_TBSN C(25) Locality name of
Correspondent To
23 OR_TBSNT C(5) Short name of the locality of
Correspondent To
24 NOTE C(255) | Details of payment
25*%/ | CURR C(3) Currency (code) ISO code (810 for RUR)
26*/ | SUMMA_DOC N(18,2) | Document amount For document
27- ST_NDS N(8,4) VAT rate For document
28- SUMMA_NDS N(18,2) | VAT amount For document
29- DATE_PAY Date Due date
30 APP_PAY N(1,0) Payment pattern 0 — via post,
1 — via cable,
2 —via e-means,
3 —blank
31* STATM_ID N(10,0) | Statement ID For a statement - a unique
statement number. For a
document - number of the
statement it corresponds to.
It is this field that
"associates" documents with
statements.
31/* | TURN_DB N(18,2) | Debit totals For statement
32/* | TURN_KR N(18,2) | Credit totals For statement
33/* | REST_IN N(18,2) | Open book balance For statement
34/* | REST_OUT N(18,2) | Close book balance For statement
44 PayerKPP C(9) Payer's KPP (102) PayerKPP
45 ReceiverKPP C(9) Beneficiary’s KPP (103) ReceiverKPP
46 Stat1256 C(2) Status index (101) Stat1256
47 CBCcode C(19) Budget classification code CBCcode
(104)
48 OKATOcode c(1y OKATO code (105) OKATOcode
49 PayGrndParam C(2) Payment details index (106) PayGrndParam
50 TaxPeriodParam1 C(2) Taxable period index (107), (107) = TaxPeriodParam1 +
digits 1-2 "'+ TaxPeriodParam?2 + "' +
TaxPeriodParam3
51 TaxPeriodParam?2 C(2) Taxable period index (107),
digits 4-5
52 TaxPeriodParam3 C4) Taxable period index (107),
digits 7-10
53 DocNumParam C(15) Document number index (108) | Divide into fields
DocNumParam1 (the 2
leading digits),
DocNumParam? (the other
digits)
54 DocDateParam Date Document date index (109) Divide into fields
DocDateParam1 (dd),
DocDateParam?2 (mm),
DocDateParam3 (yyyy)
55 PayTypeParam C(2) Payment type index (110) PayTypeParam
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File for Importing Documents from Parus: BankOutSS

No Field name Length Composition Remark/RBS field
1* TYP_DOC N(1,0) Document type 0 — Payment Order
2% NUM_DOC C(12) Document number
3* DATE_DOC Date Document date
4- NUM_BASE C(12) Grounding document number
5- DATE_BASE Date Grounding document date
6- ORG_FR C(15) Short code of Correspondent
From

7 ORG_FN C(255) | Name of Correspondent From | Payment From

8- ORG_FOKP C(25) OKPO code of Correspondent
From

9- ORG_FOKF C(2) OKEFS code (All-Russian legal
forms classification code) of
Correspondent From

10- ORG_FOKN C(25) OKONH code (Standard
industrial classification code)
of Correspondent From

11- ORG_FBM C(15) Short bank code of
Correspondent From

12 ORG_FBN C(255) | Bank name of Correspondent
From

13*/ | ORG_FBB C(20) Bank BIC of Correspondent
From

14- ORG_FBOK C(25) OKPO code of bank of
Correspondent From

15- ORG_FBKP C(2) OKEFS code of bank of
Correspondent From

16- ORG_FBKN C(25) OKONH code of bank of
Correspondent From

17* ORG_FS C(25) Account of Correspondent
From

18*/- | ORG_FI C(14) INN of Correspondent From

19- ORG_FB C(9) BIC of Correspondent From

20- ORG_FKS C(25) Cor. a/c of Correspondent
From

21- ORG_TR C(15) Short code of Correspondent
To

22* | ORG_TN C(255) | Name of Correspondent To Payment From

23- ORG_TOKP OKPO code of Correspondent
From

24- ORG_TOKF OKEFS code of Correspondent
To

25- ORG_TOKN OKONH code of
Correspondent To

26- ORG_TBM C(15) Short code of bank of
Correspondent To

27 ORG_TBN C(255) | Bank name of Correspondent
To

28*/ | ORG_TBB C(20) Bank BIC of Correspondent To

29- ORG_TBOK OKPO code of bank of
Correspondent To

30- ORG_TBKP OKES code of bank of
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Correspondent To

31- ORG_TBKN OKONH code of bank of
Correspondent To
32* ORG_TS C(25) Account of Correspondent To
33*/- | ORG_TI C(14) INN of Correspondent To
34- ORG_TB C(9) BIC of Correspondent To
35- ORG_TKS C(25) Cor. a/c of Correspondent To
36* | NOTE C(255) | Details of payment
37* CURR C(3) Currency (code) ISO code (810 for RUR)
38* SUMMA_DOC N(18,2) | Document amount
39 ST_NDS N(8,4) VAT rate
40 SUMMA_NDS N(18,2) | VAT amount
41- DATE_PAY Date Due date
42/- | APP_PAY N(1,0) Payment pattern 0 — via post,
1 —via cable,
2 —via e-means,
3 —blank
43*%/- | TURN_PAY N(2,0) Payment queue
44 PayerKPP C(9) Payer's KPP (102) PayerKPP
45 ReceiverKPP C(9) Beneficiary’s KPP (103) ReceiverKPP
46 Stat1256 C(2) Status index (101) Stat1256
47 CBCcode C(19) Budget classification code CBCcode
(104)
48 OKATOcode C(11) OKATO code (105) OKATOcode
49 PayGrndParam C(2) Payment details index (106) PayGrndParam
50 TaxPeriodParam1 C(2) Taxable period index (107), (107) = TaxPeriodParam1 +
digits 1-2 "'+ TaxPeriodParam2 + " +
TaxPeriodParam3
51 TaxPeriodParam?2 C(2) Taxable period index (107),
digits 4-5
52 TaxPeriodParam3 | C(4) Taxable period index (107),
digits 7-10
53 DocNumParam C(15) Document number index (108) | Divide into fields
DocNumParam1 (the 2
leading digits),
DocNumParam?2 (the other
digits)
54 DocDateParam Date Document date index (109) Divide into fields
DocDateParam1 (dd),
DocDateParam2 (mm),
DocDateParam3 (yyyy)
55 PayTypeParam C(2) Payment type index (110) PayTypeParam
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File for Exporting Correspondents to Parus: OrgInSS

Field name

Length

Composition

Remark/RBS field

1* TYP_INF N(1,0) Correspondent information 0 — common, 1 — bank
token requisites,

2 — addresses,
3 — contacts.
Type 0 defines a
correspondent, information of
types 1, 2, 3 is composed
from the field ORG_ID. One
ORG_ID value can
correspond to several records
of types 1,2,3 and one of type
0 (a correspondent can have
several addresses, banks,
etc.).

2% ORG_ID N(10,0) | Company ID Populate for type 0,1,2,3

3*/// | ORG_NAME C(255) | Full company name Populate for type 0

4 ORG_BYN N(1,0) Bank token 0 — bank, 1 — not bank.
Populate for type 0

5 ORG_RYN N(1,0) Resident token 0 — resident,
1 — non-resident. Populate for
type 0

6 ORG_BIK C(20) BIC Populate for type 0

7 ORG_INN C(12) INN Populate for type 0

8 ORG_OKP C(25) OKPO Populate for type 0

9- ORG_OKF C(2) OKFS Populate for type 0

10- ORG_OKN C(25) OKONH Populate for type 0

11/*%// | ORG_ACC C(20) Checking account Populate for type 1

12/*// | ORC_CURR C(3) Currency Populate for type 1

13/*// | ORG_KACC C(20) Cor. a/c Populate for type 1

14 ORG_BMN C(80) Short name of company's bank | Populate for type 1

15 ORG_BNAM C(255) | Full name of company's bank | Populate for type 1

16/*// | ORG_BBIK C(20) Company's bank BIC Populate for type 1

17 ORG_CNM C(15) Country mnemo-code Populate for type 2

18 ? C(255) Country name

19 ORG_CNAM C(3) Country OKSM code Populate for type 2

20 ORG_MNR C(15) Domain mnemo-code Populate for type 2

21 ORG_NAMR C(255) | Domain name Populate for type 2

22- ORG_RCOG C(2) Domain SOGNI code Populate for type 2

23- ORG_ROK c(1y Domain OKAR code Populate for type 2

24- ORG_RNAM C(40) Region name Populate for type 2

25- ORG_RTN C(15) Region type name Populate for type 2

26 ORG_NP C(40) Locality name Populate for type 2

27 ORG_NPT C(15) Locality type name Populate for type 2

28 ORG_ADDR C(255) | Address Populate for type 2

29 ORG_IND C(6) Zip/Post code Populate for type 2

{10}

38 ORG_ADRT N(1,0) Address type 0 — not defined,
1 — actual,
2 —legal,
3 — for transfers. Populate for
type 2
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39 ORG_KNAM C(80) Contact person's name Populate for type 3
40 ORG_TEL C(20) tel. Populate for type 3
{40}
41 ORG_FAKS C(20) fax Populate for type 3
42 ORG_EMAL C(80) E-mail Populate for type 3
43 ORG_KPP C(9) Beneficiary’s KPP (103) ReceiverKPP,
Populate for type 1
44 OKATOcode C(11) OKATO code (105) OKATOcode,
Populate for type 1
45 Stat1256 C(2) Status index (101) Stat1256.
File for Importing Correspondents from Parus: OrgOutSS
No Field name Length Composition Remarks
1* TYP_INF N(1,0) Correspondent information 0 — common, 1 — bank
token requisites, 2 - addresses,
3 — contacts.
Type 0 defines a
correspondent, information of
types 1, 2, 3 is composed
from the field ORG_ID. One
ORG_ID value can
correspond to several records
of types 1,2,3 and one of type
0 (a correspondent can have
several addresses, banks,
etc.).
2% ORG_ID N(10,0) | Company ID Populate for type 0,1,2,3
3*/// | ORG_NAME C(255) | Full company name Populate for type 0
4 ORG_BYN N(1,0) Bank token 0 — bank, 1 — not bank.
Populate for type 0
5 ORG_RYN N(1,0) Resident token 0 — resident,
1 — non-resident. Populate for
type O
6 ORG_BIK C(20) BIC Populate for type 0
7 ORG_INN C(20) INN Populate for type 0
{14}
8 ORG_OKP C(25) OKPO Populate for type 0
{20}
9- ORG_OKF C(2) OKFS Populate for type 0
10- ORG_OKN C(25) OKONH Populate for type 0
11%* ORG_ACC C(20) Settlement account Populate for type 1
12%* ORC_CURR C(3) Currency Populate for type 1
13 ORG_KACC C(20) Cor. account Populate for type 1
14 ORG_BMN C(15) Short name of company's bank | Populate for type 1
15 ORG_BNAM C(255) | Full name of company's bank | Populate for type 1
16* ORG_BBIK C(20) Company's bank BIC Populate for type 1
17 ORG_CNM C(15) Country mnemo-code Populate for type 2
18 ? C(255) | Country name
19 ORG_CNAM C(3) Country OKSM code Populate for type 2
20 ORG_MNR C(15) Domain mnemo-code Populate for type 2
21 ORG_NAMR C(255) | Domain name Populate for type 2
22- ORG_RCOG C(2) Domain SOGNI code Populate for type 2
23- ORG_ROK C(11) Domain OKAR code Populate for type 2
24- ORG_RNAM C(40) Region name Populate for type 2
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25- ORG_RTN C(15) Region type name Populate for type 2
26- ORG_SIT C(40) City name Populate for type 2
27- ORG_SITT C(15) City type name Populate for type 2
28 ORG_NP C(40) Locality name Populate for type 2
29 ORG_NPT C(15) Locality type name Populate for type 2
30 ORG_STRN C(40) Street name Populate for type 30
31 ORG_STRT C(15) Street type name Populate for type 2
32 ORG_IND C(6) Zip/Post code Populate for type 2
33 ORG_HOUS C(15) Apartment house Populate for type 2
34 ORG_KORP C(15) Bulk Populate for type 2
35 ORG_BILD C(15) Building Populate for type 2
36 ORG_FLAT C(15) Apartment Populate for type 2
37 ORG_OFIS C(15) Office Populate for type 2
38 ORG_ADRT N(1,0) Address type 0 — not defined,

1 — actual,

2 —legal,

3 — for transfers. Populate for

type 2
39///* | ORG_KNAM C(80) Contact person's name Populate for type 3

{40}
40///* | ORG_TEL C(20) tel. Populate for type 3
41 ORG_FAKS C(20) fax Populate for type 3
42 ORG_EMAL C(80) E-mail Populate for type 3
{20}

43 ORG_KPP C(9) Beneficiary’s KPP (103) ReceiverKPP,

Populate for type 1
44 OKATOcode C(11) OKATO code (105) OKATOcode,

Populate for type 1
45 Stat1256 C(2) Status index (101) Stat1256.

Tips:

* The field is mandatory for all documents of the given
format;

* The field is mandatory for the first of the two documentary
types for the given format (this holds for other similar
token);

- At present the field must stay blank (and not processed), it
is left in the format in case it may be required in the future;

{...} Some data may be lost as the size of the field in BSS is

Interoperation with INFIN

INFIN Link Options

I

Advanced.

more (for export) or less (for import) than that of the file
field. Size in BSS is given in parenthesis.

Select AS Session = Link Setup: INFIN.
= The Link Setup: INFIN window appears. The dialog box has two tabs: Felders and
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Link Setup: INFIM

| Advanced I

—Files to be imported [incoming]
[rata file 1 [regizt1. dbf]

IE:HinfinthDDE"«dbf'\regist'l .dbf

[rata file 2 [y _pred. dbf]

IE:'xinfinhgEDDE"«dbf'\m_l,l_pred.u:II:uf

[rata file 3 [kls_pred.dbf]

IE:'xinfinhgEDDEHdbf'\kls_pred.u:II:uf

Help |

Apply Ok |

Cancel

[ Go to Folders to set up
Data file 1 (...)
Data file 2 (...)
Data file 3 (...)

name of and path to the first data file to be imported;
name of and path to the second data file to be imported,;
name of and path to the third data file to be imported.

By default, the INFIN\g2002\dbf\ subfolder of the root directory is used.

Link Setup: INFIM

X

Folders 5'.-""'-':"\"3”'3

[~ Change status

Werify that file iz unigue owver |5 days.

Apply | ()3 |

Cancel

 Goto Advanced to set up
Verify that file is unique over ... days

Change status

When importing documents, their uniqueness is verified
(by date, number, amount, payer's a/c and BIC). Also, the
system checks that no document is older than the date
specified in the setup;

check the option so that imported files' statuses can be
changed,;

- the option is checked

Should imported documents pass the format verification,
but fail "required” input verifications, they are imported into
BS-Client's database as Imported;

Should documents pass both the format verification and
"required” or “optional" input verifications, they are
imported into BS-Client's database as New.
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- the option is un-checked

Should imported documents pass the formats verification,
they are imported into BS-Client's database as Imported

irrespective of which

input verifications are set up,

"optional" or "required,” and whether the documents pass

them or not.

Tip: Change status is a "through" parameter. It will be applied to all documents imported from all the
Accounting Systems interoperating with BS-Client. You can set it when customizing any other link, e.g.,

with 1C or Parus.

INFIN - BS-Client v.3 Documents Correlation

RBS field INFIN field Default value

PayerAccount Ch O
PayerBIC Mfo «
ReceiverBIC Mfo_1 «»
DocumentNumber Num «»
DocumentDate Date RS
Payer Naim_all O
PayerINN INN «
PayerCorrAccount Korr «»
PayerBankName BANK O
Receiver Naim_all_1 «»
ReceiverINN INN_1 «»
ReceiverAccount Ch_1 «»
ReceiverBankName BANK_1 «»
ReceiverCorrAccount Korr_1 «»
CurrCode Blank

Amount Sum «»
Ground Str1+Str2+Str3+Str4 «»
OperType No such field 01
PayUntil Blank

PaymentUrgent Ocher «
SendType VID_PLAT O

Beneficiari’s KPP (103i ReceiverKPP Blank

Status index (101) Stat1256 No such field 01
Budget classification code (104) CBCcode KBK o
OKATO code (105) OKATOcode OKTO O
Payment details index (106) PayGrndParam SOPL «»
Taxable period index PSOPL O
(107) = TaxPeriodParam1 +"'.' +

TaxPeriodParam2 + "' + TaxPeriodParam3

Document number index NUMDOC «»
(108) = DocNumParam1 + DocNumParam?2

Document date index (109) DATEDOC o
DocDateParam1 (dd), DocDateParam2 (mm),

DocDateParam3 (yyyy)

Payment type index (110) PayTypeParam STPL O

3. CurrCode is populated along with other required fields, its value is taken from the corresponding a/c

number.

4. 1If avalue of VID_PLAT (SendType) is not one of the allowed ones (0,1,2,3), it is left blank
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Operating the System
Main BS-Client Window

[ Start BS-Client (run chank.exe).
= The main BS-Client window opens.

_iBix

Qutgoing  Incoming Directories Options  Tools  AS Session  Help

gn||masmmE e x|e

The form has a standard Windows interface with pop-up menus, toolbars, and tool tips that appear

should you point to a toolbar button.

Outgoing menu contains documents created by a served company.
The standard suite contains Payment Orders, Payment
Requests, Collection Orders, Orders for Currency Transfer,
Orders for Currency Sale, Orders for Currency Purchase,
Orders for Mandatory Currency Sale, Conversion
Applications, RUR Receipts Certificates, Foreign Currency
Transaction Certificates, and Free Documents (letters to
the bank). BS-Client can move remote and fully processed
by the bank documents to the archives. Use the Outgoing
menu to refer to archival scrollers of outgoing documents.

Incoming access bank statements and free bank documents, view
the directory replication journal, and process jobs for
remote system update/upgrade. Use the menu to refer to
archival scrollers of incoming documents.

Directories access corporate (common with the bank) and internal
(your own) directories.

Settings and Tools administer the system. No operator can use commands
therein.

AS Session exchange data with the 1C, Parus, and INFIN Accounting

Systems. You can also exchange data with other ASs
supporting text format export.
Icon toolbar buttons open the most frequently used scrollers.

E.g., if you click ' , a scroller of Payment Orders appears. Click " to open a scroller of Rouble
Statements. The directories of Russian Banks, Currencies, Exchange rates, and Correspondents are opened
similarly.

Should you point to a toolbar button, its tool tip appears.

Tip: For more information on the toolbar buttons of the main BS-Client window see Appendices. Main BS-
Client Icon Toolbars.

Operations with Scroller Lists

A scroller list is a pane with a table where each row is a document or entry summary. Use your arrow
keys or a scrollbar to move through its rows.

Sorting

[ To sort alist, click on the name of the column you want to sort documents over. BS-Client supports
a 4-nesting level sort. Thus, if you specify sort by number and then by date, the system will sort by
date, whereas documents with the same date will be sorted by number.
Note: Please note that some databases (e.g., Sybase ASA) might slow down noticeably when sorting over
non-indexed fields.
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0 Open Select sort order by ' to specify a "subtler" sort procedure. Otherwise, point to a column
name, open the pop-up menu, and run Sort.

Select sort order

Axysailable fields: Sort order:
"Diate" "Status"
"ND."
"Armount”

"Details of payment"
"Fayer's account
"Benefician"
"Benefician's account”

3

2 [t 14

3 | Cancel Help

The upper toolbar contains 3 buttons. Use them to enlarge the list of Available fields with:

(or F5F. - key) names of all the fields (including the system ones),

(or F6 F. - key) names of all the user fields (both visible as column names
and invisible),

(or F7 F. - key) the list's fields (column names).

[ Select key items in the Available fields list and click

= The selected items will move to the Sort order list. Sort will run in accordance with this list.
For instance, the list contains the Status, Date, Number.

= The list will have the following structure: status sort runs first, documents with the same status
are sorted by date, documents with the same status and date are sorted by number.
0 Let us interchange Status and Date in Sort order (the list will be as follows: Date, Status,
Number).

= Date sort runs first, documents of the same date are sorted by status, and documents with the
same status are sorted by number in the ascending order.

[ To move items within the Sort order list, use 1 , 1

= A selected item moves one position up or down, respectively.

0 Use ! and " toremove items from the Sort order list (cancel sort over these items).
= All the items or an item will be removed from the sort order list, respectively.

[ Click Ok to return to your scroller.

Note: The last item of the sort order is stored in the operating system's registry for the most scrollers
(HKEY_CURRENT_USER\ Software\ BSSystems\).

Searching

[ To find a document in a list, select a key field (in any list row. Click on Search or ' . Otherwise,
point to a column name, open the pop-up menu, and run Search....
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specify search X|

“alue:

ICDrrESp*

¥ Case insensitive
v Paftern search

[~ From the beginning

Ok Cancel Help

Search can run until
e Full coincidence,

¢ Partial coincidence.

[  Check Pattern search (if un-checked, partial coincidence for the given field is disabled).
To run a pattern search, the following symbols are available:
arbitrary data,
* at the end of your mask any data after the typed one,
_ any first character..

*

Examples of masks:

*2 a field value will be found with “2” in the trailing position,

1 a field value will be found with “1” in the 2™ leading
position,

12 a field value will be found with “1” in the 2" leading position
and “2” in the 4™ leading position,

*3 5 a field value will be found with “5” in the trailing position
and “3” in the next nearest position,

*234* a field value will be found with “234" within.

[  Enter a key value into the search field and click Ok.
= The first document found to contain this data will be highlighted in the list.

[ Use F3 to find the next document containing the value.

Arranging Columns
[ Open ascroller.

[ Point to a name of a column and click with the right mouse button.
= The pop-up menu appears.

[ Click on Manage columns.....
= The Managing columns window appears.

66



Managing columns 5[

M:Dste

Mo,

Status ﬂ
Fayer's account

Arnount M
Eeneficiary

Beneficiary's account

Details of payment

Ck; I Cancel

[ Check the items you want to be present in the scroller.

Use ! and ' to sort the items in the required order.

Click Ok.

= The list settings are complete.
Tip: These settings will be applied to this list only.

Filtering

[ You can filter incoming documents by options specified in the Specify Filter dialog box. Click
to open it. Or you can point to a column name, invoke the pop-up menu, and run Add filter....

Specify Filter x|

D ate from |24.1 2.2004 Date ko I2?.1 2.2004

Status I imported

=
Organization I"ﬂHaHDSDBcKHH FADNOYHEIA KOMGHHAT" vI

@I il . spply K Clear

[ You can set up the following options in the appeared window specify filter:

Date from (to) starting (final) date of period to cover documents created,
Status status of documents;

Organization organization name;

Account organization’s account.

[ Click on Apply to apply the settings.
[ Click on Clear to clear all the filters.
[ To fully clear the filter, clear dates in both fields Date from (to) and click on Apply.

% |

You can specify filter over several fields or several values of the same field in the Specify filter
dialog box.

To apply a more complex filter, click
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Specify filter x|

==

=

|'Date" M R GRE | value

Add condition Delete condition

{
| ("Amount’ >= 1507 AND

"ND n } 2

("Date" >=01.12.04)

Insert add. conditions | Delete add. conditions |

Advanced »>» | Ok, Cancel | Help |

The first window row consists of three drop-down lists: a filtering field; a condition; a value or field to

compare the filtering field with.

Buttons on the upper toolbar make the following field names move to the list of filtering fields: names

of all the fields (including the system ones) ' , names of all the user fields (both visible as column names

and invisible) ° or the field names from the list only (column names)

I

O OO |3 3 3 |3

Note:

Create a filtering condition by consecutively selecting values on the drop-down lists.
= As you select, the main window displays your selections.

Click on Add condition to add a condition to the existing one by 'AND.'

Click on Insert add. conditions if you need to combine expressions by 'OR.'

Click on Delete condition to remove a selected expression.

Click on Delete add. condition to remove a selected group combined by 'OR.’
Click on Advanced >> to enter complex logical filter expressions.

When Value is checked, the field next to it is considered a constant rather than the contents of the
field of the same name.

Most lists have the last applied filter saved in the registry (HKEY_CURRENT_USER\Software\
BSSystems\ ); it is displayed in the filter dialog when opened.

Selecting Group of Documents

Select a document in a list.

Press Ctrl+Ins.
= Presently the document is highlighted with the cursor having moved one row down.

Point to the next document to select and press Ctrl+Ins. You can select any number of documents

this way.

= If you select an option on the pop-up menu, the corresponding command will be executed for all
the documents selected.

To select all the rows, press Ctrl+”+” or click

To de-select, press Ctrl+”-“ or click " ; to invert selection, press Ctrl+“*”,
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[ To obtain information about highlighted documents (their quantity and total amount), click

Processing Documents
Main Menu

Outgoing

Use the menu to refer to documents created by a bank customer registered as system user. The standard
suite will include:

* Payment Orders,

* Payment Requests,

¢ Collection Orders,

e Orders for Currency Transfer,

¢ Orders for Currency Purchase,

e  Orders for Currency Sale,

e  Orders for Mandatory Currency Sale,

*  Conversion Applications,

*  RUR Receipts Certificates,

* Foreign Currency Transaction Certificates,
¢ Free Documents to Bank,

* Account Statement Requests,

* Requests for Document Cancellation, and

e  Documentary Archives.

Incoming

Use the menu to refer to statements and free bank messages, to view the directory replications journal,
and to process remote update/upgrade jobs. Besides, the menu is used to refer to archival scrollers of
incoming documents.

Main Documentary Operations

All documents have a standard list window displaying payment documents of a type. When you select a
document in its list, the lower pane displays its details. Press Enter to view all its fields. In the appeared
window you can view the whole document as well as print it out.

The main operations that you can apply to documents in a list are available as icon toolbar buttons or as
commands on a pop-up menu, activated by clicking with the right mouse button.

Pop-up Menu

To pop up such a menu, click with the right mouse button on a list row. A pop-up menu will contain
available commands and the submenu 'Options for administrator.'

The pop-up menu for outgoing documents will be as follows:
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Sign

Sign b user

Remove signature
Remove signature by user
For sending

Send ko Bank,

Delay sending

Resend

Print documenk(s)
Prink lisk

Request cancelation
Delete Chrl+D

Werify signature

Werify imported document

Sign

Sign by user

Remove signature

Remove signature by user

For sending

will sign a New document by your electronic digital
signature (EDS). The document becomes Signed.

will sign a New document by an EDS of another system
abonent You will be able to select an abonent on the
appeared list, then you will have to specify his login and
password. Upon running this command, the status
changes into signed.

will run for a Signed document should you need to modify
it. The document becomes New.

will run for a Signed document should you need to modify
it. The command enables you to remove the signature of
another system abonent that signed the document. You
will be able to select an abonent on the appeared list, then
you will have to specify his login and password. Upon
running this command, the document becomes new.

will send a Signed document (several documents) to the
bank by default.

Attention! "Internet-Client" users now have a new system option allowing unsigned or partly signed documents be
sent to the bank. Having started "Internet-Client,” you can complete the signing process and send

documents for processing.

Note: If you do not have the appropriate scheduler procedure enabled, this command will make a Signed
document Waiting to send. If this is the case, run Send to Bank to send a waiting to send document
(several documents) to the bank, and the status will change into sent.

Delay sending

will change the For sending status one level back. If the
document to be delivered was fully signed, Delay sending
will change its status into signed; In case it was unsigned
or partly signed, Delay sending will change its status into
new or signed I, Il, respectively.

Resend will resend Sent and Sending documents (such a status
can appear due to mail delivery session failure, etc.).

Print will print all the selected documents in sequence.

Note: This command is applicable to documents with all statuses.

Print list will print complete or summary data of the selected group

Request cancellation

Delete
Verify signature

of document.

will create a request for cancellation of a selected
document.

will mark documents as deleted.

will run for all documents except for New and Imported.
The document signature is verified with respect to the
registered client's signature.

Tip: All pop-up menu commands except for Sign, Remove signature can be applied to a group of selected

documents.
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Enable request

is a command for the administrator. It is only applied to key
regeneration requests. Before running it to enable a new
request, find the reason why the previous key regeneration
request was disabled. You must consult the bank part
administrator.

The pop-up menu for incoming documents will contain:

Verify signature

Process documents
Reprocess documents
Print

Print list

Information on highlighted

documents
Export to AS

Export to 1C

run it to verify the signature of a document and its
restrictions (to run the command, access to the keys is
required);

run it to process documents; for example, to update
requisites;

should there be an abnormal or emergency situation while
processing documents, run this command to process them
again;

run it to print the selected document(s) (by default);

run it to compile, print, or save to file a list of all or selected
documents;

run it to calculate the number of selected documents;

run it to export selected rouble statements in text format to
enable their further use in the Accounting System. As a
result, the export folder (by default, SUBSYS\EXPORT in
the main system directory) will have a text file with
exported statements created;

run it to export selected rouble statements to the 1C AS.

Administrator’s Actions with Incoming Documents
When processing incoming documents, an emergency can occur. The administrator operations are
meant to solve such problems. These are debugging procedures.

Werify signature manually
Send acknowledgement

Deselect sending acknowledgement

Verify signature manually
Send acknowledgement

Deselect sending acknowledgement

Documentary Controls Setup

run it to verify the signature of a document. Note that the
system verified the signature after it had received the
document;

run it to send an acknowledgement of the current
document state to the bank, if the system had not done it
(e.g., if the document's status was changed manually);

run it for status rollback. Thus you can re-send your
acknowledgement.

[ To set up documentary verifications, select Options—=> Adv. Settings.

= The Options window appears.
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3anpoc Ha OTERIE AOKYMEHTA
Cnpaska o BanoTHElX ONepauMas

Cnpagka o NoCTYnNNEHUH BamoTel P9

CnpasoyHuE KOppecnoHaeHToE
JLononHKTensHeIE KOHT PO

CheckD ocDateParamzM otE mpty
CheckDocMumParamsh otE mpty
CheckDocumentM umber
CheckDocurmentM urnber000
Checkk PPReceivertotEmpty

1

Mpoeepka HenyeToTel nona Mokasarens AaTE 4OKYH
Mpoeepka HenycToTel nond MNokasarens Homepa goky
F.oHTPOAE HOMERE AOKYMEHT A

MNpoeepka ornuyuA or 000 Tpex NoOCNeqHM: SHAKOE B F
MNpoeepare Henyctory KINMN nonyyatena

n - -

| o

v Enable zchemes log Ermors:
Lag file I/"BSSHDDT/"I"SChem' ¥ Eeeplogin files
Dretails I4 I Display log
; Tracing [debugging]:
[~ Tofile [~ Totable al aging)
v Eeeplogin files
Scroller update dela .
& 4 [~ Display log
Before updating IEI:":I
After updating |25|:| v Buto-cloze print preview
Werifications Ok, Cancel
0 Click on Verifications.
= The Verifications Setup window appears.
. 2¥erifications Setup o ] B4
Section of verfications Cusgtomizable options CQ

[1naTEKHOE NOpUYEHIE BeTka | DnMcaHKe =
MnareHoe TpedogaHHe
MHK 3C00B08 NOpyUeHME CheckallowSymbolz MNpoBepka Ha AONYCTHMEIE CHMEONE! B NONAY BEOAA
MNepeBon BanoTel Checkdmaount Cyrara nnareska gonxHa Oeme Gonewe 0
Hggina;aassaannﬁb; CheckCBCzode MNpoEepka noaA "o SoDKETHOMN KNSCCHPURaLLMHH
Mopy4eHHe Ha KOHBEPCWID BaNKKT & ApY CheckCBCcodeMotEmpty MpoBepka HenycToTel Nond Kog ShoaskeTHOR knaccudgl
OAAzareneHan NpoLaka BaMTE
[MpoMEEONEHEIN GOKYMEHT B GaHE CheckDays Mposepra aonycTumMocTE AaTe! e
Sanpoc BRINUCEM CheckDocDateParams MNpoeepk.a nona 'MokasaTens 4arkl 4okyeHTa"

| 13:20:02

||-|J'IEITE}KHDE MOpY4eHUHE

v

[l Choose a documentary type on the left pane. Now choose a verification to set up on the right pane
and double-click on its name with the left mouse button or press Enter.

= The Verifications Setup dialog box appears.
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Yerifications Setup |

Syztemn name of branch

ICheu:k.-‘-‘-.IIu:uwS_l,lmI:unls

Dezcription

npDBEDKa Ha 4oNYCTHEBIE CHMEONE] B NONAX EEOOS

W alue

| Disabled o |Lew =l

Help | Ok Cancel |

There are two editable fields: Description and Value.
You can assign one of the following three values to each verification:

Required validation is required; if a document does not meet such a
condition, the system can neither save it nor assign a

'successful’ status;

Optional validation is optional; if a document does not meet such a
condition, a warning message appears. However, the
document changes its status into the next successful one,
as defined by its documentary scheme, even if modified or
if its package was modified;

Disabled validation is disabled; if a document does not meet such a
condition, it is saved without a warning message.

[ Edit data and click Ok.

Tip: For detailed setup descriptions of each documentary type see 'Technical Control: settings,
parameters, features. Bank Part Administrator's Manual' (Controls.doc, supplied in the Russian
suite). Detailed descriptions are available as comments to some setups.

Archiving

BS-Client can move deleted and fully processed documents to archives (for the list of statuses subject to
archiving see the Appendix to Operator's Manual, bsc_oper_eng.doc).

Archiving of documents proceeds as follows: the system moves remote and fully processed documents
from their original scrollers into corresponding archival scrollers. This feature noticeably simplifies
handling of a large pool of documents.

If you need to cancel the archiving process, please note that it will only be terminated for the documents
not yet processed by the archiving procedure. Thus, you cannot stop archiving of a particular document.

[ To move documents to archives, select Tools=> Adv. Document Archiving and open the Archive
Document(s) window.
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. 2 Archive Document{s) =10l =|

Documents' type

v All documents I J
Organizations
v 2l organizations I J

Documents dated

* Up to curent year I__ |3‘| 22004

£ "ithin creation date range

Help | Archive | Cloze |

[ When you need to move all the documents with appropriate statuses to archives, do not deselect the

All documents option, which is selected by default. Otherwise, deselect it, click ° to open
Documentary Schemes Options, and specify the type of documents to be affected.

[ Similarly, the All organizations option should be selected or deselected according to the archiving
conditions. If the option is deselected, extract the company's name from the Organizations
directory.

[l There are two options in the Documents dated group: Up to current year and Within creation
date range. The Up to current year option is selected by default. If you check Within creation
date range, specify the date range in the fields provided.

[ Make sure that all mandatory fields are populated and check-boxes checked correctly. Click on
Archive to start the process.

= After the archiving operation is complete, the Archiving Result window appears with archiving
results for each type of documents.

. 2 Archiving Result =10l %

Archived table RBASE. Mo recaords to archive.

Archived table PATYDOCRU successfully.
Proceszed 2 record(z).

Archived table RPLOUERY successfully.
Proceszed 2 record(z).

Archived table STATEMEMTRL successfully.
Proceszed 2 record(z).

Archived table FREECLIENTDOC succeszsfully.
Proceszed 3 record(z).

4 o

= Upon successful archiving, documents move to corresponding archival scrollers.
See Operator's Manual, bsc_oper_eng.doc, for more information about archives (in Documentary
Archives).
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Statuses Subject To Default Archiving

Outgoing

Implemented
Associated

Canceled
Unauthorized EDS
Invalid EDS

Unaccepted
Error in requisites
Not accepted by ABS

Refused by ABS
Deleted

Incoming
Invalid EDS
Implemented
Non-implemented
Completed

Troubleshooting

the document was implemented within the ABS;

the document was associated per source statement
(implemented by the bank's correspondent);
implementation was canceled per the originator's request;
one cannot sign this document by this EDS;

at least one of EDS validations returned an error:
unauthorized EDS |, invalid EDS |, unauthorized EDS I,
invalid EDS 11,

the document failed system validation during its export;
errors were detected while validating requisites;

the document was sent to the ABS which again refused to
accept it;

the ABS refused to implement the document, and

the document was deleted.

at least one of EDS validations returned an error;
the document was fully processed,

the document was not processed,

document processing is complete.

It may happen necessary to compare the client part's version of a document sent to the bank with that in
the bank part. For this purpose BS-Client has the ad hoc Troubleshooting function.

Use this function to learn receipt dates and times for transport packages containing a the document
considered. You can export the document or its source package to a file to verify its signing by your
cryptographic facilities; learn about document fields, such as amount, date, number; learn about signatures

on sent documents and signatures names.

[ Find a document.

[ Select the document and click

= The Troubleshooting window appears:

Troubleshooting

Select one of the options:

" Export docurnent ta file

Dretailed information on the document
extracted from the tranzport package

Help | Ok

Cancel

Troubleshooting

Export document to file

check it to learn more about the document; information will
be obtained from the source package;

check it to export the document to a file to validate its
signing by the standard facilities (using signcheck.exe).
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Troubleshooting

0 Check the Troubleshooting option and click Ok.
= Presently a message appears to warn that the search may take a considerable time.

Troubleshooting |

This can take considerable time
Find documents in packages?

[ Click on Yes.

= The Troubleshooting window appears.

i i |

Detailz

Outgaing pa Detailzs Incaoming p:
Date |Time |Document tupe | Date | Tirne: | Document type |
|| 02.10.2005 17:27:04 Acknowledgement P| 08.10.2005 17:27:04 Document
al 1 Il P | |

—Dutgoing package data

Creation date / time—————— Sending date / time————————

rIncoming package data

Creation date / time————— 7 Sending date / time———————————

I@.E.M 172704 0810 2005 172445 I@m@ 172704 02.10.200 1724:45
S erder Sender
[1o00m [100000

Client_Exc Bank_Exc

Help |

The upper part contains two scrollers:
Outgoing packages

Incoming packages

list contains receipt/send dates and times for
packages;

outgoing

list contains receipt/send dates and times for incoming

packages.

[ To export an outgoing or incoming package to file, point to the list of corresponding documents,

pop up the menu, and run Export to file.

= The Select folder window appears.

Select folder

Selected folder to export report to file

Current folder

Ok

Cancel

|zassnmtzx

[+ Relative paths

Browse. ..

P,
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[ Specify the folder where the system should create the file with exported documents package and

click Ok.

= The system notification appears on documents being exported to file.

[ Click Ok.

[ For more details on an incoming package, double click on its row in the Incoming packages list or

click on Details.

= The Additional Information window appears.

. & Additional Information =10/ %]

|- 1®a 2

—Information about package
Sl Creation date Creatiar time Sending date ! time———————
I'IEIEIEIEIEI 08102005 | #3113 02102005 | 622200000
I Bank_Ewnc

Sighature vernfication result

Signature Mo 1
Signature identifier: B191 42458 209E05ES

Document's fields values

' Information on signatures

Field name IFieIu:I walue | E Available  [%alid Corect IEr_I,Iptu:uLiI:urar_l,l
Client Client/1 E YES YES YES Excellence/d.0
k. | Cancel |
Sender field displays the license number of the sending client;

Creation date
Creation time
Signature verification result

Document's fields values

Information on sighatures

field displays the package creation date;

field displays the package creation time;

field displays the signature number, identifier, and name;

if the package contains an acknowledgement, the filed will
display a, appropriate system information message; as
acknowledgements are not subject to signing, the system
cannot verify its signature;

field displays information on document (acknowledgement)
fields;

field displays information on document signatures;

should it be an acknowledgement, the Information on
signatures section will be blank as acknowledgements are
not subject to signing.

The icon toolbar of the Additional Information window contains three buttons:

save data to a text file;

export a document to validate its signing; the procedure
started by this button is similar to the one described in

“Export document to file” Option.
export a package to validate its signatures.

 You can view signature information in more detail. Select a record in the Information on
signatures section and press Enter or double-click on it.
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= The Information about Signature window appears.

i
Ay ailable " alid Cormect
| vES | vES | vES
(][] Librany
I B191424E 2DSEORES Excellencesd.0

Signature verfication meszage

Help |

Cancel |

Available

Valid
Correct

uiD
Library
Signature verification message

shows if there is a signature on the document, possible
values: YES or NO;

shows if the signature is valid, possible values: YES or NO;
shows if the signature passed the verifications, possible
values: YES or NO;

identifier of the signature;

name of the crypto-library;

system message with signature errors detected during
validation.

0 Also, system date and time when the document was sent and received are available in the
Document System Fields window on the System Fields tab. For details of how to do this, see

View Document’s System Information.

“Export document to file” Option
I

= The Select folder window appears.

Select folder

Selected folder to export report to file

Current folder

Select the Export document to file option and click Ok.

3

Cancel

|ZBSSHUDtZH

[+ Relative paths

Browse. ..

P,

I

Specify the folder to export the document to and click Ok.

= The folder will have a uniquely named TXT file created.
= A document export notification message appears.

Troubleshooting

@ Document was exported to file DotinstallBSSYC1S_4des7ragg. kxt

x|

78



[ Remember the file name and click Ok. Any text editor will do to open the file.
= View its DATA section to make sure that you exported the very document that was required.
= The SIGN1 and SIGN2 sections will contain the exported text of the signatures.

When the document is exported to a text file, convert the file into MIME. The self-contained
signchck.exe module will convert it. Bank's Soft Systems will provide its source modules if required by the
bank. You can use a different workstation to convert.

0 Run signchck.exe with the text file name as a parameter (see the previous action).

= The module will create a file of the same name with the *.1 extension. Presently the new file is
unreadable and has the texts of the signatures at the end.

The signatures in the MIME-formatted file (*.1) will be validated. Different modules verify the
signatures depending on the cryptographic facilities you used to sign the document.
1. Verifying by excel_s.exe

If the client used Excellence 4.0 to sign the document, you would need the bank's Excellence keys to
verify the signatures in *.1 (see the previous action). (For these crypto-facilities you will need both the
bank's private key and the public keys directory.)

[ Run cryptose.exe (from the excellence set) to create a user with the bank's name, specify its paths
to the bank's private and public keys. Go to the "YcranoBku" (Options) tab to un-check the
"KOHTPOJIb I[eJIOCTHOCTH cucTeMbl" (system integrity control) option and check the "BbiBog Ha
KOHCO/Ib" (save to console) option. Select the language in the "s3bIk" (language) drop-down list
and the coding on the "kogupoBka" (coding) drop-down list.

[ Run excel_s.exe -v <*.1 file name> to verify the signature.

= The system will display the signature's owner, date and time of signing.

2. Verifying by CrProtst.exe

If the client used Crypto-Pro 1.1, the ad hoc module CrProtst.exe, written by Bank's Soft Systems (and
available upon request), is used to verify the signatures in your *.1 (see the previous action).

To verify the signatures, you will need Crypto-Pro 1.1 build 85 or later, installed on your workstation as
the default cryptographic provider.

0 To start verifying,
run CrProtst.exe <*.1 file name>.

= Certificates' authenticity is not verified.

= The certificate that CryptSignMessage Ms Crypto Api 2.0 incorporated into the signature is
used for signature validation.

View Document’s System Information

[ Open a scroller of documents, find a document, and open it in the view mode.

[ Click

= The Document System Fields window appears. Document System Fields window tabs:
System fields, Information from bank, and History.
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Document System Fields |

System figlds | [rfarmation from I:uankl Histu:ur_l,ll

Sender |3 IMDDKDBEKEH FMNEQMA Pl3 MTOPOE
Crganizatian |5 |3.-'3.EI "3 Nb-HeaeusraocTe
Receiver |1 |Fa3npnM6aHK

Document type IU I

Entry tupe I Status |$ignedl [awsaiting 1]

EDS 1 EDS 2
Type |'|5 IEr_I,Iptu:u-E Type I I
uD K1 _cpte_C up |
Drate and time: when the document was created |1 5.03.2004 18:25:0

when receiver received the document I_._._Z_Z_Z_-_

Help |

System fields is the default tab; it contains the following data:

Sender the client's system number;
Organization the organization’s system number;
Receiver the receiver's system number;
Document type the unique identifier of the table;
Entry type the identifier of the accounting operation used to process
the document;
Status the document status;
Type of EDS | the type of EDS |I;
UID of EDS | the UID of EDS |;
Type of EDS Il the type of EDS II;
UID of EDS Il the UID of EDS II;
Date and time
when the document was created the document's creation date and time;
when receiver received the document the last date and time of the document receipt.
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Document System Fields

System fields  Information from bank | Higt.;.r_.,.l

Sender's authorized perzon

Reference

Saved reference

Receiver's authorized perzon

Flag Received Withdrawal date

Bank's mezzage

Help |

Go to Information from bank to view:
Sender's authorized person
Receiver's authorized person
Reference
Saved reference
Flag
Accepted
Withdrawal date

Bank's message

Document System Fields

System fieldsl Information from bank ~ Hiztary |

the authorized person of the document sender;

the authorized person of the document receiver;

the document reference;

the saved reference of the document;

the flag of the view and print modes;

date of accepting the document for implementation;

date of debiting the document amount to the payer's
account;

the message of the receiving party.

]

Initial statuz IFinaI statuz

I Iser's name I

& e zigned | [awaiting 1]

DEBA

Help |

Cloze |

Go to History to view the history of statuses.

Date
Initial status

Final status

User's name

Remote Update/Upgrade Jobs

the date when the initial status was assigned;

statuses valid before some action was applied to the
document to change its status;

statuses valid after some action was applied to the
document to change its status;

the name of the user that run the procedure to change the
status.

A job to update/upgrade your BS-Client remotely is a set of files. When installed, it updates/upgrades
the system software on your workstation. These jobs are provided by either the Development Company or

the bank.

Before starting to update/upgrade, a system information message appears. We advise that you agree
with the update/upgrade proposed or address your bank's official.

Note:

Should you refuse to update/upgrade the system, you can find it impossible to contact your bank.

Furthermore, the system will suggest updating/upgrading each time you start your computer until the

update/upgrade takes place.
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The journal of updates/upgrades is available from Incoming - Remote Update/Upgrade Jobs.

If the bank part prepares an update/upgrade exceeding the maximum allowed size, it is split into
sections. The client part only starts to update/upgrade after it receives all the sections of the bank part's
update/upgrade.

Client part life-cycle for documents with updates

1. One-section update:

Identified - Valid EDS - Accepted - Accepted + - Exported - Exported + - Implemented - Implemented
+ - Completed

Identified - Valid EDS - Accepted - Accepted + - Delayed - Delayed + - Exported - Exported + -
Implemented - Implemented + - Completed

Should the update fail, the cycle will be Exported - Exported + - Non-implemented - Non-
implemented+

2. Multi-section update:
For each section statuses will be the same as for one-section update.

Updating Requisites
Should the bank update data of a company within your workstation, viz. the company's requisites,

accounts, EDSs, etc., the bank will send you all the modifications. BS-Client uses Update Requisites for
the purpose.

[ To view received updates, select Incoming=> Update Requisites.
= The Update Requisites window appears with the list of updates.

JRI=TEY
wve glea |

Status I Client Received |
Implemented + b oCKOBCKaA MMNBAMA pUA TOPOE 20.09.2004:13:33:18.00

—Document's contents in short

[ SHOBNEHHE PEKEWIUTOE
MockOECKAA FMNBLMA PHE ATOROE

KN
—Proceszing result for update

OFTAHK 3ALLIAM:

OSHOBMNEHE! PEKEMSMTEL

M 0AR "TAINPOMBAHE" [340]
M 4 "MHEOM-HegsusumocTe"
M & "MH3Nb-HegeusmrocTe"
CHETA:

<

I_IL_llI<_ILI;

BE

Tip: Requisites are updated automatically, should the proper auto-procedures be set up and running.

0 Your BS-Client will display documents with updates as Identified. To update manually, run
Process documents from the pop-up menu.
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Werify signakure
Process documents
Reprocess documents

Prink
Print lisk

Options for adminiskrator  »

= With requisites successfully updated, the document becomes Implemented.

Client part life-cycle for documents with updates of requisites:
Identified - Implemented - Implemented +

Document Print Setup

To customize printing options for documents, you need to specify a print format and printer to print out

documents.

Documents Print Format Setup

[ To set up the print format for documents, select Tools = Service > Documentary Options.
= The Documentary Schemes Options window appears.

. #Documentary Schemes Options Y [m] |

Jea vl @7
T able | Tope | Directian \ﬂ
l q PayDOCRU MnaremHele AOKYMEHTEI ouT
| 2 DéHoEneHMA ofwMy cnpasowHKkos | RPLOUERY CrysetHele goKYMeHTEI IM
| 3 BrinuckM B pytnas STATEMEMTRU MHPOpMALMOHHEIE LOKYMEHT IM
| 4 MpoMsEonEHEIR gokyreHT 6 Gank,.  FREECLIEMTDOC MHPOpMALMOHHEIE LOKYMEHT ouT
| 5| JanaHue Ha ynaneHHoe odHoeneHWe RBASE CnysetHele 4oKYMEHTE IM
| B Pacnopaxerue Ha odasarensqyio np MAMDATORYCURRSE MnaresHele gokymeHTel auT -
<l | _>|_I

[ To set up a documentary scheme, select a type of documents and press Enter or double-click on the

row.
= The Documentary Scheme Options dialog box appears.
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Documentary Scheme Options ﬂ

[ |1 T able |PMD|:||:H|_|

Direction IDUT

Type II'I NATEHHEIE DOKYMEHTEI

Dezcription

Digitz in number |5

InﬂaTEH{HEIE NOpY4YEHHE

IF'a_I,Iment orders

Frinting optio

Form IHurD oz rtf

Sectian |F'a_I,ID acHu

BLL |
Printing type

’7 % Print to RTF £ Prink ko bext
—LCalculating tatal

"Arnount” field I.-'i‘-.mcuunt

"Currency' field IEurrEDde
—Auto-archiving criterion
| (DocumentDate <= #DATE(31.12.2001)] =]

Add. info | Ok | Cancel |

ID
Table

Type

Direction

Digits in number

Description

Form

Section

BLL

documentary scheme ID;

name of the main documentary table;

name of the scheme type, selected from the list of
documentary schemes registered with the RBS;

direction of the document:

IN incoming

OUT outgoing

THROUGH - being approved of;

number of digits in the document number;

BS-Client assumes a 5-digit document number (by
default).

in some RF regions, e.g., in Moscow, external payments
(payer's bank BIC doesn't equal beneficiary's bank BIC)
require document numbers up to 3 digits; otherwise, when
a document is processed within CBR's payment system, its
number may be cut to three digits.

remarks on the print form, viz., document name in Russian
and English;

name of the template file with the print form for documents
of the type, the file is stored in SUBSYS\PRINT\RTF; print
form must correspond to the print type selected:

to printin RTF — a RTF file (*rtf),

to print in TXT —a TXT file (*txt);

name of the print form section for documents of the
selected type; the field is active for RTF;

name of the .bll to govern selection of print forms for
documents of the given type;
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Printing type you can print documents as RTF or TXT; if you are using a
dot-matrix printer, select TXT; when you change selection,
specify relevant print forms;

"Amount" field name of the filed to calculate amount of documents;
"Currency" field name of the filed with the currency code of the amount;
to set an auto-archiving criterion, select a value on the

Auto-archiving criterion

drop-down list; for more information on how to work with
archives, refer to the Documentary Archives chapter of

the Operator's Manual (bsc_oper_eng.doc).

Document Print Setup

By default, all RBS documents are sent to the default printer and are printed in one copy. If you need to
print some documents using a different printer, make sure it is registered in the system (see Registered

Printers Options) and set print options properly.

[ To set up print options for documents, go to the Print Setup directory (available at Options

= Print Options = Documents).

. 2Prink Setup

=10l x|

|D#vs 0|9

Organization | Dacurnent

[naTemHoE NOpYYEHKE
JAHOENEHWA OOLWMY CNPAE0YHMEDE
Beinucki B pytnas

MpoKsEoNEHEIE QOKYMEHT B GaHK,
2a0aHUE Ha YaaNeHHDE OSHOENEHHE

See documentan set-ups for default values

| Prirting queus | Copies | Check sum \ﬂ
1

0
0
0
0
0

1
1
1
1
_>I_I
Cloze |

Use this directory to set a printer and number of copies for each document type.

[ Point to a row with the required document and double click on it.

= The Print Setup dialog box appears.

Print Setup x|

Documents' type InﬂaTE}KHDE NOpYYEHHE

i

Athor I

-1

[lueue to print

|
Mumber of copies 1 -
|

Murmber of copies if the sum I "I
iz legz than the check sum
Check zum
Remark,

MnaTexHoe NopYYEHME

[

Help |

Ok | Cancel
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Documents' type
Author

Queue to print

Number of copies
Number of copies if the sum
is less than the check sum

Check sum
Remarks

is a value to be extracted from the list of documentary
schemes registered with the system;
is a RBS abonent to be selected; for the setup to cover all
the abonents, type -1 in the id field;

is a printer to be selected from the list of registered
printers; blank field corresponds to the default printer;
This printer will be used when you start printing from a
scroller. When you print from a dialog, the default printer is
used;
is the number of document copies to print;

is the option defining the number of copies to print in case
a document amount is less than the check sum specified;
is a check sum to be specified;

is a field for remarks on the setup.

Should it be necessary for an abonent to have print options of a document different from those of the
others, create two setup records. Enter the abonent's name and number in the Author field of one of them

and enter -1 in the Author field of another.

Lists Print Setup

[ To set up print options for lists of documents, go to the Print Forms directory (available at

Options—> Print Options—> Lists).

_1ol x|

I RN

Scherne |Print farm | Description \ﬂ
[ PayList rtf MonHaa dopra peecTpa pyGneeel: n/n

1 FootList. rtf ¥.paTk.an poprda peecTpa pudnese: nn

2 FPLLizt.rtf PeecTp penueEaumi

3 R ootSEE s rtf PeecTp BBINMCOK,
4] | ;I_I

Cloge |

Here, each type of documents will have a list form as a RTF file.

[ Point to a document type and double click on it.
= The Print Form for List dialog box appears.
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Print Form for Lisk x|

Type of documents

Dezcription

I'I ||-|J'IEITE}KHEIE NOpYYEHKE

InDﬂHaFl POpa pEECTPa pYaNeER NN

Frinting type:
’7 o pif

M ame af print farm file

IF'a_I,IList.rtf

Section of curency totalz

L

[

(]S | Cancel |

Type of documents
Description

Printing type

Name of print form file

Section of currency totals

Registered Printers Options

to be selected from the list of documentary schemes
registered with the RBS;

remarks on the print form;

you can print a list of documents as RTF or TXT;

if you are using a dot-matrix printer, select TXT;

when you change selection, specify relevant print forms;
name of the file to store the print form; stored in
SUBSYS\PRINT\RTF;

print form must correspond to the print type selected:

to print in RTF — a RTF file (*rtf),

to print in TXT — a TXT file (*txt);

name of the print form section to contain foreign currency
total; the field is active for RTF.

 To set up registered printers, open the Printers window (available at Options=> Print

Options—> Printers).
_|oi x|
[Dave @]y
1D Printer I Femarks |
b CTaHOLAPTHEIR NPWHTER
KN 2l
Cloge |

0 Toenablea printer that is not on the list, add a record into the list of printers.
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x
IO |1 Printer ISam&ung ML-1430 Sernes j

Remark:
default printer ;l
[~
Help | Ok | Cancel
To set up a printer, define the following options:
ID is a printer id in the system;
Printer is the printer's id in the application to print documents (see
port in the printer's settings);
Remarks is your comment.
Note: ID=0 defines the default printer of your operating system.
Printer Description in List
In different operating systems printers are described in different keys:
Windows 95 HKEY_LOCAL_MACHINE\System\CurrentControlSet\
Control\Print\Printers;
Windows 98 HKEY_LOCAL_MACHINE\System\CurrentControlSet\
Control\Print\Printers\;
Windows 2000 HKEY_CURRENT_USER\SOFTWARE\Microsoft\
WindowsNT\CurrentVersion\Device;
Windows NT HKEY_CURRENT_USER\Software\Microsoft\

WindowsNT\ CurrentVersion\Devices.

MS Word Viewer Print Options
If you do not have MS Word on your workstation and Microsoft Word Viewer is installed instead,
you must set up print options properly.

[ To set up MS Word Viewer print options, select Options = Adv. Settings.
= The Options window appears.

options x|

v Enable zchemes log Ermors:

Lag file |%BSSROOTXkschern | = o o in files

Dretails I4 [ Display log
I Tofie I~ Tatable Tracing (debugaing:

v Eeeplogin files

Scroller update delay [ Display log
Before updating IEI:":I
After updating |25|:| v Buto-cloze print preview

Ok Cancel
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[ Check the Auto-close print preview option.
Cryptographic Protection

Introduction

As BS-Client handles financial documents, security matters are of topical interest. The system takes
advantage of steadfast cryptographic encryption and an electronic digital signature (EDS) for all the data
the client and bank parts exchange. Encryption prevents data wiretap, whereas EDS authenticates a unique
originator.

A client can receive one or more sets of keys from the bank. Each keys set comprises the client's private
key and certificate (public key) and the bank's certificate (public key) and is supplied with BS-Client's
installation disc. During system installation, private and public keys of each set are regenerated to ensure
that the private key is available for its owner only. Then you must send your new public key to the bank.
For more details on how to transmit public keys to the bank, see the Installation Guide (C_instal_eng.doc).
All data the client and the bank exchange through BS-Client is encrypted and signed by these keys, so the
client cannot work in the system without the key diskette. Also, the client cannot work in the system if the
key diskette is damaged. Therefore, we recommend that you have a backup key diskette and keep it
somewhere safe when you install the system and afterwards, when you change your keys.

Each document transmitted to the bank through the system requires signing by a set number (1 or 2) of
digital signatures. When the bank receives documents, it verifies that their digital signatures are valid.
Protection of the client's key diskette requires special emphasis. Key and system access passwords provide
with additional levels of protection.

By default, BS-Client sets up options for keys usage and regeneration itself. Furthermore, there is an
option for each abonent to choose preferable procedures of signatures and keys exchange as well as choose
among available lengths of keys. To choose the procedures and key lengths, choose appropriate options in
the cryptographic profile of the corresponding abonent and set appropriate options when generating keys.
BS-Client will determine the procedures it must use.

The present chapter describes the types of cryptographic facilities used by BS-Client; how to set up the
system for a new keys set; how to exchange information about crypto-keys between the bank and client
parts; how to set up crypto-parameters to run crypto-operations in your BS-Client.

Set of Keys: General

For information protection, the RBS system takes advantage of various libraries for cryptographic
transformations (cryptographic providers). When they form/verify digital signatures, encrypt/decrypt data,
they apply the so-called pairs of keys, comprising the following inter-related keys: public and private.

A private key (a private key file or key written to a certain key carrier) is considered as confidential
information. It is the key owner that is responsible for its protection from unauthorized duplication. When
given a set of keys, a system user must be informed of the private keys storage rules and that no third
parties should gain access to a private key carrier.

A public key is the second part of a keys pair. Currently, most cryptographic providers distribute public
keys as certificates. A certificate is a public key authenticated by a digital signature of the Certification
Center (CC) - a special-purpose body issuing certificates.

A public key is not considered as confidential information and can be distributed through open
communication channels without any additional protection.

Each keys pair used in the system has a unique identifier - UID.

A set of keys can both be termless and have an expiry date. A certificate expiry date is determined
automatically during the certificate's installation. To check it, go to the Certificate window. To open it,

[ select Options = Cryptographic Provider & EDS Abonents.
= The CryptoProfiles window appears.

[ Find a profile in the list of CryptoProfiles and press Enter.
= The Profile window appears.
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[ Go to the Certificates tab, select a certificate, and press Enter.
= The Certificate window appears.
To determine the certificate's expiration date, see values in the following fields:

Creation date the certificate's valid-from date;
Expiry date the certificate's expiry date.

Supported Types of Cryptographic Providers

[ For the cryptographic providers supported by BS-Client see Options=> Cryptographic
Provider-> Types of CryptoProviders.

x|
v 02
D CroptoLibramy name | ﬂ
[ 2 Excellenced.0
3 |LAM Cryptos2.35
4 Nerba-Owid
5 Meszage-PRO 1.1
Cloze |
Tip: Along with the crypto-libraries used in the system — Excellence/4.0, LAN Crypto/2.35, Message-PRO

1.1, M-Pro v1.34 (GOST PSE), M-Pro v2.x, CryptoPro CSPI/1.1, Verba-OW/4, Crypto COM/2.2,

Open SSL, and Crypto-C, the list of crypto-libraries contains names of cryptographic providers that
are registered but not used at the moment.

= Each cryptographic provider has a list of default parameters. To view them, double-click on the
record with the left mouse button.

x
D |? Name |CryptoPro CSP/1.1
Pririt farmm [7.rtf] IEertF'er.rtf

[T Support old keys encryption
[T Support old keys decryption

¥ Support remote keps reqgeneration

K.eys regeneration techhigue

Igenerate public key at AC j

Cancel |
ID unique identifier of the crypto-library;
Name its crypto-library name;
Print form (*.rtf) a RTF file with a key card form that contains certificate

information (for details on how to set a path to an RTF file

of a key print form, see_Advanced CryptoProvider
Settings);
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Support old key encryption

Support old key decryption

Support remote keys regeneration

Keys regeneration technique

if checked, encryption by the abonent's old keys is

available;

if checked, decryption of data encrypted by the abonent's

old keys is available; valid for the Excellence/4.0 u LAN

Crypto/2.35 libraries;

remote regeneration is used in the sense of remote update

of the client part's working keys; it can appear necessary to

update your keys in the following cases:

- when you install and set up the BS-Client system, its
registration key and certificate with limited validity
period require regenerating;

- routine keys regeneration when the expiry date of your
current working certificate approaches;
anytime at will of the Client;

|f checked, the crypto-library will support remote keys

regeneration; valid for the libraries Excellence/4.0, LAN

Crypto/2.35, Message-PRO 1.1, M-Pro v1.34 (GOST

PSE), M-Pro v2.x, CryptoPro CSP/1.1, Crypto COM/2.2,

Open SSL, and Crypto-C;

choose from the list of available values;

Available:

generate public key by user - your public key and

certificate will be generated in the client part without the

Certification Center (CC) involved). Valid for the

Excellence/4.0, LAN Crypto/2.35 libraries.

generate public key at AC - the client part generates a

request for a new certificate to CC, which then issues a

new certificate per the request. Valid for the libraries

Message-PRO 1.1, M-Pro v1.34 (GOST PSE), M-Pro v2.x,

CryptoPro CSP/1.1, Crypto COM/2.2, Open SSL, and

Crypto-C.

Tip: It is not recommended that you change the parameters.

For each cryptographic provider to operate in the system, modules from other vendors are required into
the bargain. For Excellence/4.0, LAN Crypto/2.35, Message-PRO 1.1, M-Pro v1.34 (GOST PSE), M-Pro
v2.x, and Open SSL they are included into the suite; modules for CryptoPro CSP/1.1, Verba-OW/4, Crypto
COM/2.2, and Crypto-C are not supplied. All the libraries of supplied cryptographic providers are added

during client part installation.

Types of Cryptographic Transformations
Different cryptographic transformations require different parts of the pair of keys.

Operation

Generate a digital signature
Verify a digital signhature
Encryption

Decryption

Signing Documents

Required key(s)

Private key of the signing abonent;

Public key (certificate) of the abonent that signed it;

Public key (certificate) of the abonent that receives
encrypted data;

Private key of the abonent that receives encrypted data.

A digital signature is used to control data integrity and authenticate a data originator.

You can only sign clear data.

One or two signatures can be "affixed" to a document. The required number of signatures is defined in

its setup.

An abonent with the right to sign by the single signature can sign documents that require two.

BS-Client signs documents with regard to the set parameters. Here are the parameters:
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3. System user's cryptographic profile.
3. Document's parameters

¢ Name of the documentary scheme
¢ ID of the company to create the document
¢ ID of the workstation to create the document

e  Document amount

4. The 'Display the dialog to select a signing abonent' option.
Moreover, a user must have access to the private key signing the documents.

The Profile dialog box contains the unique identifier of the cryptographic profile and all the user's rights
to cryptographic operations. Go to the Number of Signatures window to set the number of signatures that
documents require.

To set the 'Display the dialog to select a signing abonent' option, go to the Advanced CryptoProvider
Settings window and open the Documents tab. If checked, a list of abonents appears, with UIDs
appropriate to receive parameters of their signatures, when the user signs documents; when the user select a
signing abonent, only UIDs of the given abonent stay in the list. If un-checked, no list of signature abonents
appears and documents are signed by the first available key.

Validating Signatures

Any abonent with access to the public key of the abonent that saved the document can verify its digital
signature.

The following parameters are verified: by who and when the data was signed, whether the data is
garbled or not.

If the document was signed by inactive (but enabled) key, this is no reason to declare the signature
invalid.

When verifying signing of documents, the following are considered source parameters:
4. System user's cryptographic profile.
5. Type of the cryptographic library used to sign the document.
6. Number of signatures on documents.

The Profile dialog box contains the unique identifier of the cryptographic profile and all the user's rights
to cryptographic operations. Go to the Number of Signatures window to set the number of signatures that
documents require.

Signing Packages

Transport packages are signed automatically, should the signing abonent have the option "right to
receive/send mail" checked in his/her profile.

Transport packages are signed by the signing abonent's private key. If the abonent has several keys
available for signing, the first of them will be applied.

Below are the source parameters of signing transport packages:
1. System user's cryptographic profile.
2. UID of the client to send data to.

Validating Package Signatures

Digital signatures of transport packages are verified automatically should the receiving abonent have
rights to receive/send mail checked in his/her profile.

Any abonent, having in his/her folder the public key of the abonent that saved the document, can verify
the digital signature.
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The following parameters are verified: by who and when the data was signed, whether the data is
garbled or not.
If the package was signed by inactive (but enabled) key, this is no reason to declare the signature
invalid.
Also, there is an option to verify signing manually using your old set of keys.

When verifying signing of packages, the following are considered source parameters:
1. System user's cryptographic profile.
2. Type of the cryptographic library used to sign the package.

Encrypting Packages

Data encryption is necessary to prevent its illegal inspection, when stored or transmitted through any
communication channels.

To reduce volume of encrypted data, the system can pack them by its own archiving procedure before
encrypting. You cannot pack data after encryption. The user's setup contains the option of preliminary data
compression.

To encrypt, the system uses procedures of a corresponding crypto-library.

Data is encrypted by the public key (certificate) of their receiver.

If the abonent does not insert him/herself into the list of abonents to encrypt for, s/he will fail to decrypt
the data.

For encryption, the following are source parameters:
1. System user's cryptographic profile.
2. Type of the cryptographic library used to sign the package.
3. UID to encrypt for.

Decrypting Packages

Transport packages are decrypted automatically, should the abonent receiving decrypted data have the
option "right to receive/send mail" checked in his/her profile.

If compressed, data is un-packed automatically during decryption of transport packages.
Before decrypting, the system checks that the data is accessible and then decrypts it using procedures of
a corresponding crypto-library. Data integrity is controlled.
To decrypt transport packages, a private key of the abonent that received decrypted data is required. If
unable to decrypt by active keys, the system uses inactive (but enabled) ones.

For decryption, the following are source parameters:
1. System user's cryptographic profile.
2. Type of the cryptographic library used to encrypt the package.

CryptoKeys Setup
BS-Client requires the following operations to set options of crypto-keys:
* Enter a new crypto-profile for your abonent;

* Register a new certificate of the abonent;
e Specify advanced rights to sign;
*  Specify the number of signatures to affix to your documents;

¢ Specify additional crypto-options.

If you need to set up crypto-keys within a registered crypto-profile, you do not have to enter a new

profile. The other crypto-options are to be set for the appropriate cryptographic facilities, in any order.
Provided that there are two bank part administrators, you need to cross register certificates. It means that
both administrators register their certificates for each other in order to be able to validate another
93



administrator’s signature on an outgoing document. The same procedure takes place when a bank part
administrator has the key changed.
For information on how to cross register certificates, see Registering Certificates Manually.

Inserting New CryptoProfile

[ Select Options=> Cryptographic Provider- EDS Abonents.
= The CryptoProfiles window appears.

=
“D e | v
Name | Tope Enabled |
'I Bank55L Openss5L ez
4 BankCmyC Crypto-C ez
5 Abonent1_CryC Crypto-C ez
E Ahonent2_CryC Crypto-C ez
o
@ | Client Right to zign E ncryption | |Jzer |
3 lMasnpaorataHe. the single ez Ld
[+ | o

Cloge |

[ To add a new profile, point to the crypto-profiles list and press Ins.
= The CryptoProvider Setup Wizard window appears.

CryptoProvider Setup Wizard ﬂ

Enter a new abonent and the crypto-keys uzage mode:

the crypto-keys are to be uged by one or more BWwSs.

Ahonent's name

Abonent's crypto-keys will be used by
f* aRws
" afew RwSs

Femt > Cancel
[ Specify the following parameters:
Abonent’s name name of the abonent’s profile;
Abonent’s crypto-keys will be used by
a RWS Declare one crypto-user per one remote workplace.
a few RWSs Allow one crypto-user to apply the keys set on different
remote workplaces.
Attention! It is not recommended that you use inverted (double) commas in signature names.
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[ Populate the dialog fields and click on Next.

Abonent’s crypto-keys will be used by one RWS

= If you set that the abonent’s crypto-keys can be used on one remote workplace only, the next
CryptoProvider Setup Wizard window appears.

CryptoProvyider Setup Wizard [Client_1] ﬂ

Select Bw'S and azzign cryptographic rights.
—RwS

@ |1 J |Fa3npDM6aHK

£ no right ko sign

* right ta sign all documents by Ithe gingle signature j

= advanced sigring rights
[per organizationsz, their types, and amount restrictions)

[+ right to receive / send mail [enciypt, decrypt, sign,
werify zigning of the data the tranzport spstem transmitz)]

[~ right ta channel pratection

¢ Back Femt > Cancel
0  Specify the following parameters:
@ RWS number; to be selected from the directory;
RWS RWS name;
System user hame user’s login (active and required for personal keys only);
no right to sign check it to disable signing of documents;
right to sign all documents by check it to enable signing of documents; should you check

this option, go to the next field to select the number of
signatures (the single signature; signature A; signature B);
this option is closely associated with the number of
required signatures;
Attention! When setting up your crypto-provider, add a relevant record into the Number of Signatures directory.
For more information, see Number of Signatures to Affix. Otherwise, for documents of your
organization, the system will take this option as Number of Signatures=1.

Let us consider status changes of a document to be signed (beginning with New and up to Signed)
against the Right to sign all documents option.

Required Status Status after signing
number of before ionature A ionature B ingle signat
signatures signing signature signature single signature
1 New Signed Signed Signed
2 New Signed I (awaiting II) | Signed II (awaiting I) Signed
Signed I inapplicable Signed Signed
(awaiting II)
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Signed II
(awaiting 1)

Signed inapplicable Signed

Advanced rights to sign

Right to receive | send mail

check advanced rights to sign. Later you can assign
appropriate rights reasoning from document details;

advanced rights can only be properly assigned after the
crypto-profile is registered with the system (click Ok in this
window to register it); to set advanced rights, click on
Advanced rights to sigh documents (or select Options
- Cryptographic Provider > Advanced Rights to
Sign).

rights to receive / send mail; it is recommended that you
check the box;

with the option un-checked, transport packages will not be
encrypted and signed by the keys of this crypto-profile.

[ Populate the dialog fields and click on Next.
= The next CryptoProvider Setup Wizard window appears for you to set the user’s rights to

crypto-keys.

CryptoProvider Setup Wizard [Client_1]

Enter all the RBS uzers authorized to uze

the crypta-key.

DB,
OFPERATOR
STSDBA F

Authorized ke users

¢ Back Cancel

Compile a list of keys for the user by the
Click on Next.

o ] e e

buttons.

= The next CryptoProvider Setup Wizard window appears for you to specify setup parameters

of the abonent’s new certificate (see Registering New Certificate).

Abonent’s crypto-keys will be used by a few RWSs

= Should you allow the abonent to use the crypto-keys on a few remote workplaces, the next
CryptoProvider Setup Wizard window appears.
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CryptoProvider Setup Wizard [Client_2] 5[

Specify all RSz authorized to apply the cropto-key
and aszigh them croptographic rights.

[then in scroller, prezs Inzert to add a BwS,
prezs Chil+Delete to delete, press Enter or make

a double-click - to edit.]

@ |Client I Right to sign I Encrypticn I Protected chaninel |
3 ["asnporaaHE, the zingle Mo Mo

[« | 2

¢ Back Meut » | Cancel

Cryptographic Rights x|

Specify all the remote workplaces where the new abonent’s keys can be used.

[ Toinsert a new record, point to the list of RWSs and press Ins.
= The Cryptographic Rights window appears.

RS

@ |3 J IMDCKDBDKEH THABOMA PHE TOPOE

" noright ko zign

% right bo sign all docurnents by the single signature j

{~ advanced signing rights [per organizations, their types, and amount restictions)

v inght to receive ¢ send mail [encrypt, decropt, sign, wenfy signing of the dats

the tranzport spstem transmits]

Ok Cancel

Populate the Cryptographic Rights window fields and click Ok.
= You are back in the CryptoProvider Setup Wizard window.

To insert another record in the list of RWSs, press Ins again. Specify its rights to cryptographic
operations and again click Ok. Follow the procedure for all RWSs that you authorize to use the
crypto-keys.

As soon as you compile the list of RWSs, click on Next.
= The next the CryptoProvider Setup Wizard window appears for you to specify the user’s

rights to the crypto-keys.
= e “ <<
Select a System user name on the value list. Use SRS to compile a list of keys the
given abonent can use from among the keys within the system installation disc. Repeat the
procedure for each system user to work on your workstation and sign documents. Click on Next.
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= The next CryptoProvider Setup Wizard window appears for you to enter parameters of a new

certificate (see Registering New Certificate).

Registering New Certificate

You can register a new certificate in Profile right after entering a new profile.

Had you clicked Ok right after entering your abonent's profile, the procedure described here is
inapplicable. Profile closes as soon as you click Ok. The crypto-profile will be registered with the system.
When you open a registered profile, its Certificate tab is different.

You can register a new certificate in the CryptoProvider Setup Wizard window after you enter a new

abonent (see Inserting New CryptoProfile).
For details on how to register a new certificate for a registered abonent, refer to Registering New Key
in CryptoProfile.

CryptoProvider Setup Wizard [Client_2] ﬂ

Select a crypta-library type and specity certificate parameters

manually or using the certificate ingtallation wizard.

Cropta-libran type

I Encellencesd.0 j Certificate Installation ‘wfizard
|dentiier [UID1] % active {* operating
I " inactive {~ technologic
|nput date Expiry date " disabled
I_-_-_ I___ ™ transition
—[retail
[~ advanced
Mnemonic user name=0efault user -

Secret kep directory=a%

Public key directom=a:,

Signature algorthm=G0OST
Encreption algonthm=GOST

Wwiork directory=

Language=EM

Signature key length=512

Encrypt for UID=

Mew abonent name=

Exchange key length=512
Pazzword request time out=E0
aster key file=

Lazt operation paszward time out=5
Template directory= j

< Back P et > | Cancel

[ Specify the following options in the CryptoProvider Setup Wizard window:

Crypto-library type the type of cryptographic facilities to use; the field offers a
drop-down list;
Identifier (UID) the unique identifier of the keys set; the value is entered

automatically upon registering the certificate;
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Operating Certificate

Technologic Certificate

Input date
Expiry date

Advanced

the certificate that can be used; an operating certificate
must be active;

the certificate that was supplied within the suite; you
cannot use it; you have to re-generate it; to enable your
technologic certificate, check the 'active' radio button to
make it active; otherwise, you can only sign by your
operating key;

not applicable to the bank part.

certificate's use-by date; the value is entered automatically
upon registering the certificate.

radio button for classifying crypto-parameters; the option is
disabled by default;

with the option checked, 4 tabs appear (options for
signature, signature validation, encryption, decryption);
check it if the key's (certificate’s) options differ for
signature, signature validation, encryption, and
decryption.

= As you select a crypto-library, the Details group of fields will be auto-populated with default
parameters of the chosen crypto-provider. For description of different cryptographic providers

see Key Device Options.

[ To set up the keys for the crypto-profile, click on Certificate Installation Wizard.

= You will be prompted to choose paths to the following folders (you can leave default values or

specify your own):
Folder with signature installation program
Path to file with abonent's certificate
Path to file with AC's certificate
Folder to install private key to
Folder to install certificate to

Public key folder

the folder storing installation programs of crypto-keys;

the path to file storing abonent's signature certificate;

the path to file storing Authorization Center's certificate;
the folder to store the private key of signature;

the folder to store the file with signature certificate (the
system will move clients' public keys here after registering
them);

the folder to store the file with the certificate of the profile.

Note: The folders to store private and public keys must be protected from unauthorized access.

[ When you are prompted to choose a path, each time you can either input the path manually or click

on Browse and choose an existing path.

[ Click Ok as soon as you finish.

= You are back in the CryptoProvider Setup Wizard window. All of the signature parameters
will contain those of the registered EDS.

[l Click on Next.

= The following CryptoProvider Setup Wizard window appears.

CryptoProvider Setup Wizard [Client_2] il

The crypto-provider is now set up.

Clizk on Finizh to complete.

Finizh |

[l Click on Finish to complete certificate installation.

[ You are back in the Crypto-profiles directory.
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Registering New Key in CryptoProfile

 To add a new key into a registered profile, select Options=> Cryptographic Provider> EDS
abonents.
[ Find the target profile in the list, open it, and go to the Certificates tab.

Profile x|
Abaonent's name
|Abnnent1_EryC [~ dizabled
Cryptographic rights  Certificates | Adwvanced rights to signl
. Identifier (UID) | & ] 1| Feiodstats | Periodfinishes |
Crypto-library type
4 1K1 _crypto_C 1 i 14.09.2004 14.09.2005
Crypto-C j B
Ok | Cancel |
Caution! You cannot change the crypto-library type set for the abonent’s profile.

[ Point to the list of certificates and press Ins.
[l The Certificate window opens. Click on Certificate Installation Wizard to register a new key for
the abonent.

Advanced Signature Rights
Advanced rights can define whether a client can sign documents with certain

* document type

* company

e amount (with upper and/or lower limit)

*  whether it meets advanced restrictions set by external handlers

If yes, by which signature.

[ To view advance rights, select Options = Cryptographic Provider - Advanced Rights to Sign
(or go to Profile, select the Cryptographic rights tab, and click on Advanced rights to sign

documents).
. 2 pdvanced Rights bo Sign -0l x|
lavel e |y
Moz | 1D | (= | Abonent | Document I Right ba zign | Organization R estriction |«
[ 4 1210 Any docurnent zighature Mol without ang limitz
2 12 10 Any docurnent sighature Mo 2 without ary limits
3 1310 Arw document the zingle without ary limitz
a| | »
Cloge |

[ To view a record, select its row and press Enter or double-click on it.
= The Advanced Right to Sign window appears.

Or
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[ Select Options = Cryptographic Provider - EDS Abonents.
= The CryptoProfiles window appears.

Deavel @2

=10 %]

“ M ame Tope Enabled \ﬂ
3 ik BankS5L0 OpenS5L ez
4 BankCmyC Crypto-C ez
|| 5 Abonent1_CryC Crypto-C ez
|| 6 Abonent?_CryC Crypto-C ez =
4 I I 3
[ IEIient Right to zign E ncryption | |Jzer |
Ld 1 [asnporSank, the single ez Ld
[+ | o

Cloze |

0 Find the record in the list, highlight it, and press Enter.
[ The Profile window appears. Go to the Advanced rights to sign tab.

Abonent's name

IAbnnent2_Cr_l,JC

[~ dizabled
Cryptographic rightsl Certificates  Adwanced rights ta sign |
NDS.I 1D | (= I Abonent I Docurnent I Right to gign Organization I Restriction
11 4 10 Abanent Clie) Any document | zignature Mol withiout any lirits

Ok |

Cancel

0 To view details, highlight the target record and press Enter or double-click on it.
= The Advanced Right to Sign window appears.
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Advanced Right to Sign x|

| organization

b 1z

the abonent I j
has the right ta affi: IlhE first j signature

to documents IaII the documents j
withaut restrictions j

Add. info | Cloge |

ID the company's system number; this is a directory-selection
field;

the abonent the unique identifier of the crypto-profile;

has the right to affix select a value on the drop-down list: no right, the single,
the first, the second signature;

to documents select a value on the drop-down list; you can select a
documentary scheme or 'all documents;’

Restriction select a restriction on the drop-down list. The value will

define mandatory options;

the following values are available:

- without restrictions,

- with restriction on document amount; should you select
this value, specify minimum document amount
and/or maximum document amount

- with advanced restriction; select it if there are
restrictions of external handlers; you will have to
specify the restriction type and handler;

Attention! You can limit a document amount for Payment Orders only. It is not recommended to select ‘all
documents’ or documents of types other than Payment Order.

Minimum document amount the smallest possible amount; the field is active should you
select the ‘'with restriction on document amount'
Restriction,;

Maximum document amount the largest possible amount; the field is active should you
select the ‘with restriction on document amount'
Restriction,;

Restriction type select it from the list of external handlers for signing

restrictions or type it in; the field is active should you select
the 'with advanced restriction' Restriction;

Handler select it from the list of external handlers for singing
restrictions (auto-populated when you select a Restriction
type) or type it in; the field is active should you select the
'with advanced restriction' Restriction.

Number of Signatures to Affix

The number of signatures to affix is defined in the bank part. In the client part you can only view the
settings.
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[ Select Options = Cryptographic Provider & Number of Signatures on Documents.

= The Number of Signatures window appears. The window will contain information on the
number of signatures per clients, companies, and document types.

. 2Number of Signatures -1O] x|
Jeavol@ |2
Moz, | & I ID Inuml:ler of signaturesl Documents I F'w'S I Crganization |
[ 2 1 0 1 any [aznporGank, any
5 3 0 2 any MockoBckan ruieaMa pHUa MTORoE any
< | o
Cloze |

[l To view the operating key pair, select the appropriate row and press Enter or double-click on it.

Mumber of Signatures

X

—RWw'S

I~ any

I'I J IFasnpDMﬁaHK

—Organizatior

¥ | any

[0 ] |AE"TAINPOMEAHK" (340)

—Document

any document

—Sign

¥ by operating key anly

MHumber of zignatures

Add. info |

RWS
Organization

Document
Sign

select the workstation ID and name on the value list of
workstations or check any;

select the organization’s ID and name on the value list or
check any;

the documentary scheme;

is checked, you can sign by your operating key only (the
working key, not the technologic one);

if un-checked, you can sign by all the keys (including
technologic ones, should they be 'active");
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Number of signatures the mandatory number of signatures; the field offers a
drop-down list.

Advanced CryptoProvider Settings

[ After you've set encryption keys, you need to set signing and encryption options extended to all the
users. Besides, there is a number of additional crypto-settings to be set. Select Options >
Cryptographic Provider = Adv. CryptoProvider Settings.
= The Advanced CryptoProvider Settings window appears. There are three tabs: Transport,

Documents, and Certificates.

Transport will contain signing and encryption options for transport
packages;

Documents will contain options for signing and removal of signatures;

Certificates will contain options for expiry dates validation, paths to

files with message exchange acknowledgement acts.

The following options must match for the bank and client parts to provide for correct system operation:

on the Transport tab:
Encrypt packages
Compress data
Compress non-encrypted data
Sign packages

on the Documents tab:
Sign in the text mode

See below for the details.
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Advanced CryptoProvider Settings ﬂ

Tranzpart | Du:u:umentsl Eertificatesl

—Encmpting

v Encrypt packages

v Compress data

[v Dizplay the dialog for encryption keys intialization when emors ocour accessing them

compreszing level fast

v Compress non-encrypted data

[

—Sighing

[+ Sign packages

[~ Send packages despite signing erors

[v Display the dialog for signature keys inttialization when ermars occur accessing them

[~ Beceive packages despite signing verfication emors
[~ Send packages unsigned if the receiving client has no signature

[~ Beceive packages of an unknown version in the through mode

v Clear cash if signingfencrypting erars accur

[T Keep enhanced log

Save |

The upper Transport pane contains the Encrypting group, the lower pane - the Signing group.

Encrypt packages

Display the dialog for encryption keys
initialization when errors occur accessing
them

Compress data

Compress non-encrypted data

packages will be encrypted should you check the option;

check the option to pop up the error message should a
key access error occur. If it's un-checked, error messages
are only stored in the logs: %BSSRoot%!\error.log,
%BSSRoot%\Exe\btrerror.log and %BSSR00t%\SUBSY S\
Logs\Crypto\*.log. Should Initializing encryption keys be
un-checked, the option is inactive;

with the option checked, data is compress before
encryption. Data is ZIPped;

with the option checked, the system will compress data
that is not subject to encryption.

Now you need to set up signing parameters for transport packages.

Sign packages

Display the dialog for encryption keys
initialization when errors occur accessing
them

Send packages despite signing errors

packages are only signed with the option checked. Thus,
even with signing key for transport packages specified, un-
checked Sign packages will disable signing;

check this option to pop up an error message when a key
access error occurs. With the option unchecked, error
messages are only stored in the logs: %BSSRoot
%!\error.log, %BSSRoot%\Exe\btrerror.log and %BSSRoot
%\SUBSYS\  Logs\Crypto\ *.log. Should Initializing
signing keys be un-checked, the option is inactive;

with the option checked, the transport subsystem sends
packages unsigned due to signing errors. With the option
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Receive packages despite signing
verification errors

Send packages unsigned
if the receiving client
has no signature

Receive packages of an unknown version
in the through mode

Clear cash if signing/encrypting
errors occur

Keep enhanced log

un-checked, a package with signing errors will not be sent.
An appropriate error message will be stored in the logs:
%BSSRoot%\error.log, %BSSRoot%\Exe\btrerror.log and
%BSSR00t%\SUBSY S\ Logs\Crypto\ *.log;

with the option checked, the transport subsystem receives
packages with errors detected during signing validation.
With the option un-checked, the transport subsystem will
not process packages with errors detected during
validation of their signing. Error messages will be stored in
the logs: %BSSRoot%!\error.log, %BSSRoot
%\Exe\btrerror.log and %BSSR00t%\SUBSY S\
Logs\Crypto\ *.log;

with the option un-checked, the transport subsystem will
pop up an error message in the case that the system is
trying to send the document to a client with no signing key.
With the option checked, such packages are sent;

with the option un-checked, the transport subsystem
validates the sender's crypto-provider version, specified in
each packages. With the option checked, no validations
take place. Packages are processed by the standard tools;

data read from the drive is stored in the cache memory for
a certain period of time. When referred to, the data is read
from the cache memory 10 to 1,000 times as fast. When
singing/encrypting errors occur, you need to clear the
cache memory. This is the very purpose of the option. If
the client works with M-Pro v1.34 (GOST PSE), M-Pro
v2.X, it is recommended that you check the option;

check this option for the singing and encryption journalizing
procedure to cover a larger period. The logs %BSSRoot
%!\error.log, %BSSRoot%\Exe\btrerror.log and %BSSRoot
%\SUBSYS\ Logs\Crypto\ *.log will involve source
packages, signing and encryption results, etc.

Attention! It is recommended to un-check Keep enhanced log for the case of the standard operation. This
feature makes journalizing files expand fast and the system slow down.
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Advanced CryptoProvider Settings ﬂ

Tranzport  Documerts | Eertificatesl

v Dizplay the dialog to select a signing abonent
[+ Sign in the text mode

[~ Show dizabled profiles when remaoving signature

v Dizplay signingdsigning venfication emrors in detail
[T Check access to keys when removing signature

[~ Usze abonent's name from his certificate

[~ Show inactive certificates when removing signature

[~ Debug documents' signing.signing verfication

Save the data to be signed to file

I‘ZBSSHDDT‘ZHS ubSpshLogzhSchemeshToSign. dat

Save the data for zigning venfication to file

I‘ZBSSHDDT‘ZHS ubSyzhlogzhSchemeshToCheck. dat

Save detailed information on zigning/gigning verification ta file

|ZBSSHDDtZ'\S ubSpshLogshSchemeszhPrepare. dat

Save |

The Documents tab contains options significant for signing and removing a signature(s):

Display the dialog to select
a signing abonent

Sign in the text mode
Show disabled profiles when
removing signature

Show inactive certificates when
removing signature

Display signing/signing verification errors
in detail

Check access to keys when
removing signature

Use abonent's name
from his certificate

with the option checked, the system offers a list of
abonents with UIDs enabling signing; when you select a
signing abonent, its UIDs are left in the list and the others
are not displayed. With the option un-checked, the list of
signing abonents is not available; packages will be signed
by the first available key;

check this option to enable text mode signing;

check this option to show disabled profiles in the list at
removing a document signature;

check this option to show disabled certificates in the list at
removing a document signature;

check this option to display detailed descriptions of
signing/validation errors or to save them to file or table;
storage of error description had been specified in the
transport subsystem setup;

check this option for the operations of signing and

removing signatures to verify that signing keys are
accessible; only the one that affixed the signature can
remove it;

check this option for the printing operation to extract a

crypto-abonent's name from its certificate; otherwise, it will
be obtained from the DisplayName field of the
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Debug documents' signing/
signing verification

Save the data to be signhed
to file

Save the data for signing verification
to file

Save detailed information
on signingl/signing verification to file

Advanced CryptoProvider Settings ﬂ

Transpl:urtl Documents  Certificates |

CryptoProfile table (the Abonent's name field in the
Profile window);

check this option to save to file the data that was last
signed, data for signing validation, and detailed information
about signing/singing validation; information can be stored
in files for an unlimited period of time;

the path to and name of the file to store the data signed
last; the field is active should you check the Debug
documents' signing/signing verification option;

the path to and name of the file to store the last debugging
data for signing validation; the field is active should you
check the Debug documents' signing/signing
verification option;

the path to and name of the file to store detailed

information about signing/validation; the field is active
should you check the Debug documents’
signing/signing verification option.

—LContralling certificate

[v iCheck certificates' penods of walidity at startup

M otify of expiry in advance [days]

—Frint farm

Cropto-libran type

Acknowledgement act for client's certificates

CryptoPra CSP/1.1 |

Acknowledgement act for bank's certificates

IZBSSHDDtZHSUBSYS SPRINTAR T kepesch.tf

I‘ZBSSHDDt‘ZHSUBSYS “PRINTSATF bleyexch. itf

Save Cloze

The Certificates tab contains two groups of fields: Controlling certificates and Print forms

Check certificates' periods of validity
at startup

Notify of expiry in advance (days)

check this option to check the certificate's expiry at startup;
appropriate auto-procedures must be enabled;
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Crypto-library type

Acknowledgement act for a customer's
certificates

Acknowledgement act for the bank's
certificates

CryptoAbonents Setup Wizard

the number of days preceding the expiry date; starting with
the first day, the system will pop up the warning at each
log-in;

the identifier of the crypto-library type; the field offers a
drop-down list;

the path to the acknowledgement act for the public key
enabling message exchange. The key must belong to the
client's authorized person; the file contains a print form for
the key card; the field is populated automatically upon
selection of a Crypto-library type;

the path to the acknowledgement act for the public key
enabling message exchange; the file contains a print form
for the key card; the field is populated automatically upon
selection of a Crypto-library type.

[ Select Options = Cryptographic Provider = CryptoAbonents Setup Wizard.
= The CryptoProvider Setup Wizard window appears.

CryptoProvider Setup Wizard ﬂ

Pleaze zelect the action to execute.

") Create a new crypto-profile.

f+ Edit a crypto-profile.

{ Modify users' access to crypto-keys.
{") Export & crypta-prafile

" Import a crypto-profile

Meut » Cancel

BS-Client supports the following modes of the CryptoAbonents Setup Wizard to set cryptographic

keys:

e Create a new crypto-profile;

e Edit a crypto-profile;

e Modify users' access to crypto-keys;

e Import a crypto-profile.

Creating New CryptoProfile

[ Check the Create a new crypto-profile option and click on Next.
= The CryptoProvider Setup Wizard window appears.
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CryptoProvider Setup Wizard

Enter a new abonent and the crypto-keys uzage mode;

the crypto-keys are to be uged by one or more BWwSs.

Abaonent's name

Abonent's crypto-keys will be used by
f* aRws
" afew RwSs

Meut »

Cancel

For details on its parameters, see Inserting New CryptoProfile.

Editing CryptoProfile

[ Check the Edit a crypto-profile option and click on Next.
= The CryptoProvider Setup Wizard window appears.

CryptoProyider Setup Wizard

Select an abonent and, if required, change the name

and the cropto-keys ugage mode, i.e. the keys shall be uzed
by one ar more RSz,

Abonent's name

D |7 =] |Client_1

Abonent's crppto-keps will be uzed by
f* aRws
" alew RwSs

[~ Dizable the abonent

¢ Back Femt >

Cancel

[ Edit dialog fields and click on Next. For details on its parameters, see Inserting New CryptoProfile.

= The next CryptoProvider Setup Wizard window appears.
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CryptoProvider Setup Wizard [Client_1] 5[

If neceszsary, edit the abonent's RS and

the crypto-nights

—RWS

@ |1 J IraanpumﬁaHK

£ no right ko sign

£+ right ta sign all documents by Ithe zingle signature j

" advanced zigning rights
[per organizations, their types, and amount restrictionz]

v right to receive / send mail [encmpt, decrpt, sign,
werify zigning of the data the tranzport spstem transmitz)]

[ right to channel pratection

Cancel

[ Edit dialog fields and click on Next. For details on its parameters, see Inserting New CryptoProfile.

= The next CryptoProvider Setup Wizard window appears where you specify rights of abonents
to the cryptographic keys.

CryptoProvider Setup Wizard [Client_1] 5'

Enter all the RBS uzers authorized to uze

the crypto-key.
Authorized ke uzers

DEA
CPERATOR
STSDEA ?

S

<

(24

Cancel

0 Use S P ] to compile a list of accessible keys for this user. Click on Next.
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= The next CryptoProvider Setup Wizard window appears.

CryptoProvider Setup Wizard [Client_1] |

If neceszsary, edit the list of certificates and their parameters.

Identifier (1) [ & | 1| From Until
123hs 10

|-

¢ Back |

Here you can edit the list of certificates and their options.

Cancel

[ To insert a new record, point to the list of certificates and press Ins. To edit a record, highlight it in
the list and press Enter.

= The Certificate window appears.
[ Specify the certificate's options and click Ok.

= You are back in the CryptoProvider Setup Wizard window.
[ Click on Next.

= The next CryptoProvider Setup Wizard window appears.

CryptoProvider Setup Wizard [Client_2] ﬂ

The crypta-pravider is now set up.

Click on Finizh to complete.

Finizh |

[l Click on Finish to complete the set-up process.

Modifying Access to CryptoKeys

[ Check the Modify users' access to crypto-keys option and click on Next.
= The CryptoProvider Setup Wizard window appears.
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CryptoProvider Setup Wizard [Client_1]

Select a RBS uzer and azzign him a ligt of available

crypto-keys. v'ou can compile a lizt of available keps for

each uzer zelecting them one-by-one on the list.

Systemn uzer's name [login]

DB, =]

OFERATOR

Avwallable keps

SYSDBA
Abonent]_CrC Abonent?_CC
>
3
<
<3
< Back st » | Cancel
[ Select a System user's name (login) from the list of values. Use —I—I—I—I to compile a

list of accessible keys for this user from among the list of keys available in the system installation
disc. Follow the procedure for each system user to work on your workstation with rights to sign

documents.
[ Click on Next.

= The next CryptoProvider Setup Wizard window appears.

[ Click on Finish.

Importing CryptoProfile

At a client's request, the bank prepares an installation disc of an electronic signature (generates its
(technologic) key, certificate, etc.). BS-Client's bank part operator inputs details of the new cryptographic
abonent (creates the abonent's profile, assigns advances rights, etc.) and sets its options (inputs certificate
details, registers the keys, etc.) Presently, details of the new profile are exported into a file to a specified
folder. Contents of the folder are sent to the client.

Having received the results of the bank part setup, export files, and keys, the client registers the new

abonent with the system.

[ Check the Import a new crypto-profile option and click on Next.
= The CryptoProvider Setup Wizard window appears.
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CryptoProvider Setup Wizard [Client_1] 5[

Specify import folder.

Irpart Falder
%BSSR ootz \SUBSYSACyptohDistrib, J

¢ Back Meut » Cancel

[ Specify path to the folder to store the incoming import file with the client's cryptographic profile.
The folder will contain Profile.cfg and Profile.eif. Also, the folder will store system information,
certificates, and the cryptographic installation disc supplied within the 'client' RWS installation disc
and contains all profiles and their options set in the bank part.

[l Click on Next.
= The next CryptoProvider Setup Wizard window appears.
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CryptoProvider Setup Wizard ﬂ

Imported abonent

Abonent's name

D |1 Client_Exe

Specify private and public keps folders o zet up

new sbonent's parameters

Private keys folder

I #B55R 0ot SUBSYSAKEYSACryCMES_Crypta CHWSECA J

Public keys folder
I %BSSRoatx\SUBSYSAEEYSACryCAE3_Crypta CWPLIEBS J

Meut » | Cancel

[ You need to specify folders to store private and public keys of the new signature abonent. Click on
Next.
= The next CryptoProvider Setup Wizard window appears.

CryptoProvider Setup Wizard [Client_1] 5[

Enter all the RBS uzers authorized to uze

the crypto-key.
Authorized kep uzers

DEA
OPERATOR
STSDEA ?

e

<

(24

Cancel
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0 Use R Y N e to compile a list of accessible keys for this user from among the list of
keys available in the imported installation disc.

[ Click on Next.
= The next CryptoProvider Setup Wizard window appears.

[ Click on Finish to complete the set-up process.

= Setup of the abonent's cryptographic profile is now complete. Register the public keys /
certificate following prompts of the installation wizard.

Exchanging Public Keys
BS-Client requires that you change public keys (certificates) in the following cases:
- Client keys were changed.
- Bank Administrator’s keys were changed.
- Certification Center issued new keys.
Let us closely consider the procedure of changing keys for the above cases.

Tip: When a client's, bank's, or CC's keys are being changed, old keys are not replaced with new ones, but
simply blocked. Details of new keys are added to the list of certificates belonging to a crypto-profile.

Changing Client Keys (Remote Regeneration)

Regeneration of client keys proceeds on the client's workstation. Before starting regeneration, the client
must have a working set of keys to exchange data with the bank part.

When a few remote workplaces use the same set of keys, it is imperative that the abonent’s certificate
(public key) be stored on its carrier beside the private keys that are common for the workplaces concerned.

The regeneration procedure can be initiated on a client workstation:

o after BS-Client was installed and set up. You will need to regenerate the registration key and certificate
as they are of limited validity. The initial set on a secret key carrier had been received from the bank's
security administrator.

e as aregular key change, when your working certificate is about to expire;

* any time when the client chooses to update the working keys.

Regenerating CryptoKeys Remotely
BS-Client supports various cryptographic providers. Procedures of remote regeneration vary as well:
For Excellencel/4.0, LAN Crypto/2.35 a public key is generated in the client part without the
Certification Center involved; for
Message-PRO 1.1,
Crypto Pro CSP/1.1, CryptoPro CSP 2.0,
MS Crypto API 2.0, M-Pro v1/34 (GOST PSE),
M-Pro v2.x, Open SSL, Crypto-C a new certificate request to CC is generated in the client
part. CC will issue a new certificate per the request.
Verba-OW/4 does not support keys regeneration.
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Regenerating keys for Message-PRO 1.1, M-Pro v1.34 (GOST PSE), M-Pro v2.x,

CryptoPro CSP/1.1, CryptoPro CSP 2.0, MS Crypto API 2.0, Open SSL, Crypto-C _

remotely
Certificates Regeneration Scheme
1 2 .
Start one of the workplaces that share the keys set and I The bark part actc: pts your Kertlflctats request. The
prepare, sign, and send to the bank a certificate request. At request becomes Accepted.
this stage, you can sign documents by your old keys. U
3l request is exported into a file to be sent to the CC.
The request becomes Delivered to CC.

U

4 k bank part delivered the exported request to the CC
and receives a CC certificate.

U

5 The bank part administrator imports the certificate.
This ‘client’ certificate is automatically registered and
associated with the current bank certificate. The bank

part creates an answer to the client’s request and
attaches the new certificate. The answer is
automatically signed and sent to the client’s workplace
that initiated the certificate request, it is also sent to the
other workplaces that share the given keys set.
The request becomes Registered (+).

IEI The client parts have their certificate replaces with

the new one. Operators will now use the new keys set. ‘ ‘
The request becomes Implemented.

The answer becomes Implemented (+). 7

The bank part receives notification that the initiating
workplace started to use the new certificate. The
answer becomes Processed.

The bank part starts to use the new keys. As soon as it
receives the same notifications from all the workplaces
sharing the keys the answer becomes Completed.

Note: steps 2, 3, 4, 5, and 7 run in the bank part. For more information, refer to the Bank Part Administrator

Manual (Rus.: CnpasoyHuk aomuHucmpamopa bBaHka) BS_Admin.doc, supplied in the Russian
suite.

Creating Certificate Request

[l To create a request to register a certificate, select Options=> Cryptographic Provider =
Certificate Registration Requests.
= The Certificate Requests window appears.
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. ®Certificate Requests

IDXx®avol s =042

=10l x|

v Mew

Mo | Status |

Identifier [U1D]

Abonent

¥ Signed

v For zending
[v Processing

[~ Implemented
v Refused

[~ Deleted

v Details

(] Sort |

2 nesw

1K1 _cmypto_C

Abonent]_CryC

W Fiter | New identifier [LID)]

Creation date

Ewpiry date

3% Seach | I

Bank's mezsage

JE0 ES-Client v
LT

=S

Bans-En1enT

[ Press Ins to create a new request.

= The Remote Regeneration window appears.

Remote Regeneration

X

Select the abonent and the certificate

to be updated

Abonent] CruC

v Upon creating a request fior a nes

certificate, print the acknowledgement act

for the new keys

Ok Cancel

[ Select the abonent that owns the certificate to be regenerated. If you need to print out an
acknowledgement act for your new keys, check the option. Click Ok.
= You will be prompted to insert the carrier with the abonent's keys to be regenerated.
= A message appears notifying of the first stage being completed. A document will be created to
contain the request for a new certificate. Its status will be New.

i Regenerate remotely

€y

Initial stage of generation and switch owver to new keys set is complete for abonent Abonenkl _CrwC. Document
number 2 was created. Sign it and send to the bank.

x|




[ Sign the document and send it to the bank using the pop-up menu commands (Sign and For
sending).
Attention! Transport should have been started.

= A new client certificate will be created per the request in the bank part. The document will have
the number and identifiers of the old crypto-key. The certificate request will become
Implemented.

Registering New Certificate

= You will receive an answer to your request and a new certificate from the bank.

' Regenerate remotely 5[

Mew certificate was received from bank for abonent Client_E=c. To complete new keys zet and set them in operation, insert
key device with new private key and click Ok. To defer switching over to new keps, click Cancel.

Qk. I Cancel |

[ Click Ok to complete the generation of your new keys set and to put it into operation. Perform all
the actions prompted to register your new certificate.

= You will be prompted to insert the carrier with the abonent's keys to be regenerated.

= Your old certificate will be replaced with your new one.

= The system will send a registration acknowledgement to the bank. After that you can start using
your new keys.

Had you deferred keys replacement when first prompted, i.e., when the system received an answer to

your request from the bank part, you can start the procedure later on. Use the following procedure:

[ Select Options = Cryptographic Provider = Certificates from Bank.
= The Certificates from Bank window appears.

=

avol s 0&| Y
Mo, | Statuz | Received | Identifier (LD | Abanent \ﬂ
; 05 1 completed TE_2 1 _enC Mepean kpUMTOCKWHAA
16.02.2005 2 completed TK_2 2 cryC Bropan kpurmocuwHan |
16.02.2005 3 completed F_2 2 cmC [16-02-2005 13-22-00 BTopas KpuMTOCHWHAR | -
41 | _>I_I
Mew identifier (UID] Creation date Expiry date

ITK_2_'I_|:r_I,IE [16-02-2005 13-12-37) 16.02. 2005 I'I £.02. 2006

Client's remarkz

=

[

It will contain a list of certificates from the bank. When received, documents are inserted as Identified.
Ad hoc scheduler procedures validate documents' signing. Should the validation succeed, the documents
become Valid EDS.

[ Select a document and run Process documents to register your new certificate.
= You will be prompted to insert the carrier with the abonent's keys to be regenerated.
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= Your old certificate will be replaced with your new one. The document will become
Implemented.

= The system will send a registration acknowledgement to the bank. The document will become
Implemented +. After that you can start using your new keys.

Regenerating Excellence/4.0, LAN Crypto/2.35 public keys remotely

Public Keys Regeneration Scheme

2
A ‘client’ operator prepares, signs, and sends a L The bank part accepts the request for processing.
certificate request the the bank part. — The request becomes Exported.

3 [he bank part administrator processes the request. It
becomes Accepted by Authorizing Center.

The bank part creates an answer to the client’s request.
The administrator signs the answer and sends it to the
client part.

The request becomes Implemented (+).

4 The client can now use the new keys. The request
is Implemented.
The answer is Implemented(+).

5 he bank now works with the client's new keys. The
answer is Completed.

Note: steps 2, 3, 4, 5, and 7 run in the bank part. For more information, refer to the Bank Part Administrator
Manual (Rus.: CnpasoyHuk admuHucmpamopa BaHka) BS_Admin.doc, supplied in the Russian
suite.

Creating Key Regeneration Request

" Select Options — Cryptographic Provider — Key Regeneration Requests.
= The Key Regeneration Requests scroller appears.
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ol
[DXavolg( =047
v Mew ﬁ Mo, | Status | | nique identifier | Abanent |
¥ Signed L4
v For zending
[v Processing
[~ Implemented
v Refused
[~ Deleted
4 | i
v Details
Murmber Signature ke
(] Sort | I I
Date I
S Filter | [
3% Seach |
Organization I
AED BS-Client w3 L I
_ — Authorization Center
o F——= AC's meszage =l
Banz-EnqenT _I

[ Press Ins or click

Key Regeneration Request

Organization

to pop up a Key Regeneration Request.

|3.-'3-.EI "3 NMb-HeneuumocTe"!

Autharization Center

|Fa3npDMﬁaHK J
Cryptok.ey
< Back Femt > Cancel
Populate the fields:

Organization

Authorization Center

the organization to initiate the request for crypto-key
regeneration (a directory-selection field). Should there be
only one company, it appears in the field as the only
choice;

the organization (AC) to receive the request (a directory-
selection field). Usually, it is the bank. Should the client
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have only one bank, it appears in the field as the only
choice;
CryptoKeys import the identifier of the crypto-keys to be regenerated.

[ Click on Next when you have all data inputted.
= Should all its data be correct, a system notification appears.

Key Regeneration Request ﬂ

bl ake zure that croptographic provider keys are available and click on
Execute to form a request for croptographic provider

keyz regeneration.

¢ Back Execute Cancel

[l Click on Execute to confirm request generation.
= With the request successfully generated, a notification appears.

Key Regeneration Request ﬂ

t'our request far remote crvptographic provider keys regeneration iz successfully formed.
Sign it and zend to the bank.

To finizh, click an Finizh.

¢ Back Finizh Cancel

[ Click on Finish.
= The list of key regeneration requests will be enlarged with a New request. Sign it and send to

the bank.
[ Select a request and run Sign to sign it and For sending to send it to the bank.
Attention! Transport should have been started.

= Until new keys are received from the bank, no operations with documents can be performed,
i.e., your old keys are disabled.

= The bank part receives your regeneration request and processes it. After validating its signing,
the bank part will send an acknowledgement and answer to your client part.

=  The bank part will register you new public key. After that it will send an implementation
acknowledgement; your request will become Implemented +.

= The bank generates a reply to the client part's request. The document will have the number and
identifiers of the old crypto-key.
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Registering Your New Key
To complete the procedure of public keys replacement, process the bank's reply. Use the following
procedure:
[ Select Options = Cryptographic Provider - Answers to Key Regeneration Requests.
= The Answers to Key Regeneration Requests scroller appears.

. & Answers to Key Regeneration Requests - |I:I|5|

EXEIEHYNE

Date Mo | Status | Received | Unigue identifier | Abaonent | Libramy |
Pw

[« | i3
Mezzage for AC
-]
I

It will contain a list of replies from the bank. When received, documents are inserted as Identified. Ad
hoc scheduler procedures validate documents' signing. Should the validation succeed, the documents
become Valid EDS.

[ Select a document and run Finish to register your new key.

= The client's public key will be registered.
= The document will become Implemented.

= The system will send a registration acknowledgement to the bank. The document will become
Implemented +. After that you can start using your new keys.

Changing Bank Keys

Changing Bank Part Administrator’s Keys

It can appear necessary to change the keys of the bank part administrator. For a bank part administrator
to successfully switch to new keys, s/he will need to deliver the new public key (certificate) to all the
abonent client parts. Only with all the client parts switched to the new public key (certificate) can the
administrator abandon his/her old keys.

= The bank part administrator's new key (certificate) is generated in the bank part to be delivered
to all client parts. You will receive the new certificate from the bank part.

Note: In case of Excellence, no bank part administrator’'s keys are delivered.

: Regenerate remotely ﬂ

Mew certificate was received from bank for abonent Client_E=c. To complete new keys zet and set them in operation, insert
key device with new private key and click Ok. To defer switching over to new keps, click Cancel.

(] 4 I Cancel |

To register the new certificate from the bank, use the procedure described in Registering New
Certificate.
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Delivering Certification Center’s Certificate
The Certification Center can replace its operating key. For Message-PRO 1.1, M-Pro v1.34 (GOST
PSE), M-Pro v2.x, CryptoPro CSP/1.1, or Open SSL key users to work with certificates issued by the CC
after it changed its keys, deliver the new certificate of the CC to the clients. Do this before "clients" and
RBS administrators receive certificates signed by the new CC key.
= Message-PRO 1.1, M-Pro v1.34 (GOST PSE), M-Pro v2.x, CryptoPro CSP/1.1, or Open SSL
key users will receive the new CC certificate.

! Regenerate remotely ﬂ

Mew certificate was recerved from bank for abonent <CCCx. To caomplete new keys set and zet them in aperation, insert key
device with new private key and click Ok To defer switching aver to new keys, click Cancel.

aFk. I Cancel |

To register the new CC certificate, use the procedure described in Registering New Certificate.

Generating Certificate Requests Manually

Generating Certificate and Private Key Request Manually

Message-PRO 1.1, M-Pro v1.34 (GOST PSE), M-Pro v2.x, CryptoPro CSP/1.1, and Open SSL
keys are generated automatically. Also, BS-Client supports manual generation of keys. You can use it to
generate keys for new abonents. The procedure is implemented for the bank and client parts of the Bank-
Client service.

The procedure results in generation of a new private key for an abonent and of a request for certificate.

The procedure runs for crypto-libraries that use a pair of private key and certificate for singing and
encrypting.

To generate a certificate manually, use the following procedure:

[ Select Options = Cryptographic Provider = Generate Certificate Manually.
= The Generating request for certificate and private key dialog box appears.

Generating request for certificate and private key |

Select a crypto-librany type and specify the awner

af the request for cerificate and private keys being generated

Abaonent's name Cropta-library tupe

Client_Exc b-Prow1.34 [GOST PSE) j

RS

3 | IMDCKDBCKEH FHABAMA PL3 MTOPOE

¢ Back Mext > Cancel

Abonent's nhame the profile name of the abonent;
Crypto-library type the crypto-library identifier;
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RWS the number and name of the workstation to generate the

request for.

[ Populate dialog fields and click on Next.

= The next window appears for certificate details. The window layout depends on the Crypto-
library type specified. For the description of certificate parameters per crypto-libraries, see

Certificate Request Options.
[ Input certificate details and click on Next.
= The following window appears.

Generating request for M-Pro ¥1.34 (GOST PSE) certificate

Click on Execute to generate a request for

certificate and a new set of private keys.

[~ Piint acknowledgement act for new keys

¢ Back |

Cancel |

[ Click on Execute to generate the certificate request.

= You will be prompted to choose the file to save your new private key to.

Saving new key

Specify path ta file to zave the new secret key to. 0

Cancel

Save private key to file

IZBSSHDDtZ'\S ubSyzhCroptohkevSechkey pem Browse. .

Wik

[+ Relative paths

= Also, you will be prompted to choose the path where to store the certificate request.

Saving new key

Specify path ta file to save request for certificate o, 0

Cancel

Save request for certificate to file

IZBSSHDD':Z"-.S ubSyshCrpptohkevSechkey. pem Browse. ..

e,

[+ Relative paths

= Had you checked Print acknowledgement act for new keys, an acknowledgement act is

generated and displayed in Notepad.
= The following window appears.
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Generating request for M-Pro ¥1.34 (GOST PSE) certificate ﬂ

Mew keys were successfully generated. Click on Finizh

to complete the generation procedure.

Cancel |

¢ Back |

Click on Finish to complete the generation.

Now use your cryptographic facilities to process the certificate request and generate a certificate.

Go to Certificate installation wizard to set up the generated crypto-set. Now you can use it.

Besides, you can input a new crypto-profile. Select Options - Cryptographic Provider >
Generate Certificate Manually. Here you can also set up a keys set in the Certificate installation
wizard.
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Certificate Request Options

Message-PRO 1.1 Certificate Request Options

Generating request for Message-PRO 1.1 cerkificate

Enter your certificate detailz

—Detail

Courtry State, region

e

City [locality]

Organization

IMDCKDBCKEH FHNBAWA PHIATOROE

Department

|dentifier

IEIient_E WE

E-mail addrezs

Fequest bpe I.ﬂ.utnsigned j
K.ey length I'_'I‘EE j
¢ Back Fest » Cancel
Country the keys owner's country (2-letter code); this field is

State, region
City (locality)

Organization
Department
Identifier
E-mail address
Request type

Key length

mandatory;

the keys owner's state/region; this field is mandatory;

the keys owner's city/town of location; this field is
mandatory;

the workstation name; filled automatically;

the keys owner's division/department within the company;
the abonent's profile name; filled automatically;

the abonent's electronic mail;

the type of the certificate request; choose from the list of
available values;

the length of the signing key; filled automatically; it is not
recommended to change the default value.
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Crypto COM/2.2 Certificate Request Options

Generating request for Crypto COM/ 2.2 certificate ﬂ

Enter pour certificate details

—Detail

Frivate key length I-I U4

Public key length 2%

K.y walidity period 730

| dentifier I

Cancel |

Private key length the default length of the private key (bit) is 1024 for GOST;
Public key length the default length of the public key (bit) is 256 for GOST;
Key validity period the default validity period (days) is 730;
Identifier the abonent's profile name is auto-populated.
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Crypto Pro CSP/1.1 Certificate Request Options

Generating request for CryptoPro CSP/1.1 certificate ﬂ

Enter your certificate detailz

—Detail

Courtry State, region

Locality

|F|LI

Orgatization

Department

IMDCKDBCKEH FHNBAWA PH3 ATOROE

| dentifier

E-mail addrezs

IEIient_E W

Certificate applicability

Secret key applicability

|1.3.E.1.5.5.?’.3.2;1.2.543.2.2.34.2

Frivate key to export

Walidity perind [dapsz]

Mo 7
|CP_GOST_R3411_R3410 |
365

¢ Back |

Cancel |

Country

State, region
Locality

Organization
Department

Identifier

E-mail address
Certificate applicability
Secret key applicability
Private key to export
Request type

Validity period (days)

the keys owner's country (2-character code); the field is
mandatory;

the keys owner's state/region; this field is mandatory;

the keys owner's city/town of location; this field is
mandatory;

the workstation name; filled automatically;

the keys owner's division/department within the company;
the abonent's profile name; filled automatically;

the abonent's electronic mail;

itemize using a semicolon;

itemize using a semicolon;

select a value on the drop-down list;

the type of the certificate request; filled automatically; it is
not recommended to change the default value;

period in days when the key is still valid; the default period
is 365 days.
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MS Crypto API 2.0 Certificate Request Options

Generating request for Ms Crypto API 2.0 cerkificate

Enter your certificate detailz

—Detail

Croptographic zervice provider

IEr_I,Iptu:u-F'ru:u Cryptographic Service Provider

Country State, region Locality
G |
Organization Department

IMDCKDBCKEH FHNEQWA PH3 MTOROE

|dentifier

E-mail address

IEIient_E e

Certificate applicability

|'I.3.E.'I.5.5.?.3.2;1.2.543.2.2.34.2

Secret key applicability

Private key to export

] b

Request type IHS.-’-‘-._S HATRSA j
K.ey length I'I 024
¢ Back | Fest » | Cancel

Cryptographic service provider
Country

State, region
Locality

Organization
Department

Identifier

E-mail address
Certificate applicability
Secret key applicability
Private key to export
Request type

Validity period (days)

select the crypto-provider name on the drop-down list;

the keys owner's country (2-character code); the field is
mandatory;

the keys owner's state/region; this field is mandatory;

the keys owner's city/town of location; this field is
mandatory;

the workstation name; filled automatically;

the keys owner's division/department within the company;
the abonent's profile name; filled automatically;

the abonent's electronic mail;

itemize using a semicolon;

itemize using a semicolon;

select a value on the drop-down list;

the type of the certificate request; filled automatically; it is
not recommended to change the default value;

period in days when the key is still valid; the default period
is 365 days.
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M-PRO v1.34 (GOST PSE) Certificate Request Options

Generating request for M-Pro ¥1.34 (GOST PSE) certificate ﬂ

Enter pour certificate details

~Detail
Country

o

City [locality]

State, region

Organization

Department

IMDCKDBCKEH FHNBAWA PHIATOROE

| dentifier

|I:Iient_E e

E-mail address

Fequest type Autozigned j
< Back Mest > | Cancel |
Country the keys owner's country (2-character code); this field is

State, region
City (locality)

Organization
Department
Identifier
E-mail address
Request type

mandatory;

the keys owner's state/region; this field is mandatory;

the keys owner's city/town of location; this field is
mandatory;

the workstation name; filled automatically;

the keys owner's division/department within the company;
the abonent's profile name; filled automatically;

the abonent's electronic mail;

the type of the certificate request; choose from the list of
available values.
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M-PRO v2.x Certificate Request Options

zl
Enter the parameters of pour cetificate
~Detail
Calmtr State, region
|F|L|
City [locality]
Orgarization
IMDCKDBCKEH FHABAWA PHIATOROE
Department
I dentifier
|EIient_E:-:u:
E-mail addrezs
Request type Autozigned j
¢ Back Fest » | Cancel |
Country the keys owner's country (2-character code); this field is
mandatory;
State, region the keys owner's state/region; this field is mandatory;
City (locality) the keys owner's city/town of location; this field is
mandatory;
Organization the workstation name; filled automatically;
Department the keys owner's division/department within the company;
Identifier the abonent's profile name; filled automatically;
E-mail address the abonent's electronic mail;
Request type the type of the certificate request; choose from the list of

available values.
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Open SSL Certificate Request Options

Generating request for OpenSsL certificate ﬂ

Enter your certificate detailz

—Detail

Country State, region

-

Locality

Orgarization

IMDCKDBCKEH FHNBAWA PH3 ATOROE

Department

| dentifier

|EIient_E W

E-mail address

!
K.ey length I-I Uz4

¢ Back |

Cancel |

Country

State, region
Locality

Organization
Department
Identifier
E-mail address
Key length

the keys owner's country (2-character code); this field is
mandatory;

the keys owner's state/region; this field is mandatory;

the keys owner's city/town of location; this field is
mandatory;

the workstation name; filled automatically;

the keys owner's division/department within the company;
the abonent's profile name; filled automatically;

the abonent's electronic mail;

the length of the private key (bit); choose a value from 512
to 2048, divisible by 8 (it will affect keys generation and
regeneration); by default: 1024.
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Crypto-C Certificate Request Options

Generating request for Crypto-C certificate 5[

Enter details of new keys

—[retail

K.evs algorithrn 20M

| dentifier

Client_Exc

¢ Back | 1

i Cancel |

Keys algorithm

Identifier

Registering Certificates Manually

Available:

1994 stands for GOST 34.10 - 1994

2001 stands for GOST 34.10 - 2001;

the abonent's profile name; filled automatically.

[ To register new certificates for registered abonents, select Options = Cryptographic Provider =

EDS Abonents.

Find a profile in the list, open it, and go to its Certificates tab.

Point to the certificate and run Register certificate from the pop-up menu.

Click OK to save the data.

Key Device Options

All options of key devices are set automatically when a key is inputted.
The present chapter fully describes all key devices available in BS-Client. Please use the information as
reference material only. It is not recommended to change default options.

Excellence /4.0 Key Device Options

Mnemonic user name
Secret key directory

Public key directory

Signature algorithm

Encryption algorithm

Work directory
Language
Signature key length

this is a user name to log in the Excellence crypto-provider;
path to the folder with the secret key to sign/validate
signing;
path to the folder with the public keys to sign/validate
signing;
the signature algorithm: GOST - the GOST P34.10-94
algorithm, RSA — the RSA algorithm;
¢ (GOST);
encryption algorithm: GOST - the GOST 28147-89
algorithm;
leave the default value (GOST);
the work folder for the crypto-system;
the interface language (RU for Russian, EN for English);
the length of the signature key; leave the default value
(512);
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Encrypt for UID not used,;
New abonent name the user ID;
Note: ‘New abonent name' cannot exceed 255 characters.

Exchange key length

Password request time out

Master key file

Last operation password time out

Template directory
Device dli
Port number

Device type
Use previous keys for decrypt

Touch Memory Window Time Out

CryptoPro CSP/1.1 Key Device Options

User UID (Common hame)

Note: Letter case is of importance!
User certificate file

CA certificates dir

the length (bit) of the private key to exchange (encrypt)
data;

timeout for a password request from the key device (Touch
memory); store the password in the cache memory for a
few seconds since the last password request; the default
value is 60; you can change it, if required; this option is
used to set the cache memory. A few passwords can be
stored in the cache memory at atime. For each user the
cache memory stores a password. For Touch Memory
tablets the cache memory will store one record. The case
is that user UID is in the device and the system cannot
determine the stored key owner without reading the data
from the device;

the name of the file storing the master key for keys
protected by it;

the password request timeout since the moment of the last
operation (the default value is 5; you can change it, if
required); store the password in cache for a few seconds
since the last password usage;

the folder to store temporary files of the remote generation
procedure;

full path to and name of the library file for the key device;
the number of the port to connect the key device to;

the type of the key device;

check the option to decrypt data encrypted by a sender's
old public keys; available values:

blank, zero - use the current private key for decryption;
negative figures (-1,-2,-3,......) — use the previous key, the
one preceding the previous key, etc. in the descending
order (specify one number);

positive figures - use the key with this number (it is
recommended that you use negative numbers);

seconds to wait for the tablet to touch;

when a Touch Memory tablet is missing during an
operation, a notification like ‘'Insert you tablet into the
reader' appears. There is a parameter controlling the time
(sec) for the notification to be displayed (tablet insert
timeout). If a user fails to insert the tablet, the window
closes and an error message like ‘tablet is missing'
appears.

the certificate name (it must match the key container
name);

if User UID (Common name) was not defined (blank), UID
will be read from the certificate specified in ‘'User
certificate file;' the certificates directory will not be
initialized and its certificates will not be validated.

if there is a User UID (Common name) specified, all the
operations will be started; also, the specified 'User UID
(Common name)' will be compared with the one in the
certificate; if the values do not match, an error is returned;

full path to and name of the file with the current user's
certificate; = A:\Self.cer;

full path to the folder with the root certificates of
Certification Centers (CCs); =A:\CA,;
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Abonents certificates dir

Hash Algorithm
Encrypt Algorithm

Encrypt for UID

Key request time out

Last operation key time out
Key gen - Common nhame
Key gen - e-mail

Key gen - Company

Key gen - Department

Key gen - City

Key gen - State
Key gen - Country/Region

Key gen - Request filename

path to the folder with certificates of abonents and non-
root Certification Centers (i.e., CCs that are not self-
signed); = A:\\BONNET;

the hashing algorithm (available values: GOST_R3411,
SHA1, MD2, MD5); =GOST_R3411;

the encryption algorithm (available values: GOST_28147,
RC2CBC, RC4, DESCBC); =GOST_28147,;

when the system calls the EncodeData function with blank
recipient UID, it will encrypt data for the UID entered here
(to be used for Defenders);

timeout (sec) to store cache since the last time the system
read the key from its device; = 60;

timeout (sec) to store a key in the cache memory since
the last time the key was used; = 5;

UID (Common name) of the new user; = New;

e-mail of the keys owner; = new@new.ru;

the keys owner's company;

= New User Company;

the keys owner's division/department within the company;
= New User Department;

the city/town of the keys owner's location; = New User
City;

the keys owner's state/region; = New User State;

the keys owner's government/region (2-character code); =
RU;

full path to and name of the file with the certificate request;
= A:\new.req;

Attention! If you work with CryptoPro CSP/1.1, you must have the CryptoPro software installed on your

workstation.
Key gen - Request Type

Key gen - Expire period

User UID Location

Container Name Location

the certificate request type (different for each crypto-
provider);

available values: RSA_MD5RSA, RSA SHA1RSA,
X957 _SHAILDSA, or an algorithm mask, e.g., 1.2.643.2.2.4
corresponds to CP_GOST_R3411 R3410; this parameter
depends on the keys type of a selected crypto-provider.

for Crypto Pro: =CP_GOST_R3411_R3410;

the certificate's validity period (days); this parameter will be
used to create the 'next certificate validity period' attribute;
it is used for key generation and regeneration; the default
value = 365;

where to store UIDs within certificates; this will be applied
to all certificates; = CN;

available values:

CN,L,S,0,0U,E,SN correspond to different Subject parts
within a certificate;

CN - Common Name (default value);

O — Organization etc.;

SN - UID = certificate series number;

where to store a key container within a certificate;

available values:

CN,L,S,0,0U,E correspond to different Subject parts
within a certificate;

CN - Common Name (default value)

O - Organization etc.

TITLE - a container name will be stored in the TITLE
extension field.

Notes: the 'User UID Location' and '‘Container Name Location' options will be applied to all library functions,
including key generation and regeneration procedures. These parameters will make your old
certificates compatible with your new library and will help to smoothly migrate to clients' usage of a

certificate series number as a UID.
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Suppose a client's certificate was generated by the old library with UID = Common Name from the
certificate's subject and with the container name. In this case specify the following to migrate to usage
of a series number instead of a UID:

User UID Location SN

Container Name Location CN

Specify the following for clients of VTB that store the UID and container name in the E field to migrate
to UID = series number:

User UID Location SN

Container Name Location E

Specify the following for new clients using a series number instead of a UID:

User UID Location SN
Container Name Location TITLE

Specify this attribute as early as at the start of keys generation as the system write the key container
name to the certificate request at its generation and then the name goes to the certificate. Also, you
can generate keys with any combination of attributes. However, we recommend that in the case of UID
= series number you should store a container name in TITLE. A certificate's subject will not have to
store any remote banking system information.

Crypto COM/2.2 Key Device Options

Current dir

Secret Path

Public Path

User Id

path to the keys root directory (inclusive) to store the CRT
and SEC (or SECO) folders; = A:\;

path to the subfolder with private keys from SEC (or
SECO0) (folder data is confidential);

= A:\sec;

path to the subfolder with public keys from CRT and
certificates; = A:\crt;

= H.0;

Hash Algorithm the hashing algorithm (available: 34.11, MD5, SQR); =

34.11;

Cipher Algorithm encryption algorithm (available: 28147, 28147-ECB, DES,

Random file

Attention!

DES-ECB); = 28147,
name of (and full path to) the file storing the context of the
random-number generator (file data is confidential). Full
path to the @rand file. Its usual folder is either SEC or
somewhere on the same level with CRT and SEC; =
A:\@rand;
Please note that Random File must not be stored on your hard disk. This is the initial vector of
random-number generator initialization. Keep it safe as your private keys. This file is cached by the
standard means so you can save it to a floppy disk with your private keys.

Encrypt for UID nothing will be written here about the bank's digital

signatures. Clients' UIDs relevant to the bank's signature
to be used for the same operations; it is used by
Defenders. When you call EncodeData with and empty
receiver UID, the system will encrypt for the UID specified
by this attribute;

= H.0;

Key request time out time in sec. to store cache since the last reading of a key

carrier (=60);

Last operation key time out time in sec. to store a key in cache since the last key

usage (=5);

Verify validity of cert and key files this is used to verify authenticity and check validity periods

Tip:

of a certificate and private keys (= Yes);

To enable the check, select Yes for the new attribute. Otherwise, no authenticity or validity checks will
be carried out. For certificates authenticity check, the system will need certificates of the certification
centers (the .aut files) in the folder specified in the "Secret Path" attribute). The certificates must be
organized in subfolders by the rule of abonents' certificates organization in certificates directory, as
prescribed by the CryptoCom certificates storage rules.
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Use Intel Hardware Random driver

Tip:

ATTENTION!

this attribute will enable Intel Hardware Cryptographic
Service Provider to feed the random-number generator of
Crypto Com 2.2 (=No);

Should you select Yes, the hardware-based random-number generator supplied within Intel Hardware
Cryptographic Service Provider will feed your generator. Should you select No, the random-number
generator will be fed by the standard means of Crypto Com 2.2. Before using the hardware-based
random-number generator:

1. Make sure that you have a mother board with i810 or i815 chip set.

2. Install Intel Hardware Cryptographic Service Provider.
3. Install the Intel Hardware Random driver.

This driver must be used on workstations with i810 or i815 chip set. For the other workstations you
must set the option 'Use Intel Hardware Random driver' to No. Otherwise, the random-number
generator of Crypto Com 2.2 may not work properly.

Should any errors occur during Intel Hardware Random driver operation, the system will pop up the
error code 7: Can not initialize Intel Hardware Random driver 81x, or the Crypto API error (too large

negative number).

Key gen - Subject

Key gen - Dir

Template dir

Key gen - Secret key length
Key gen - Public key length
Key gen - Key expire period

Current user certificate

Message-PRO 1.1 Key Device Options

Current certificate

Certificates directory

Private disk/directory
Cipher algorithm
Digest algorithm

Key length

New private key
Encrypt key on password
Certificate request
Request signhature key
Country

State or province
Locality

Organization
Organization unit
Common name

E-mail address

Detail error file
Encrypt for UID

Encode for UID

UID of new keys; used to generate keys for the Crypto
Com 2.2; library

folder to store the keys; used to generate keys for the
Crypto Com 2.2; library = A:\;

folder to store temporary files created for remote
generation; = C:\;

default private key length is 1024 bits for Gost; used to
generate and re-generate keys;

default public key length is 256 bits for Gost; used to
generate and re-generate keys;

default keys validity is 730 days; used to generate and re-
generate keys.

current certificate of the keys owner; it must be stored in
the folder specified in the Current dir attribute; =
A:\self.crt.

current certificate of the keys owner; it must be stored in
the folder specified in the Certificates directory attribute;
full path the folder storing all certificates; names of
certificate files are compiles as follows: an abonent's UID
(Common Name) plus .pem;

folder in KEYS to store the current private key key.pem;
encryption algorithm;

signature algorithm=SHA1;

key length=768;

full name of the new file (with the regenerated key);
attribute to show if the key is password protected or not;
path to the file with the exchange key certificate request;
path to the file with signature key certificate request;
country;

state, region;

population aggregate;

keys owner's organization;

organization's division;

UID (Common name) of the new user; its length can be
not more than 40 chars;

keys owner's e-mail;

path to the log file ;

should there be no recipient UID specified, data will be
encrypted for the UID specified in this attribute (used by
Defenders only);

specify recipient UID (Common Name) in the Encode for
UID attribute;
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UID Type where to store the UID in the user's certificate;
available values:
CN - Common Name
SN - Series number
Tip: Should you use the mode where a certificate's series number is used as the UID, the files stored in the

certificates folder are re-named automatically with respect to their series numbers, no spaces, case
retained. Also, you should store the current user's certificate both in the certificates folder under the
name relevant to its UID and elsewhere under any name. Specify the latter file in Current Certificate

of this user.
Request signature type

type of the certificate request.

M-Pro v1.34 (GOST PSE) Key Device Options

Current certificate

Certificates directory
Private disk/directory
Cipher algorithm
Digest algorithm

Key length

New private key
Encrypt key on password
Certificate request
Request signhature key
Country

State or province
Locality

Organization
Organization unit
Common name

E-mail address
Detail error file
Encrypt for UID

current certificate of the keys owner; it must be stored in
the folder specified in the Certificates directory attribute;
full path the folder storing all certificates;

folder in KEYS to store the current private key key.pem;
encryption algorithm = RUS-GAMMAR,;

signature algorithm = R3410-R3411,

key length=1024;

full name of the new file (with the regenerated key);
attribute to show if the key is password protected or not;
path to the file with the exchange key certificate request;
path to the file with signature key certificate request;
country;

state, region;

population aggregate;

keys owner's organization;

organization's division;

UID (Common name) of the new user; not longer than 40
chars;

keys owner's e-mail;

path to the log file;

default encryption; should there be no recipient UID
specified, data will be encrypted for the UID specified in
this attribute (used by Defenders only);

UID Type where to store the UID in the user's certificate;
available values:
CN - Common Name
SN - Series number
Tip: Should you use the mode where a certificate's series number is used as the UID, the files stored in the

certificates folder are re-named automatically with respect to their series numbers, no spaces, case
retained. Also, you should store the current user's certificate both in the certificates folder under the
name relevant to its UID and elsewhere under any name. Specify the latter file in Current Certificate

of this user.
Request signature type

M-Pro v2.x Key Device Options

Current certificate

Certificates directory
Private disk/directory
Cipher algorithm

Digest algorithm

Key length

New private key

Encrypt key on password
Certificate request
Request sighature key
Country

type of the certificate request.

current certificate of the keys owner; it must be stored in
the folder specified in the Certificates directory
attribute;

full path the folder storing all certificates;

folder in KEYS to store the current private key key.pem;
encryption algorithm = RUS-GAMMAR,;

signature algorithm = R3410-R3411,;

key length = 1024;

full name of the new file (with the regenerated key);
attribute to show if the key is password protected or not;
path to the file with the exchange key certificate request;
path to the file with signature key certificate request;
country;
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State or province
Locality
Organization
Organization unit
Common name

E-mail address
Detail error file
Encrypt for UID

state, region;

population aggregate;

keys owner's organization;

department;

UID (Common name) of the new user; not longer than 40
chars;

keys owner's e-mail;

path to the log file;

default encryption; should there be no recipient UID
specified, data will be encrypted for the UID specified in
this attribute (used by Defenders only);

UID Type where to store the UID in the user's certificate;
available values:
CN - Common Name
SN - Series number
Tip: Should you use the mode where a certificate's series number is used as the UID, the files stored in the

certificates folder are re-named automatically with respect to their series numbers, no spaces, case
retained. Also, you should store the current user's certificate both in the certificates folder under the
name relevant to its UID and elsewhere under any name. Specify the latter file in Current Certificate

of this user.

Request signature type
Private keys timeout
New Keys Path

Title

LanCrypto/2.35 Key Device Options

Sign private key
Sign vault
Sigh method

Sign UID

Encrypt private key
Encrypt vault
Encrypt method

Encrypt UID

New user name

New short user name

New key expire period
Touch memory port number

Password/TM Request Time Out

Encrypt for UID

Touch Memory Window Time Out

type of the certificate request.

applied when caching the private key;

path to the folder to store the new (re-generated) private
key;

reserved parameter.

path to the private key to sign/validate signature;

path to the file with public keys to sign/validate signature;

this attribute will be determined automatically, leave the

default option;

ID of the public key specified in Sign private key;

path to the private key to encrypt/decrypt;

path to the file with public keys to encrypt/decrypt;

this attribute will be determined automatically, leave the

default option;

default encryption (for Defender); the value will be

determined automatically, it is not recommended to change

the default option;

user's ID;

name of the private key owner;

months of key validity;

number of the port to connect the key device (Touch

memory) to; there can be none;

timeout of a password request sent to the key device

(Touch memory); this option is used to set the cache

memory. A few passwords can be stored in the cache

memory at a time. For each user the cache memory

stores a password. For Touch Memory tablets the cache

memory will store one record only as the user's UID is on

the very tablet, i.e., the system cannot determine the

owner of the key in cache without reading the tablet.

default encryption;

should you specify Encrypt for UID, the system will

encrypt for the value specified here;

should you leave Encrypt for UID blank, the system will

encrypt for the value from Encrypt UID (used for

Defenders only);

time in sec. to wait for the tablet to touch;

when a Touch Memory tablet is missing during an

operation requiring one, a natification like 'Insert you tablet

into the reader' appears. There is a parameter controlling
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the time (sec) for the notification to be displayed (tablet
insert timeout). Should you fail to insert a tablet, the
window closes and an error message like "tablet is
missing" appears;

Template directory folder to store temporary files created for remote
generation;

Verba-OW/4 Key Device Options

Attention! You must have the Verba software installed to be able to work with the Verba-OW/41 cryptographic
provider!

Verba-OW has library features to work with keys stored on your hard disk. Your encryption private key
and signature private key will be protected and stored on your hard disk. Private keys are encoded by ad
hoc 'individual keys' (CKD — for encryption keys, CKDI — for signature keys) that are again encoded by
the primary key (GK.DB3). Once your private keys (XXXX.HSG , KS_XXXX u SEC_XXXX.KEY) are
prepared for storage on your hard disk, the system copies them from the key device to the folder, named
against the rules for key paths, on your hard disk.

Attention! Before proceeding to operation of your remote banking system, load the proper keys into asrkeyw.exe.
Load encryption (decryption) keys and signature validation keys into the zero slot; there is no such
restriction for signature keys.

Path to secret path to the folder with keys (it must contain the
DB1,DB2,HD1,HD2 sub-folders as well as the gk.db3 and
uz.db3 files); = A:\;

Path to public Path to signature public keys (to the folder with the Faxkey
and Openkey sub-folders); = A:\;

Key serial number Series number of keys (6 digits, beginning with the 5th in
signature UID);

Note: This number must be the same in the bank and client parts.

Encode UID native encryption UID ; it will appear in asrkeyw's window
in the 'encryption’' column once keys are loaded;

Sign UID native signature UID; it will appear in the bank part in
asrkeyw's window in the 'signature' column once keys are
loaded:;

Encrypt for key number number of the abonent to encrypt for; the leading four
characters in the recipient’s encryption UID;

Key device key device; = a: ; this can be a Touch memory tablet;

Key request time out time in sec. to store cache since the key was last read from
the key device; = 60;

Last operation key time out time in sec. to store a key in the cache memory since its
last application; = 5;

Use 0 slot for verify signature the options are 'Yes' or anything else standing for 'No.'

Should you select 'Yes,' signature validation will run from
the 0 slot. Otherwise, signature validation can run from
any slot; = No;

Reset key in drv on start= available options are 'Yes' or anything else standing for
‘No." If ‘No,” the keys that are loaded in the asrwkey driver
will be deemed loaded at the moment of next crypto-
operation (i.e. if there are keys in asrwkey, relevant data
will be stored in cache). For the other options, the keys in
asrwkey are deemed outdated and will be ignored. The
default value = Yes.

Touch Memory Window Time Out time in sec. to wait for the tablet to touch; = 5; to be used
for a Touch memory tablet only;
when a Touch Memory tablet is missing during an
operation requiring one, a natification like 'Insert you tablet
into the reader' appears. There is a parameter controlling
the time (sec) for the notification to be displayed (tablet
insert timeout). If a user fails to insert the tablet, the
window closes and an error message like 'tablet is missing'
appears.
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Open SSI. Key Device Options

User Secret key
User Certificate

Abonents dir

CA dir

CRL dir
RND file

Hash Method

Encrypt Method

Encrypt for UID

Key request time out
Last operation key time out

Key gen - Key Length

Key gen - Common nhame
Key gen - e-mail

Key gen - Company
Key gen - Department

Key gen - City

Key gen - State
Key gen - Country/Region

Key gen - PKey filename

Key gen - SKey filename

Crypto-C Key Device Options
User PKeyl/Certificate

User Secret key
Abonents dir

CA dir
Encrypt Method

Encrypt for UID

Key request time out

name of the private key file; the default name is
=A:\self.key;

full path to and name of the file with the current user's
certificate; the default value =A:\self.cer;

path to the folder to store abonents' certificates and those
of non-root Certification Centers (i.e., not auto-signed
Certification Centers); the default value =A:\ABONENTS;
full path to the folder to store root certificates of
Certification Centers (CCs); the default value =A:\CA;

the default value =A:\CRL;

name of the initialization file for a random-number
generator; the default value =A:\@rand

hashing algorithm (available values: SHA, MD5); the
default value =SHA;

encryption algorithm (available values: RC4, RC2_ECB,
RC2_CBC, RC5_ECB, RC5_CBC); the default value
=RC4;

when the system calls the EncodeData function with blank
recipient UID, it will encrypt data for the UID entered here
(to be used by Defenders only); the default value =User1,;
time in sec. to store cache since the key was last read from
its device; the default value =60;

time in sec. to store a key in cache since its last
application; the default value =5;

key length; choose a value from 512 to 2048, divisible by 8
(it will affect keys generation and regeneration); the default
value =1024;

UID (Common name) of the new user; the default value
=Userl,

keys owner's e-mail the default value
=Userl@usermail.ru;

keys owner's organization; the default value =BSS;

keys' owner's division within the organization; the default
value =Development;

keys owner's city/town of location; the default value
=Moscow;

keys owner's state or region; the default value =RU;

keys owner's state/territory (2-letter memo code); the
default value =Russia;

name of the file to write the certificate request to; the
default value =A:\new.req;

name of the file to store the private key; the default value
=A:\new.sec.

file with the keys owner's public key;

by default, A:\self.pub

file with the keys owner's private key;

by default, A:\self.sec

Folder of abonents' certificates;

by default, A:\ABONENTS

Reserved for expected usage: A:\\CA

0 - Stream Mode, 1-Cipher Feedback Mode;
by default, 1

By default, encrypt for UID;

by default, Userl

time in sec. to store cache since the key was last read from
its device;
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Last operation key time out

Key gen - GOST

Key gen - UID
Key gen - PKey filename

Key gen - SKey filename

Transport Options

by default, 60

time in sec. to store a key in cache since its last
application;

by default, 5

create keys for each algorithm. Available values:

1994 stands for GOST 34.10 - 1994

2001 stands for GOST 34.10 - 2001*%;

by default, 1994;

the attribute is applied by the key generation (re-
generation) procedure

key UID at generation;

by default, User2

file of the new public key at generation;

by default, A:\new.pub

file of the new private key at generation;

by default, A:\new.sec

Transport Subsystem

To set up transport options, select Tools - Transport:

Start
Stop
Reprocess

Send Delayed

Run it to start the transport subsystem;

Run it to stop the transport subsystem;

Run it to reprocess packages that the system failed to
send during the last connection session for some reason
(the bank was closed, connection was dropped, etc.);

With the system set up accordingly, you can create
packages with documents and prepare them for sending;
run this command to send the prepared packages to the
bank, if required,;

Note: The standard BS-Client suite is not set up to use Send Delayed;

Reprocess erroneous
Send Inquiry to Bank
Options

Communication Log
Adv. T-Mail Settings

Transport Subsystem Setup

Run it to re-encrypt packages that were unsuccessfully
processed,;

Run it to send an inquiry if there is any mail for the client at
the bank;

Run it to customize general transport options;

Run it to open the Data Packages Table.

T-Mail for ‘clients’ is set up in the bank part at ‘client’
installation disc generation. Run this command to
customize advanced T-Mail settings. Note that correct
setup is only possible after you set up addresses for the
file gate.

The transport subsystem is set up in the bank part. The settings are then included into the installation
disc of the client part when created. The options are automatically set up during system installation.

Caution! If you need to change the settings, consult your serving bank as to the specific settings of e-connection
between your system and the bank part. Only after that can you modify the settings.

[ Select Options - Transport.

= The Transport Subsystem Options window appears.
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. 2 Transport Subsystem Dptions - |EI|5|

Abonentz and addresses | Gates |

@ | License |<F| |S> | M armne IL::ung harmes IT::: 15t avail. addr. IHemarks |
3 1000000 % = [asnpordade, Dizabled Mo
3 1000001 % = Mockoeckan rdneaua puame Disabled Mo
KI 2l
(= |<H| S>| RS [5ate I Friority | Max. package | Ing | Address |
Ld 1 ¥ | » [asnpomtadk FILEGATE 10 10000 C:AB15_MSUBSYSATH
<] | 2l

Help Cloze |

The Abonents and addresses tab has two scrollers. The first one will contain two rows: bank abonent
and client abonent. When you select a row, the lower scroller will display the selected abonent's addresses.

The Gates tab has two scrollers as well. The first one will contain all the available gates. The second
one will display a list of documentary schemes to be processed by the gate selected above. Do not modify
the data without prior agreement with the bank.

The following gate types are supplied in the standard suite: TCPGATE, MAILGATE, MAPIGATE,
MODEMGT and FILEGATE. Gates are supplied as external *.dll modules that import/export data packets.

Tip: Should you use Outlook Express 6 with your MAPIGATE, there can appear the notification that the
system is attempting to send a e-mail message "message text" in your name when you try to send a
note.

For a workaround, go to Outlook Express, select Tools & Options - Security and de-select 'Internet
zone (Less secure, but more functional).'

Editing Abonent’s Profile
If necessary, you can edit a connection mode for any abonent. Use the following procedure:

[ Go to the Abonents and addresses tab and point to a record in the upper list. Double-click it.
= The Abonent's Options dialog box appears.
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. 2 Abonent's Options [TransId]

=101

| TC Ewc

| 1000002

Lizenze number

—Operation mode
{* Receive / Send

" Receive anly

—Send

% to the main address [one o morek

£ to the first available address

™ ta the main address [changeable upon inguiry)

Remarkz

[ Allow long file names

=

[

Save

Cahcel | Help |

The dialog contains the following viewable and editable parameters:

License number

Operation mode

Send
Allow long file names

The number of the transport license received when
purchasing the system. It is entered automatically and is
non-editable.

item defines the abonent's operation mode: the abonent's
documents will go in both directions, or just out or in, or the
abonent is disabled (no connection).

item defines an order of sending of documents.

By default, package files that go through the file gate are
named by the following short pattern: xxxxxxxx.xxx. Please
note that there are operating systems and software
products that do not support long file names. We
recommend that you do not check this option.

The following Operation mode options are available for checking:

Receive | Send
Receive only
Send only

Disabled

when logged in as this abonent, you can both receive and
send packages;

when logged in as this abonent, you can only receive
packages;

when logged in as this abonent, you can only send
packages;

the abonent is disabled.

An option that you check in the Send section will be applied if there are several addresses set up. If

checked, the options define the following:

To the main address (one or more)
To the first available address

packages will be sent to the address(es) of highest priority;
packages will be sent to the first address of the highest
priority from among the queue of available addresses.

145



[ Click on Save to save the entered data.

= You are back in the Transport Subsystem Options window. The list of abonents now contains
the data you entered in the dialog.

Caution! The list of abonents must contain information of both the Client and the Bank. For the transport
subsystem to work properly, at least one address must be set up for each.

Inputting New Address

If you communicate with the bank through a gate so far unused, you must enter and set up addresses for
each abonent of the selected gate.

[ To enter addresses, use the lower list on the Transport Subsystem Options window. Here you can

enter addresses of the abonent selected in the upper list (marked by [] ).

[ Press Ins to open a dialog box for a new address.
= The following window appears:

Select Gate Type [TransConn] ]

[FILEGATE

FILEGATE
TCPGATE
MAILGATE
MAPIGATE
MODEMGT

[ Select a gate in the list and click Ok.

= The dialog box for the selected gate appears. For example, you've chosen the file gate. The file
gate setup window will appear:

File Address Dptions x|

Transport license number |1 00000
—Operation mode
] _ ™ Send only
" Receive only " Dizabled
—Send
% immediately £ upaon inguiry anly
Pricrity taw. package lenagth
10 100000
Path to files [<B55Root\SubSys\TRANSPATY -

Help | (]S Cloge

Select an operation mode for the given address in the Operation mode section.
The Send, Priority, and Max. package length options are essential for the Bank's address set-up,
Check one of the following options in the Send section:
immediately when you run Send to Bank from the pop-up menu of a
payment document, a package is formed for sending and
an appropriate record enters the system database;
upon inquiry only when you run Send to Bank from the pop-up menu of a
payment document, a package is formed for sending (as
above), but information about it will only be stored in the
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system database. A package will be formed for sending
upon receiving an inquiry from a counterpartner.
Tip: Check immediately in the client part.

Priority is applicable if you have several addresses set up. If you checked to the first available
address as the Send order in the abonent's options, the system will send documents to the address with the
highest priority. Should it be unavailable, the transport subsystem will try to send document to an address
with a lower priority.

If you checked there to the main address, the system will send documents to the address with the
highest priority. Should it be unavailable, sending is delayed till the next time.

If you checked there to the main address (changeable upon inquiry), the address you received the
inquiry from is assigned the highest priority. Documents will be sent to the address with the highest
priority, namely, to the address you received the inquiry from. Should it be unavailable, the transport
subsystem will try to send document to an address with a lower priority.

Note: The more the parameter, the higher the priority.

Note: For your new transport subsystem parameters to take action, stop transport and restart it (run Tools -
Transport - Stop or Tools - Transport - Start, correspondingly) or restart the RBS server.

For more details on addresses setup in case of different gates see chapters with corresponding titles
below.

Gates Setup

. 2 Transport Subsystem Dptions - |EI|5|

&bonents and addresses  Gates |

Tranzport zubzyztem gates |

I M ame |<F|| S>| OnLine | Library Remarks \ﬂ
4 FILEGATE M 200 FILEGATE.DLL
2 TCPGATE ¥ 200 TCPGATE.DLL
3 MAILGATE ¥ 200 MalLGATE.DLL
4 MAPIGATE ® ¥ 200 MAPIGATE.DLL
[« | _*I_I

Selected gate 1z enabled for the following documents

Docurments' type | <F|| S>| Docurments' name \ﬂ
| M| SCONFIRM HH
| [$QUERY HH
Help | Cloge |

 Go to the Gates tab, point to the Transport subsystem gates scroller, and open the Gate
Description window. To open the latter, point to a row with a gate name and press Enter (or double
click on the selected row).

Let’s take the TCP gate as an example:
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Gate Description [TransConn] 5[

I ame Delivery level
|TCPGATE |200
Library file [dil] Mame of gate'z inztallation dil

|TI:F'GJ-‘«TE.DLL

ILTERP.DLL

—Operation mode

= Receive / Send

{* Send only

= Receive only {~ Dizabled

Remarks

=
E

Setup dialog [Self]

Setup dialog [Other] [Gate optiohz dialog |

L TranzAddriConnDataT CPSelfDialog | TransdddriConnlataT CPOtherDialog | TransConnT CPSettingzDialog
<] | ja
Ophians Ok, Cancel |

Name you can change the gate name; note, however, that

Delivery level
Library file

Name of gate's installation dll
Caution!

Transport Subsystem Options will display the changes
after restart;

gate's initial package delivery level ;

name of the gate library to use;

name of the gate installation library to use.

You MUSTN'T CHANGE default values in Library file and Name of a gate installation dll.

In this window check one of the following options for the Operation mode:

Receive | Send

Send only
Receive only
Disabled

enables both sending and receipt of packages through the
gate;

enables only sending of packages through the gate;
enables only receipt of packages through the gate;
disables the gate.

[ Gate Description contains information about dialogs for set-ups of transport addresses in its lower
pane. Press Ins or double-click on a list row to open a corresponding Transport Addresses Setup

Dialog for editing.
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Transport Addresses Setup Dialogs ﬂ

Litrary file: [dll) ITEF‘G.-’-‘-.TE.DLL

Setup dialog [Self]
ITrans.-’-‘-.ddrEu:unnD ataT CPSelDialog

Setup dialog [Other]
ITrans.-’-‘-.ddrEu:unnD ataT CPSelDialog

Fate zetup dialog
ITransEDnnT CPSettingzDialog

Cancel

[ To customize gate parameters, click on Options at the bottom of the Gate Description.
= There are no customizable parameters for FILEGATE and MAPIGATE.

Transport Gate Options 5[

Gate |TEF'I3ME

[~ Display the data transmizsion indicatar

Ok Cancel

Display the data transmission indicator indicator of data transmission (sent/received bytes) will

appear at attempt to establish connection).
x|
Gate [MAILGATE
[ 7y

Ok, Cancel

Read after sending only (here: ??22?? at connection attempt, the system will check received data

after sending.
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IR
Gate |MODEMGT
[com] | Alias |
L4l Mokia
Er Edit
> Delete
[ Dizplay the data transmission indicatar
] Caticel
Display the data transmission indicator if it's checked, indicator of data transmission (sent/received

bytes) will appear at attempt to establish connection).

[ To create a new connection, click on New or press Ins. To modify one of registered connections,
click on Edit.

Note: Remote connections are created and modified by standard tools of your operating system. You can
select set up channels for addresses set-ups.

Documentary schemes for gates are customized in the scroller Selected gate is enabled for the
following documents on the Gates tab.

[ Select a row with the name to customize and press Enter (or double click on the list row). Press Ins
to create a new document.

= The Gate dialog box appears.

=10(>q

[MODEMGT e -
|EANKKEVEXCHANGE =]
Operation mode
{* Receive / Send " Send only
" Receive only " Dizabled

Save I Cancel Help

[ Select a documentary scheme on the drop-down list, specify an appropriate operation mode, and
click on Save.

Run the pop-up menu command Enable / disable receipt and send, available in both scrollers of
Transport Subsystem Options, to change the operation mode of a gate or scheme.
This command, unlike the gate (documentary scheme) setup window, will not allow you to select
either Receive only or Send only. The Enable / disable receipt and send will set either Receive / Send
or Disabled mode.
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File Gate Addresses Options (FileGate)

[ Pop up the Address Options window from the Abonents and addresses tab. To pop it up, press
Enter or double-click on the file address.

x4
Transport license number |1 00000
Operation mode:
| " Send anly
" Receive only " Dizabled
—Send
% immediately £ upaon inguiry anly
Pricrity taw. package lenagth
10 10000
Path to files [CAB15_3\SUBSYSATRANSPATY
Help | (]S Cloge

For a correspondent's address the window will have a similar layout.
Set up the parameters as follows:

- for the input address:
Operation mode
Priority

Path to files

- for a correspondent's address:

Operation mode

Receive / Send,;

the more the value, the higher the priority of a given
address over the other addresses;

path to the folder to be checked for availability of files from
your correspondent.

Receive / Send;

Priority the more the value, the higher the priority of a given
address over the other addresses;

Path to files path to the folder where prepared packages will be created
for transferring to the correspondent.

Note: Go to Gates, open the window for FILEGATE options, and check Receive |/ Send in the Operation

mode group.

T-Mail Options

The T-Mail transport system is a subsystem exchanging data between the client part and server through

T-Mail.

The Mail Package T-Mail is set up for clients during generation of relevant installation discs on BS-

Client's server.

[ Advanced T-Mail settings are available at Tools = Transport = Adv. T-Mail Settings.
Note: Correct setup is only possible after you set up addresses for the file gate.
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Ady. T-Mail Settings

Fath to T ail file to be executed

I‘ZBSSHu:uc:t"/a'xsul:us_l,ls'xT-mail'xmail.l:uat

Fath to outgoing T-Mail packages

I‘ZBSSHDutZHsubsys'xTransp'xDutB ax

[~ Folder with outgoing tranzport packages

[~ Don't verfy packages left at shutdown

Help | Ok,

Cancel

Path to T-Mail file to be executed

Path to outgoing T-Mail packages

Folder with outgoing transport packages

path to the file launching the T-Mail program: contacts the
bank, sends outgoing package, and receives incoming
packages from the server default path is %BSSRoot
%\SubSys\T-MAIL\MAIL.BAT

path to outgoing T-Mail packages; default, the value is
taken from the transport settings, captured at installation
disc generation, and corresponds to the bank's File Gate
Address %BSSR00t%\SubSys\TRANSP\1\

;the client part's close procedure scans the folder; should
it contain anything, the system will not be closed till T-Mail
finishes transfer of the packages to the bank.

with the option checked, path to outgoing T-mail packages
is the one from the transport settings specified at
generation;

Tip: You cannot check Folder with outgoing transport packages should there be no registered FileGate

address.
Don't verify packages left at shutdown

when you shut down the ‘client’ system, it checks contents
of the folder with outgoing packages;

Should the option be un-check and the folder contain files,
the system does not shut down until T-Mail packages are
transmitted to the bank part.

Tip: Before you start T-Mail (from Tools - Transport > Start T-Mail), start mail.bat that must be
supplied within your system installation disc.

mail.bat will contain:

@Echo off

cd ..\Subsys\t-mail\

t-mailnt

TCP Gate Addresses Options (TCPGate)

-t

[ Pop up the Address Options window from the Abonents and addresses tab. To pop it up, press

Enter or double-click on the address.
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TCP Address Options |

Tranzport icenze number I'I Q00000

—Operation mode
] f " Send anly

" Receive only " Disabled
—Send

£ immediately % upaon inguiry only

Priority aw. package length

10 | 100000

P | Host |

Pot  |1024 License [ 1000000

Global timeaut [hh:mmm:ss) II:":I:DE:I:":I
Murnber of connections I'I aa

Int. delay, mz IEDDD Eut. delay, mz |1 2000
Interval between attempts to connect ||:||:|:|:|5:|:||:|
Attermpts to establizh connechion I

Remate connection

¥ Use establizhed connection [l phimns |

Help | Ok Cloze |

For a correspondent's address the window will have a similar layout.
You can set up the following options in the appeared window:

Max. package length longest possible outgoing package (by default, 10,000
bytes);
Global timeout maximum period to wait for transmission of a next data

packet. With the period expired, the connection is dropped.
(5 min by default);

Int. delay longest possible period to wait for between sending a part
of a package to a correspondent and receiving
acknowledgement of the package part receipt from the
correspondent (30,000 ms by default);

Ext. delay longest possible period to wait for between sending a
package to a correspondent and receiving a package from
the correspondent (60,000 ms by default);

IP IP address of the workstation to receive TCP packets at
the bank (used for correspondent address only);

Host net-name of the workstation to receive TCP packets at the
bank (used for correspondent address only);

Note: input one of the two parameters: either Host or IP

Port number of the port to use for exchange;

License number of the transport license;

Number of connections highest possible number of simultaneous TCP clients (from

the client part).
By default Use established connection is checked. Un-check it only if you connect to the bank through
a connection not default for your operating system. Set up the connection before un-checking the option
(see DialUp Connection Setup).
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[  Goto Abonents and addresses to customize the above options for each abonent as follows:
- for the input address:

Operation mode Receive / Send;

IP Blank;

Port number of the port to use for exchange;

Send immediately;

Priority the more the value, the higher the priority of a given

address over the other addresses.
- for a correspondent's address:

Operation mode Receive / Send;

IP IP address of your correspondent;

Host net-name of the workstation to receive TCP packets at the
bank;

Port number of the port to use for exchange;

Send immediately;

Priority the more the value, the higher the priority of a given
address over the other addresses;

Notes: The present manual describes the situation where a client doesn't have a fixed IP address.

Input one of the two parameters: either Host or IP;

It should be emphasized that you must check Send only in the Operation mode group for TCPGATE
from the Gates tab.

MAIL Gate Address Options (MailGate)

[ Pop up the Address Options window from the Abonents and addresses tab. To pop it up, press
Enter or double-click on the address.

= The following window will appear for the input address:

E-mail Address Options x|

Tranzport licenze number |1 0oaaa0
—Operation mode
£~ Send only " Receive only " Dizabled

—Send —hax. package length Pricrity

{*  immediately £ upaon inguiry anly I'IEIEIEIEIEI 10
—Addresze Server

Receiver I Hozt I

Sender | Part SMTP |25

Socket reply timeout, sec. |3|:|

[w Current connection Optiams |
[~ Enable authentication

Help | Ok | Cloze

Set up the parameters as follows:

Operation mode Receive only;

Send immediately;

Priority the more the value, the higher the priority of a given
address over the other addresses;

Host net-name or IP address of the mail server;

154



Server interrogation period period for the gate to interrogate email box on the server
(s);

Tip: The shortest possible period can be prescribed by the mail server. Thus, some public mail servers
define several minutes as the minimal period of interrogating them. However, even if the mail server
does not restrict it, it is hardly worthwhile to check for e-mail oftener than once a minute.

It should be considered that if you choose to save events log to file, each mailbox call will add at least
10 lines to it. So the oftener the calls, the faster log growth.

Port Mail server port number for POP3 (110 by default);

Login user name for the mail server;

Password password of the user to the mail server.

Socket reply timeout, sec. time in seconds to wait for socket to respond; should there
be no response within the time, the connection is dropped;

Enable authentication the option must be checked should the mail server require

authentication; otherwise, the system will not be able to
connect to the mail server, whereas a proper record will
appear in the transport log.

Set the following options for the correspondent's address:

Operation mode Send only;

Send immediately;

Priority the more the value, the higher the priority of a given
address over the other addresses;

Host net-name or IP address of the mail server;

Server interrogation period period for the gate to interrogate email box on the server
(s);

Port Mail server port number for POP3 (110 by default);

Login user name for the mail server;

Password password of the user to the mail server.

Note: Check Receive | Send in the Operation mode group from the Gates tab.

Tip: It is not recommended to use addresses provided by free mail servers for the client's MailGate as there

are no guarantees of their being operable.

MAPI Gate Addresses Setup (MapiGate)

 Go to Abonents and addresses to pop up MAPIGATE Options window by pressing Enter or
double clicking of the gate name.

MAPIGate Address Dptions |

Transport license number |1 00000
—Operation mode
] _ ™ Send only

" Receive only " Dizabled
—Send

% immediately £ upaon inguiry anly

Pricrity taw. package lenagth

10 | 100000

Prafile name I

Receiver's e-mail I

Mew mail check interval, zec. |1 a0

Help | Ok | Claze
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[ Setup the options in the appeared window as follows:
- for the input address:

Operation mode Receive / Send;
Send immediately;
Profile name the client’s mailbox (profile) name.
Receiver's e-mail the client’s e-mail address;
New mail check interval, sec. period to check for new mail in the receiver’s mailbox.
Note: Check Receive | Send in the Operation mode group for MapiGate from the Gates tab.
- for the correspondent’s address:
Operation mode Receive / Send;
Send immediately;
Profile name the client’'s mailbox (profile) name.
Receiver's e-mail the correspondent’s e-mail address;
New mail check interval, sec. period to check for new mail in the receiver's mailbox.

MODEM Gate Address Options (MODEMGT)

[ Goto Abonents and addresses to pop up MODEMGT Address Options window by pressing Enter
or double-clicking of the address.

Modem Address Dptions x|
Tranzport license number |1 000000
—Operation mode
] = Send anly
" Dizabled
—Send
* imrnediately " upon inguiry oy
Pricirity taw. package length
10 | 100000
Client [T Afternpts tirmeout
| 1000000 |
Phone numbers Anzwer waiting timeout
Dial-up mode Connection reestablishing timeout
| i1 [y NN
Delivery portz Data waiting timeot
W | F=
Attempts to establizh connection Connection keeping tirmeout
Help | Ok, Cloze

[ Set up the options in the appeared window as follows:

Operation mode Receive / Send;

Send immediately;

Data waiting timeout maximum period to wait before sending a package to the
correspondent (bank) and receiving a package from it;

Connection keeping timeout maximum period to wait for transmission of a next data

packet. With the period expired, the connection is dropped.
To hold a connection continuously, specify zero;
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Delivery ports ports which modems are connected to and which are used
to establish connection (if one is busy, another is used);

select them by

_io/x
He BEiSpaHe BeiSpaHe
o3 Ok
COM4 »» | |comz I Use =2~ 2 4 .4
COmG ’ ’
Egmg ? E to compile a list of
COME COM ports in the Selected
Egmn < column (here: BbIOpaHbI)
COM11 » and click Ok.
COrM12 —_—

Ol OTrEHS
Note: Check the Receive | Send option in the Operation mode group for MODEMGT from the Gates tab.

DialUp Connection Setup

[ If your system uses a non-default connection to the bank via modem (DialUp connection), go to the
Input (TCP or MAIL) Address Options and de-select Use established connection.
= The Address Settings window appears.

Address settings x|

@ Save permanent address park?

Tip: The Address Settings dialog box will only appear for a new and yet unregistered address during
DialUp Connection Setup. Preserve the invariable part of the address.
The Address Settings dialog box will not appear for a registered address during DialUp Connection
Setup.

[ Click on Yes.
= The DialUp Setup window appears.
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DialUp Setup x|

Awailable connections

CoegWHeHuE o 22947
kmp 03 [ New
krp103 B Edi
¥ Select
|Jzed connectionz
Connechion I.-’-'-.ttempts

L4

¥ Drop established connection

[~ Dizplay dizconnection message

Reattempts timeout [zec.] |1 1]
Total attempts |3

Help | [k Cancel

[ Available connections will display the registered remote connections. To view and modify
registered connections, select one in the list and click on Edit. To create a new remote connection,
click New.

Note: remote connections are created and modified by standard tools of your operating system.

[ To add a registered remote connection to the list of those used by the transport subsystem, select a

row and click on Select.
The Used connections list contains two columns:
Connection name of the used connection;
Attempts number of attempts to connect.

[ By default, the number of connecting attempts is 1. To change the value, select a row in the table
and press Enter.

_ioix]

M ame |Dial-up Connechion

Mumber of attempts I-I

(3 | Cancel |

[ Change the value in Number of attempts and click Ok.

The other parameters are used to customized the connection:
Drop established connection will drop established connection at the gate's attempt to
establish connection.
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Display disconnection message

Reattempts timeout (sec.)

Total attempts
[ Click Ok to save the settings.

Registered connections are used not only by the transport
gate, but also by other applications, so the selected
connection may appear busy. When there is no free
connection in the list of connections selected for a given
address, this option, if checked, will make the system drop
a connection and capture it for the gate's needs.
Otherwise, the address will be blocked until a connection is
freed.

the check-box is active should you check Drop
established connection. With the option checked, a
confirmation window appears when disconnection proves
necessary;

period between attempts to establish connection (in
seconds);

number of attempts to connect.

Tip: After you save the DialUp connection settings, Input (TCP or MAIL) Address Options will have
Options activated. Click this button to pop up the DialUp Setup window for viewing or modifying.

BS-Client StartUp Options

System Tools

By default, the system only has the Administrator's workplace set up.
To add a system user, set up the options in Setlogin.exe, stored in % BSSRoot%\EXE.

Tip: If you have a few BS-Client’s client parts installed on your workstation, you will need to create a .bat file
(like cbank.bat but with setlogin.exe instead of cbank.bat) and specify the path to the required system

to be able to start it.

159



#+ default.cfg . ; =10 %]

S 5]

Options |Wind-:.w|

Ilzer Mame ~Language
IDB.-’-‘-. v llow change default database
RUSSIAN |
Pazzword v Allow save changes in CigFile I
| Allow connect if any loging are I™ Allow change default language
j | incomect

Default Databaze name

—Diztrbutior
C15_ 030811 - o
I J IV Show login window Protection zerver location

[atabaze lagin

I [~ Show default databaze params I':":'SEWE[
[atabaze pazsward [ Show logins list Protection server alias
|DEFAULT

Ixxxxx

¥ Save user password in ChgFile

Equal uzer and database logins : :
Ml ¥ Save default DB pazswaord|in CigFile

K.emel zerver location

[T Remote authentification

Hemate zetinos: |

On the upper pane there is an icon toolbar with the following buttons:

create a new startup configuration file;

B i L
open a configuration file;

E save the current configuration file;

i ' L

L save the current configuration file under a new name.

The data must be stored in Default.cfg in the system startup folder. One such file will store settings for
one user. Therefore, you should start the system from different folders for different users.

Setlogin window will contain the tabs Options and Window.

Go to Options to set up:

User Name name of the user used to log in;

Password password associated with the name;

Default Database Name alias of BS-Client's default database to connect to at
startup;

Database login login to use to connect to the database should it differ from
the user login.

Database password password to the database.

Note: If you need to make user's and database logins and passwords different, de-select Equal user and database
logins and passwords and specify database login and password in Database login and Database
password, respectively. With the option checked, the fields are inactive.

Equal user and database logins and

passwords will make the system use the same logins and passwords
to log in and to connect to the database.
Remote Authentication if it's checked, database log-in will be followed by remote

user authentication; the field activates the Remote
Settings button;
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Allow change default database

Allow save changes in CfgFile

Allow connect if any logins are incorrect

Show login window
Show default database params

Show logins list
Save user password in CfgFile

Save default DB password in CfgFile
Language

Allow change default language
Protection server location

Protection server alias

Kernel server location

will allow you to connect to the database with Default
Database Name as well as to databases specified on the
right pane;

will save modifications to the file of system startup settings
after startup;

if you cannot connect to an additional database; the option
will allow login anyway by connecting to the
DefaultDatabase;

will display the Login window; if it's checked, the system
will require the user name at startup;

will display database parameters at startup in the Login
window;

will pop up a list of databases to connect to;

will save the user password to the file; so that you will not
have to enter the password each time you log in; however,
this feature will lessen protection from unauthorized access
as the login and password will be specified automatically at
log-in;

will save the database password to the file;

default language;

will enable change of the default language;

netname of the workstation where BS-Client's Guardant e-
key is installed; if the key and BS-Client are installed on
the same workstation, leave the field blank;

lisense name: 'default’ by default, 'DemoClient’ for a demo
version;

leave blank.

With Remote Authentication checked, database log-in will be followed by remote user authentication.
The Remote Settings button becomes active. Having clicked on it, the Remote Settings window appears
where you can set up remote user authentication.

Remote settings

Senser name

|DEESEFWEF{

COM server name

I{ﬁxDE?D?H—BEEEI—4D8?—82EIB—CEIEI4EIE&EEZEF_}- j

0] Cancel |

Specify the following:
Server name
COM server nhame

name of the workstation with the remote COM server,
name of the COM server; you can select it from the value
list or enter manually, if the standard name is not used,;
You can also specify your PROGID server name.

If the system operation requires several databases, you need to create additional database aliases and

input their connection parameters.

0 Click ' to pop up the new alias description dialog box.
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Add alias to aliases list x|

Aliaz

Aliaz tope
Irl'-.uh:u j

T able prefix bl aw sezzions

! 0 =

|Jzer name

Pazzwond

[~ Allow uzer change login and password

[~ Sawve password in CFGFile
OF. Cancel

[ Select an Alias from the value list. Is it not recommended to change Alias type, Max sessions, and
Table prefix. Enter a database name and password in User name and Password. Click Ok to save
the input.
= Presently, the list of aliases contains a description of a new database connection. To work with

several databases at a time, you need to similarly describe connection to the other databases,
available for the user.

[ Go to Window to set up the startup layout:

## default.cfg o ]
=2
Options

Windo header Label for language

IJ'IurMH Iﬂabm

Label for uzer narne Label for Ok button

|I'Innb3u:uBaTenb |EIK

Label for password Label for Cancel button

|I'Iapur|b |DTMEHa

Label for default databaze name Label for slias column

|Easa AAHHER CHCTEbI IEasa AEHHE

Label for default alias Label for uzer name column

IDCHDBHDD’! anqac InD.ﬂbSDBaTEIIb

Label for databaze uzer name Label for pazsword column

IﬂDI’HH K. Ba38 AaHHEIH |I'Ia|:u:ur|b

Label for database pazsword Label for zave changes control

II'IapDnb K. G838 AaHHER IEU:-:paHMTb WEMEHEHUA

Meszage: "Cannat connect to aliaz" CRmcor GocTYnHel- ASEIKOE:

|DLum6Ka NogKMoYEHHA K Gaze EWNGLISH

RUSSIAN
Fant
[ M5 Sans Serif [
Change logo

Window header name of the startup window;
Label for user name name of the login input field,;
Label for password name of the password input field;
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Label for default database name
Label for default alias

Label for database user name
Label for database password
Label for language

Label for OK button

Label for Cancel button

Label for alias column

Label for user name column

Label for password column

Label for save changes control
Message: "Cannot connect to alias”

Font
CnncoK AOCTYMHbIX A3bIKOB

name of the database input field;

name of the default alias field;

name of the database user field;

name of the database password field;

name of the language selection field;

name of the Ok button;

name of the Cancel button;

name of the alias field when connecting to additional
databases;

name of the user login field when connecting to additional
databases;

name of the password field when connecting to additional
databases;

name of the check-box for saving changes;

header of the database connection error natification;

font setup;

Russian for 'Listing of available languages.’

Use the Change logo button to change the startup window logo.

Journalizing
The system keeps various logs. They store

actions and operations that the system executes and runs.

There are logs that are always kept, others can be created. Log keeping is essential when debugging data is

required.

Journalizing Setup

0 Select Tools = Service > Journalizing and Tracing Setup

= The Log Keeping Setup window appears.

Log Keeping Setup 5'

I.ﬁ.rchived

—Journalizing
File name

IZBSSHDD':Z'\S ubsyziLogshdrchived EDATEX log

Mame of external application zlot

I.ﬁ.rchived

Save log to

file: ZCIEEN

application

I'I - etr.error j IEI - iz off

=l jo-isof |

Help |

Save | Cloze |

Select a log type on the drop-down list.
Specify the path to save the log to.

Specify a name of external application slot. By default the field is populated and corresponds to

the log type selected.

[ Specify where to save log to (file, screen, application).
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[ Click on Save.

Mail Statistics Setup

Mail statistics will store information about received and sent documents to show aggregate information
in the Received/Sent Documents Report dialog box.

. ® Received/Sent Documents Report 10| x|

Beport on sent and receiwved documents
(was begun on 15.03.Z005 in 13:z24:0&.3710)

Type of data Quantity Total amount
Beceived:
-— HNo documents --

Sent documents:

-— HNo documents --

Clear Help

Cancel |

[l  Click on Clear to clear the list of messages.

[ To set up the index of mail statistics, select Tools = Service = Mail Statistics Setup.
= The Mail Report Options window appears.

. 2Mail Report Dptions Y [m]
[Daveio|s

General
’7|7 On A0

OnA0ff | Scherne Statuzes Amount field D ezcription |«
3 MnaTesHoe NOpYYEHHE 25001 Amnount K.BUTaHUME 0 Npuete__|

F.BMTaHLMEA 0 NpUete
MopyyeHKe Ha nokynky sanioTtel | 25001 K.BUTaHUMEA 0 anETILI
3

Cloze |

use it to switch on (checked) / off (un-checked) mail
reporting; report contents are compiled following the
documentary schemes options set up below.

by MopyyeHKe Ha nepeson Bantotel | 250071
Y

< |

Onloff

[ To set up the repot form, select a row in the list of documentary schemes and press Enter. Click

or press Ins to insert a new record.
= The Mail Report Setup window appears.
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x
Dezcription
IF'a_I,Iment Order receipt acknowledgements
Scheme Scheme table
InﬂaTE}KHEIE NOpYYEHKE J |F'.-’-'-.YDEIEFILI
Statusg
| 25001
Amount figld Drirection
I.-'l'-.mcuunt j {+ Receive
[V On/Of ® S
Help Ok, Cancel

Each setup consists of the following parameters:
Description

Scheme
Scheme

Status

Amount

On/Off

table

field

Direction

a short description; this information will appear in the
report.

choose a documentary scheme in the directory.
name of the documentary scheme table;
populated;

a 'shortened' status of a document for the setup to identify
and act;

if specified, the field's value will be added to appear in the
report;

Use it to switch on (checked) / off (un-checked) the setup.
Specify a type of documents to apply the setup to
(Receive/Send): each section will display statistics of
received and sent documents.

it's auto-

Appendices

Data Packages Table Fields
Below are fields of the Packages table (Tools-> Transport-> Communication Log).

=101 x|

n From| To |Statuz |PackD FPackT Type |Onlinel | Part [of] |D|:u:$ |D|:u:5|:heme |Gate |;|

E 10000 10000 22 15.09.2004 |18:08:09 CFo |0 ] 1] 1] FCOMFIRRM FILEG.-’-\TE_l
| |0 1000010000 22 15092004  |18:09:08 CFo |0 ] 1] 1] FCOMFIRRM FILEGATE
| |0 1000010000 22 15092004 |18:09:23 CFo |0 ] 1] 1] FCOMFIRR FILEGATE
|0 1000010000 22 16092004 18:09:31 IF n n 1] 1 StatementQuery FILEGATE
| |0 1000071000022 16092004 |18:16:45 CF |0 i 1] 1] $COMFIRR FILEGATE
| |0 1000010000 22 15092004 |18:16:53 IF 1 ] 1] 1 Statementuen FILEGATE
| |0 1000010000 22 15092004 |18:16:59 IF 1 ] 1] 1 Statementtuemy FILEGATE
| |0 1000010000 22 15092004 | 18:25:54 CFo |0 ] 1] 1] FCOMFIRRM FILEGATE

| |0 1000010000 22 15092004 |18:26:02 IF 1 1] 1] 1 PayDocHu FILEGATE =

KN _>IJ
Filker | Sart Search Help Cloze |
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From package sender code;

To package recipient code;

Status package status;

PackD package creation date;

PackT package creation time;

Kind package type;

OnlineL processing stage number;

Part packages part number;

(of) total constituent parts;

Docs number of documents in a package;
DocScheme documentary scheme;

Gate gate type;

FSendD For incoming: date of recording the package to table;

For outgoing: date of transmitting the package to gate (for
split packages - transmission of all the constituents);

FSendT For incoming: time of recording the package to table;

For outgoing: time of transmitting the package to gate (for
split packages - transmission of all the constituents);

FDelivD Zero implies that there is no transport acknowledgement;
For incoming: date of sending a transport
acknowledgement;

For outgoing: date of receiving a transport
acknowledgement;

FDelivT Zero implies that there is no transport acknowledgement;
For incoming: time of sending a transport
acknowledgement;

For outgoing: time of receiving a transport
acknowledgement;

RellD Associated reference;

RelD Associated reference;

RelT Associated reference.

Note: Reference stands for a unique package identifier.

Main BS-Client Icon Toolbars

Documents
: open the payment orders scroller (or Outgoing-> Payment
Orders)
open the account statements scroller (or
Incoming-> Account Statements)
Directories

i open the Russian banks directory (or
Directories-> Corporate-> Russian Banks)

open the Currencies directory (or Directories > Corporate
- Currencies)

open the Exchange Rates directory (or Directories >
Corporate - Exchange Rates)

open the Correspondents directory (or Directories ->
Internal > Correspondents)

System Information

! AutoStart indicator
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Scroller Icon Toolbar

]

i

Document Icon Toolbar
i
i

|

Hot Keys

Replications (or Incoming - Replications)
Send an inquiry to the bank

Start the BS-Client context help

New

Delete
Search
Filter

Sort
Refresh
Select all
De-select all

View information about highlighted document(s) (quantity
and total value)

Troubleshooting

BS-Client context help

Print

View print form

View old-format print form
Save print form

Save

Save as template

Create on template base
Verify

Show system fields

To Create, View, and Save Documents from Dialogs

Ctrl+A
Ctrl+N
Ctrl+K
Ctrl+S
Ctrl+Alt+S
Alt+C

Common for Forms and Scrollers

Alt+Enter
Ctrl+Alt+P
Alt+P
Ctrl+P
Ctrl+S

AutoNumbering

Calculate VAT

Insert an inputted correspondent into the directory
Save (= Ok)

Save and close (a button + a floppy disk)

Quick correspondent search

Open a list

Save a print form to file
View a print form

Print

Save
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Ctrl+T
Ctrl+R
F7

Ctrl+H
Ctrl+K

For Scrollers

Ctrl+F9
Ctri+l
Ctrl+K

To Sort

F2
Ctrl+F2
Alt+F2

To Filter

F5, +F25
Alt+F5
Alt++F5

To Search

F7, +F27
Ctrl+F
F3

To Select

Ctrl+Ins
Ctrl+“+”
Ctrl++-«
Ctr|+“*l!

To Open a Dialog Box

Ins

Enter
Ctrl+Enter
Del, Ctrl+Del

To Edit
Ctrl+Enter

To Browse

Ctrl+PgUp
Ctrl+PgDn
Ctrl+Left
Ctrl+Right
Ctrl+Home
Ctrl+End
Left

Right

Up

Down
Home

End

PgUp
PgDn

Keys for Document Forms

Ctrl+F6
Ctrl+Shift+F6
Alt+0

Keys for Text Boxes

Save as a template

Export template data
Verify a document

System fields and a history
Troubleshooting

Refresh
Information about highlighted documents
Troubleshooting

Open sort window
Current column sort
Clear sort settings (Sort over the first unique index)

Open filter window
Open current column filter window
Clear filters

Open search window
Open current column search window
Find next

Select (de-select) current entry
Select all

Deselect

Invert selection

Open dialog box to insert entry
Open dialog box to edit entry

For selection mode: open dialog box to edit (if allowed)

Open dialog box to delete entry

Populate linked fields according to key data without

directory call

Page top
Page bottom
First row field
Last row field
First row
Last row
Previous field
Next field
Row up

Row down
First row field
Last row field
Page up
Page down

Switch to next window
Switch to previous window
View windows list (not for MDI windows)
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Ctrl+Enter Enter value into directory selection field, according to
current value

Alt+Enter Open directory

Alt+Up, Alt+0+Down Open value list
Acronyms

EDS Electronic Digital Signature,
ABS Automated Banking System,
AS Accounting System;

CBR Central Bank of Russia,

Uninstalling the System
You can un-install the BS-Client system by one of the following two procedures:

e Using intrinsic BS-Client tools;

e Using routine procedures for installation/deleting of programs available from the Start menu ->
Settings = Control Panel - Add/Remove programs.
Let's follow both procedures.

Uninstalling With BS-Client Tools

[  Start setup.exe from %BSSR00t%\EXE.

Tip: %BSSRo0t% - is the system installation directory. This reference will be used to specify a path with
regard to the system directory.

= The Installation of system BS-Client v.3 operator's RWS.

3, Installation of system B5-Client v.3 operator’s RWS x|

You are welcormed with & prograrm
of installation of system
B=-Clientw.3 operator's BWs |

WARNING!

= The given program is protected by laws
on copyrights and the international

agresments
=2 Bank's Soft Systams

UREL: wnw bssys com

Exit |

[ Click on Next.
= The Select process window appears.
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=

- \-\..__ s b- ="
g
=
= Add/Delete subsystems
—_— % Uninztallation of zpstem
-
[

=2 Bank's Soft Systems
UREL: www bssys com

Exit |

[ Check Uninstallation of system and click on Next.

= The Uninstallation of system BS-Client v.3 operator's RWS window appears.

.3 Uninstallation of system BS-Chent v.3 uperatur'sjé;' EI

Deleting of the directories

I

= The system will notify of the its being uninstalled.

Bl ¢

Uninstallation iz complete

[ Click Ok.

Uninstall by Routine Procedures

[ Select Start > Settings > Control Panel > Add/Remove programs.
= The Add/Remove programs window appears.
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li'g Add/Remove Programs — IEI Iil

Currently installed programs: Sort byt | Mame ;l

B APM knvedTa BS-Client v.3

To change this program or ren

WOUr compl utn:er_
;'i:i"r::'r':l_l o4 ABO BS-Client {Aemo-sepoma)
. i ABO BS-Client v.3 2
¥D tprnToripa 5P Size z.12M8 |

Close |

0  Select BS-Client v.3 operator's RWS and click on Change/Remove.

= The Installation of system BS-Client v.3 operator's RWS window appears.
[ Click on Next.

= The Select process window appears.

[ Check Uninstallation of system and click on Next.
= The Uninstallation of system BS-Client v.3 operator's RWS window appears.
= The system will notify of its being uninstalled.

[ Click Ok.
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